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MNMASHIEERMF A (ROMA Connect)

FkisE

2 REBERFARIES

o FSIRRSEZRIRTFA: EAPIFEROMA Connect F4BETEZ24H, MIROMA
Connect/@iZAPIHEiRARSS AX B RITSIEHHEHNANEZEE . 1ZAPIHEIHRRS
FEEERHROMA Connecti2AISDK, HIHBERFHIEZEEHITRE

2.1.2 FEIE

APLERIMEFFAEESK
o FAETEMRAER:

Intelli) IDEA: 2018.3.585LA EARA .
Eclipse: 3.6.08%LA EARZAN o
Visual Studio: 2019 version 16.8.4afLA_EhRAN

o FRESHMEREFER:

Java: 1.8.1118kLA_ERRASAIJava Development Kit,
Go: 114K LA EIRARIGoRES

Python: 2.78%3 XiRASHIPython&ietd
JavaScript: 15.10.0%LA_EARAHINodejsZ 28 .
PHP: 8.0.3%LA EMRASHIPHPZR X,

Android: 4.1.2% LA ERRZAAJANdroid Studio,

o NYaSERARAZESR: Chrome 89.085LAFARAS .
o SDKEZPRH:

BEXEiRFAZER

{FFASDKITAPHERZEZRT, NI Bodyifk 1 2MELATFRIIERIFITES .

KRIEAPIERKET, SDKEEHRIRTEEFHTTPAIX-Sdk-Datesk, BEEZEE
BFAuthorizationsk , EZRE—MERNNEREREERY, BITEITR .

ROMA Connectf 7 #23iX-Sdk-DatefRHIEHS b, ERIIZATIENE S
FIERIATIEE, GNRASEZEBE155%, ROMA ConnectHEAIER .
It, EPHEEEAMENTPIRSSBNIEREE, BieiEREELX-Sdk-
DatefI{EHIIBKIRE .

o FRERIRITAER:

{SZ45{FER)avaScriptfm SR, JavaScriptddiz{TRFd)ava Nashorngdiz1T
tEE, ZIHFECMAScript Edition 513138 .

R SRS IR AN KN K J932KB

o HiERIRITRER:

SRR RPTEDEMREEIRERA, EiEToffsetFIlimitS#i#T
SN, BREENNEEAASEIONERN . ERABRMT:

select * from table01 limit '${limit}' offset ${offset}

Hrpoffsetfllimit2#keyEEimiRSS1EKAIHeaders. ParameterszyBody
1&g,

FEVGTRERS TUER, FRD ITHRINZFF20005%LIREHERIS T,
IR RS IFHIPITIER AR KHI32KB,
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MNASHIEEMF A (ROMA Connect)

FkisE

2 REBERFARIES

[EimARSS SRR TFREK

FETERAFER:

- IntelliJ IDEA: 2018.3.581LA_ERRAS,

- Eclipse: 3.6.08(LA EhRZAS

- Visual Studio: 2019 version 16.8.48¢LA_EhR7N
HRIESIMEMRAEK:

- Java: 1.8.1118%LA EkRAHIJava Development Kit,
- Python: 2.783 XiRZAAIPythonZ2EE .
SDKfEFHPR®I -

- Python SDK{X3Z#Fhmack B RinIRSESE

- C# SDK{XSz#rhmacEBIEiRIREEE .

2.2 APLERIMEFFA ( APPAME)

2.2.1 FFRES

SREX API BOTERER

SREXAPIRIIERIER

FEROMA ConnectSCHlf=HI 5% “IRSSEERL APIC > APIZIER” , FEREAHEIIR
ERAPIEY “I” . “iERFGIE” # “BEKREBR . BEAPIBIBIRENAPIEBR
|, £ “APIE{T” TU&ET, REXAPIBY “iEskimY” , & “BlimbcE " FAJIREY
ANBEX .

IRENAPIRIIAIEE R

APPIAIE ( BRIAIE ) FEXTAPIERHITINE RS ERT, FERZIAPIFTEZIEIERY
Key#Secret,

FEROMA ConnectSClf=Hl &R “IRSSER APIC > EREIE” , &£ “EiFE
B’ RETRELAPIFENERISIR, HANERFEERE, KEUEEAIKey N

Secret,

EEF AR
o TEHAKRIH
BIRIEFERESEFRESHNAAIE,
- Z‘iizm8.3.5ESZI«)U:HJ§2FE’\JIntelliJ IDEA, ZEHiE=Intelli) IDEAE S MY
&,
- Z%E2019 version 16.8.48% LA EhRARYVisual Studio, LB IBEZEVisual
StudioB75Mug ~ &
o TERFKESINE
- Java: L#1.8.1115LA ERRARYJava Development Kit, ZZEEEZEOracle
B FTERm M.
- Go: ZER1I4KRLAERANGoRER, ZREIEEGOE S FERME M.
- Python: Z%£2.7343 XiRAHIPythonZ R, ZEBIEEPYthonES TR
[T
2024-04-30 8
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https://visualstudio.microsoft.com/downloads/
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https://www.oracle.com/technetwork/java/javase/downloads/index.html
https://go.dev/dl/
https://www.python.org/downloads/
https://www.python.org/downloads/

MASHIEERMF A (ROMA Connect)

PARSEi=1E7] 2 IREBEMFRIES
- JavaScript: %&%15.10.0% LA EARABINodejsZ, TEEIEENodejsE
I FERE FE.
- PHP: Z%8.0.3R A EIRAHIPHPZ S, LG IEEPHPES FEEA ~
o
- Android: Z%E4.1.2K LA ERRAAIANdroid Studio, ZEEEiEZEAndroid
StudioE B MIuL & -
2.2.2 APP I AIETERIE

APP I NIERTE
1. FHEHLEER.

BFRIZRBERABEZBSAPICEEIERIMNAESR, WREFIRESR. APIC/E
SINERERNERAT—H.

2. ([FERIEERIEMEEIRFEFTRSE,

3. [FERAK/SKIMFEZHFRITEES.

4. BERNEREEMERBREELRNEIHTTPIE KRS, B EAEAFZFESH
HINEIHTTPIE R,

5. APICWENIEXRG, H1T1~3, ITEERA,

6. BE3FMIEMNEZS5HEMNIESZHITHE, INREZ0TE, SR, &
NISIELEIER

(0 #iRA
APPEZ (N S7i5Body i 1 2MR LA FHIBRESZ

R 1: MiSHiEiERX

{EFRAPPLIVHITER SIANE, BARENLBERAR, AEBHTER. BFiRS
APICERR1BRIANBERATE, ALUARE— M HTTPIERARIRIRISEMERNEZER,
PNITE= B 2= vl s s

HTTPIERAGE (AN T :

CanonicalRequest =
HTTPRequestMethod + '\n' +
CanonicalURI + '\n' +
CanonicalQueryString + '\n' +
CanonicalHeaders + '\n' +
SignedHeaders + '\n' +
HexEncode(Hash(RequestPayload))

BT A T RAEIRBIGEIERITES TR .
BRIRRIAIERIT:

GET https://30030113-3657-4fb6-a7ef-90764239b038.apigw.exampleRegion.com/app1?b=2&a=1 HTTP/1.1
Host: 30030113-3657-4fb6-a7ef-90764239b038.apigw.exampleRegion.com
X-Sdk-Date: 20180330T123600Z

1. ¥EHTTPIERAEX ( HTTPRequestMethod ) , LURITFER,
HTTPiEK7i%, SNGET. PUT. POSTE, &K &R

%

GET
2. EIFEURIZE ( CanonicalURI) , LURITELER,
B

2024-04-30 9
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https://windows.php.net/download/
https://developer.android.com/studio/
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MNMASHIEEMF A (ROMA Connect)

FRisE

2 REBERFARIES

WEBURI, ENEREFREIRERE, RURIFIEITIRFREESAIURIZEES

1Bt

IRIERFC 39864R/EWURIEER, BIRTTRIMETIREED, BEFGNEDHR
HURIFRRS . WNRURIEEEARLL /7 5, WEESRHRM “/7 .

Z55):

RERRYURI: Jappl, WATHISEAYURIZRED S :

GET
/app1/

(MEEY::
ITEEZRT, URIBGIL “/7 ER. RiZBRE, aIURLL ¢/ £R.
AIIALEERAZRIE (CanonicalQueryString ) , LUEITRILER
BN :
EOFRE, EEISH. IRSEFISH, UATERFSR, BIFITEEEK
HBT.
B
W eEaFFEREREMU TEK:
- ARIBUTHNRS SN SHEFEHTURIZR:

" J570%IRFC 39867 XA IIFFREEFFFHITURIZRED, XEFFFEE:
A‘Z\ a'z\ 0_9\ IR NN -*DNO

" (ER%XYXIFABIFREBF RIS TE DR, ERXAY A+ EEF A
(0-9F0A-F ) o f5IaN, =HEFFFLIIRIDIH%20, 3 RUTF-8FFFHR
K “%XY%ZA%BC” &z
- XTFBANSY, B “ URIEERIZSHE = URIFIEBAISHE - IRSH
SHE, WAEFHFERE, BEREE “=7 .
PINLATFEERNSH, HPETN S8 parm2iYERT,
parmi=valuel&parm2=
- EEREFHBUAFINFENSHZHITHFE. flt0, UXEFEFFLRISH
BZHELUNEFBOFALNSHE ZH.
-  LHIFRERNE—SHEE, WEEERFHES.
2441
TOPEERIESE: a. b
GET

/app1/
a=1&b=2

INAEEESk (CanonicalHeaders ) , LURITRIEER

BXY:

WSEEESL, ENEREELIIR ., SIESZERPIFAEGHTTPERLSIE., R
SARE EX-Sdk-Date, FAFHRIGEZATE, #&01S08601FRERIUTCHTEIE
=X: YYYYMMDDTHHMMSSZ . f18EAPI&#ZIERELEASEIAEERT, EEEINEE
NHIRBZFR,

2024-04-30
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MNMASHIEERMF A (ROMA Connect)

FRiER 2 REERFRIES
Uikl
ERRUTEA AR SEITHRSRNEL, EBRiEKIEELX-Sdk-DatefYEH
WRKIRE
ROMA Connectff 7 #85X-Sdk-DateRIBTIEIE RSP, ESARINIZATENESWENE
KAVRSEZE, WIRASEZEET 155380, ROMA ConnectHB4EIEK
B
CanonicalHeadersHZ MEXKEELHEFEHRY, CanonicalHeadersEntry0 +
CanonicalHeadersEntry1 + ..., EfENERKBEEL
( CanonicalHeadersEntry ) Btz oLowercase(HeaderName) + "' +
Trimall(HeaderValue) + '\n'
() #4BA
o LowercaseRNGFTBFRALIRNNEFBRIRE
o Trimal ERHFRMERIEAIZ R=ARAIREL
o EE—NBERBERLBSET—METH . SMPEE+HCanonicalHeadersESEHHY
BITRF, BB m—1=1T,
3
GET
/app1/
a=1&b=2
host:30030113-3657-4fb6-a7ef-90764239b038.apigw.exampleRegion.com
x-sdk-date:20180330T123600Z
N
EHRLFEEREMUTEXK:
o BHBLEMEANNERER, HRFEIISTEINEBTIE.
o REBFHAIEXEELZRHITHRHR.
NELEHEISS SR
Host:30030113-3657-4fb6-a7ef-90764239b038.apigw.exampleRegion.com\n
Content-Type: application/json;charset=utf8\n
My-header1: a b c \n
X-Sdk-Date:20180330T123600Z\n
My-Header2: "a b c" \n
MEHELA:
content-type:application/json;charset=utf8\n
host:30030113-3657-4fb6-a7ef-90764239b038.apigw.exampleRegion.com\n
my-headerl:a b c\n
my-header2:"a b c¢"\n
x-sdk-date:20180330T123600Z\n
AT ESRHESLAER ( SignedHeaders ) , LURITFRFER.
B
BFEENEKERLTIZER, BEIRMNLERL, [APICEHIERPBLEEL
R ATEN—E8D, ARERIEERITAPICRILAZIRIHIL S Sk, X-Sdk-date
HIENEEZRIEE L.
B
2024-04-30 11



MNASHIEERM A (ROMA Connect)

FkisEE

2 REBERFARIES

SignedHeaders = Lowercase(HeaderNameO0) + ;' + Lowercase(HeaderName1)
+ mn.n + .

EXFNEELEEHREUTER: BCEZNEELIRERNNEER, &
BFHLIETEELETHER, FER 7 koRSMEEL.
LowercaseR NGB F/RILIRN/NEFE

2545

IUTERIEMNHEELS58Z: host, x-sdk-date
GET

/app1/

a=18b=2

host:30030113-3657-4fb6-a7ef-90764239b038.apigw.exampleRegion.com
x-sdk-date:20180330T123600Z

host;x-sdk-date
6. {HFASHA 256157 IR TFHTTPEEHTTPSIEKIES HAgbodyfk
( RequestPayload ) , BIZENAFHE.
B
BREEMAR, BERTEMMELH: HexEncode(Hash(RequestPayload)), EH
FHashFZREMEERNENRE, HEISIFSHA-2568% , HexEncodeZRRLAN
S8R EEERIBase-165R3A9KEL . f5/40, HexEncode("m") iR[EMESS
“6d” MAR “6D” . WMAMNB—NFDEERTATWNH79HEIFT .
(1 %88

& RequestPayloadfINaZ{ERT, XtF “RequestPayload==null” HIIFE, HiEERTE
FFER"RItE,

25451 :

ARBIAGETE, bodyfk Az, ZiFEAELIERbody (SFFE ) T
GET

/app1/

a=1&b=2

host:30030113-3657-4fb6-a7ef-90764239b038.apigw.exampleRegion.com
x-sdk-date:20180330T123600Z

host;x-sdk-date
e3b0c44298fc1c149afbf4c8996fb92427ae41e4649b934ca495991b7852b855

7. XHSEFPEEERHITIRELIE, EiESXIRequestPayloadigFB L IRRIEIEIE
B, FIRFLIENIEEERUIRANE 7N FRFERERRT.
EiX{BRS: Lowercase(HexEncode(Hash.SHA256(CanonicalRequest)))
FII IR RAIERIEEIER B -
aa521bbe74d13cd8cf536¢1a03a5dd85d1934179d33d47110b528eae8b7251e1

LR 2: SIESEFMH

MHTTPIBRHTHEEHESERNIERER, BESERE X, T2 E—RHNEF
BEFHE
StringToSign =

Algorithm + \n +

RequestDateTime + \n +
HashedCanonicalRequest

IR SEIRBENT .
e Algorithm

k3

2024-04-30
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MNMASHIEEMF A (ROMA Connect)

FRigE

2 REBERFARIES

BEEE, XFSHA 256, EH;XHSDK-HMAC-SHA256,
e RequestDateTime

BRI . SERBEELX-Sdk-DatefI{EER, XK
YYYYMMDDTHHMMSSZ,

e HashedCanonicalRequest
FIRALIENITEEK.

iR B AERINFSFRR -

SDK-HMAC-SHA256

20180330T123600Z
aa521bbe74d13cd8cf536c1a03a5dd85d1934179d33d47110b528eae8b7251e1

LR 3: HEER

JEAPP secretiIBIBAVFSFRBMENMBRHFRYAVMA, HHEEE, BTHESIERE
2l AV il A

AT
signature = HexEncode(HMAC(APP secret, string to sign))

HAHMACIEZSAEXRIGAIZE, HexEncodedgiet+7iftH . AXABHSENHBEN
&2-1PrR

& 2-1 SHURA

BHEWR SHRE
APP secret T AEH
string to sign BIERAFEF RIS

BRIZAPP secret/512345678-1234-1234-1234-123456781234, Mi+&EEFIRY
signatureg:

121c2501e8951ff7d5574423939b9%acaa283e55a27c0107d767bb0d68b5ffcab

LI 4: FINERERBENBERK

FitEsgRE, BeiRnzElAuthorizationfIHTTPIEESL . AuthorizationiBEsLFkE
BEEERZEELF, FEFTFEMHIIIE.
PRI

Authorization headerBIZ2 {553 :
Authorization: algorithm Access=APP key, SignedHeaders=SignedHeaders, Signature=signature

BEFENRE I ESAccessZRIIZAIES, {BESignedHeaders5SignatureZBIiHE
FRESEF.
BEIERERL:

Authorization: SDK-HMAC-SHA256 Access=071fe245-9cf6-4d75-822d-c29945a1e06a, SignedHeaders=host;x-
sdk-date, Signature=121c2501e8951ff7d5574423939b9%acaa283e55a27c0107d767bb0d68b5ffcab

2024-04-30
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NS EIEER TS (ROMA Connect)
F &I 2 RBERARIES

BRIRRERLE, BEENMZEIFEBHTTPIERAES, ERSAIXEAPIC, HAPIC
SEREDIALE. SMANEBBEE, &ERATSKIEERiRRSH TSR,

2.2.3 Java SDK {&5FHiiAA

S s
{E)avaiE SIEAHAPPINIERIAPIRY, GFESIRENSDK, AEFHEIRERSANTIRE,
RESEERBAPIRBIERAPI,
2-1 AERE
s
T
PRI SDK
Y
ER AP
 J
te=c)
BUIRSRE
o CIRHAPIRIARGEE, BENEESIARES.
o EXEFAIEMavaFRESINE, BEMESIHEES.
$%HY SDK
ZSFROMA ConnectsSLflfs#lEe, £ “IRSER APIC > EIEETE” A9 “SDKs” I&
FTESDK,
fEERBFEMINT:
e T pial:ls
libs\ SDKKERZE o

libs\java-sdk-core-x.x.xjar | SDK&,

src\com\apig\sdk\demo {FASDKE R IBRREIAED
\Main.java

src\com\apig\sdk\demo
\OkHttpDemo.java

2024-04-30 14



NS EIEERM TS (ROMA Connect)
FA&IER

2 [RBERMFARES

SR ol

src\com\apig\sdk\demo
\LargeFileUploadDemo.jav
a

.classpath

.project

JavaT 2B &4,

SAIE

1.

2.

FTFFIntelli) IDEA, 7ESZEFZIEREE “Import Project” ,
384 “Select File or Directory to Import” IHEIE,
ER AT IEIE I IRARESROSDKERR, B “OK”

Select File or Directory to Import

Select directory with existing sources,
Eclipse project (.project) or classpath (.classpath) file,

Maven project file (pom.xml),
BEnd/Bndtools workspace (workspace/cnf),

Gradle build script (*.gradle],
Flash Builder project file (.project, *fxp, *fxpl).

® O i S @
Dyjava\ApiGateway-java-sdk-3.1.1

> Ch,
w Crh,

ApiGateway-java-sdk-3.1.1
> libs

> src

Classpath

= project
= changelog

ApiGateway-java-sdk-3.1.1.zip

Drag

nd drop a file into the space above to quickly locate it in the tree

Hide path
-

Cancel

“Import project from external model” % “Eclipse” , B “Next” , #HA

T—REFRFEINELESRSE “Next” , HE “Please select project SDK” TRH,

15
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NS EIEER TS (ROMA Connect)
FF &I 2 RBERFLIES

2-2 Import Project

mport Project X

(O Create project from existing sources
® Import project from external model

B Flash Builder
™ Gradle
M Maven

Cancel Help

4. BTE “Finish” , B TIES N,

2024-04-30 16



NS EIEER TS (ROMA Connect)

FRigE

2 [RBERMFARES

5.

2-3 Finish

B import Project

+ -
1.8

-

Please select project SDK.
This SDK will be used by default by all project modules.

MName: 1.8

JDK home path: | C:\Program Files\Java\jdk1.8.0_191

J Classpath | Sourcepath |Annotatior15 | Documentation Paths

:
:
:
:
:
:
:
:
:
:
:
:
:
:
:
:
:
:
:
:
:
:

C:\Program Files\Java\jdk1.8.0_191\jre\lib\charsets,jar
C:\Program Files\Java\jdk1.8.0_191jre\lib\deploy.jar

C:\Program Files\Java\jdk1.8.0_191jre\lib\ext\access-bridge-64.jar
C:\Program Files\Java\jdk1.8.0_191\jre\lib\ext\cldrdata.jar
C:\Program Files\Java\jdk1.8.0_191jre\lib\ext\dnsns.jar
C:\Program Files\Java\jdk1.8.0_191\jre\lib\ext\jaccess jar
C:\Program Files\Java\jdk1.8.0_191\jre\lib\ext\jfxrtjar

C\Program Files\Java\jdk1.8.0_191\jre\lib\ext\localedata. jar
C:\Program Files\Java\jdk1.8.0_191\jre\lib\ext\nashornjar
C:\Program Files\Java\jdk1.8.0_191\jre\lib\ext\sunec,jar
C:\Program Files\Java\jdk1.8.0_191jre\lib\ext\sunjce_provider.jar
C:\Program Files\Java\jdk1.8.0_191\jre\lib\ext\sunmscapi.jar
C:\Program Files\Javayjdk1.8.0_191\jre\lib\ext\sunpkes11,jar
C\Program Files\Java\jdk1.8.0_191\jre\lib\ext\zipfs.jar
C:\Program Files\Java\jdk1.8.0_191jre\libyjavaws.jar

C:\Program Files\Java\jdk1.8.0_191\jre\lib\jce jar

C\Program Files\Java\jdk1.8.0_191\jre\lib\jfr jar

C:\Program Files'Javaljdk1.8.0_191\jre\libyjfxswtjar

C:\Program Files\Java\jdk1.8.0_191\jre\libYjsse jar

C\Program Files\Java\jdk1.8.0_191\jre\lib\management-agent.jar
C:\Program Files\Java\jdk1.8.0_191\jre\lib\plugin jar

C:\Program Files\Java\jdk1.8.0_191\jre\lib\resources.jar

Previous II Cancel

Help

STREANGE, BREWINTE.

2024-04-30
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N S EIEER TS (ROMA Connect)

FRisEE

2 [RBEMFARES

FE T

2024-04-30

2-4 BREH

Project = D - 3

W

> adea
b3 libs
v sre

w com.apig.sdk.demao

&' LargeFileUploadDemo
£ Main

&' OkHttpDemo

&' WebSocketDemo
«classpath
.project

RN

= changelog
miava-sdk-demao.iml
» |l External Libraries

0 Scratches and Consales

»ApiGateway-java-sdk-3.1.1 [java-sdk-demo] D:\ja

FTFFIntelli) IDEA, 7ESZERFZIESE “Create New Project” ,

s “New Project” XHiEHE,
EAMNEFERE “Java” , BE “Next” , HAT—}R,

18



NS EIEER TS (ROMA Connect)
FFA&IER

2 [RBEMFRES

2-5 New Project

Mew Praject

= Java Enterprise
. JBoss
J2ME
M Clouds
Spring
= Java FX
Android
Intelli) Platform Plugin

' Spring Initializr
M Maven
Gradle

S Groovy
Grails

Application Forge

Static Web
E Flash

K Kotlin

& Empty Project

| EET . o (=5 -

Additional Libraries and Frameworks:

JBoss
16 Arquillian JUnit
[ Arquillian TestNG
D[I‘-:]JBoss Droaols
I&Java EE
~ [z Web Application
1% Struts
] % Struts 2
0% WebServices
[J«® CDI: Contexts and Dependency Injection
[ Thymeleaf
[J4# IE Conditional Comments support
[+ Java 8 Time API compatibility
]+ Spring 3 integration

[T14 Sarinn 4 intenration

Cancel

New...

Help

3. FRIEFBOAMRESET “Next” , HANT—R, BEX “Project name”

ETEREABZR “Project location” o

, FHisEel

2024-04-30
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N S EIEER TS (ROMA Connect)
FFA&IER 2 RBERFRIES

2-6 FETIE

MNew Praject *

Project name: |java-5d|-c-demo

Project location: | Dt\java

F More Settings

Previous Cancel Help

4. B A\Java SDKRY “jar” {4,
a. % “File > Project Structure” , 34 “Project Structure” IHEFIE.
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N S EIEER TS (ROMA Connect)
FFA&IER 2 RBERARIES

2-7 E\ jar ik
java-sdk-demo [Dd\java] - Intelli) IDEA

@Edit View MNavigate Code Analyze Refactor Build|
MNew »
= Cpen...
Open URL..
Open Recent }

Close Project
& Settings... Cirl+Al+5S
B Project Structure... Ctrl +Alt+Shift+5
Other Settings ;

Import Settings...

L]
3

Cal
[a]

Export Settings...

Q
)
+

Settings Repository...

Sync Settings to JetBrains Account...
Export Project to Eclipse...

Export to Zip File...

Save All Ctrl+5
Synchronize Ctrl+Alt+Y
Invalidate Caches / Restart...

Export to HTML...

Print...

Add to Favorites ;

¢ o

File Encoding

Remowve BOM

Associate with File Type.. y root
Line Separators »

Make Directory Read-only

Power Save Mode

Exit

b. 7 “Project Structure” XNEIEFIEE “Libraries > + >Java” , REGEEH
“Select Library Files” XHEHE .

c. IEESDKETERRF “\libs” BRTABLL “jar” SRR, BE

“ Ok” R

2024-04-30 21



N S EIEER TS (ROMA Connect)

FRigE

=

2 [RBEMFRES

2-8 j%&4% jar X4

Select Library Files X
Select files or directories in which library classes, sources, documentation or native libraries are located
ft O g X S Hide path
D\java1\ApiGateway-java-sdk-3.1.1\libs\commons-codec-1.11 jar X

v ApiGateway-java-sdk-3.1.1
v libs

~ commons-codec-1.11.jar

~ commons-logging-1.2jar
 httpclient-4.5.7 jar

- httpcore-4.4.11 jar

- java-sdk-core-3.1.1jar
~ joda-time-2.10.jar

- okhttp-3.14.2,jar

- okio-1.17.2 jar

WOW W W W W W W

> src
src
untitled
untitled1
untitled2

W OW W W

| ApiGateway-iava-sdk-3.1.1.zip

Drag and drop a file into the space above to quickly locate it in the tree

EELERIEENTZ, BE “ok” .
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2-9 IXIFETHE

Choose Maodules >

Library ‘'commons-codec-1.11" will be added to the selected modules.

java-sdk-demo

[ ok | cancel

e. EHEjarXHERRAIETR, 8E “Apply > OK”
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FA&IER

2 [RBERFRES

2-10 jar XHBER

3

2

& + - @ Name: | commons-codec-1.11 1
’ . 1l dec-1.11
Project Scttings
Project t h b -
il “ 4 Classes
1 DAjavaT\ApiGateway-java-sdk-3.1.1\ibs\commons-codec-1.11 jar
p— 1 D\javaT\ApiGateway-java-sdk-3.1.1\ibs\commons-logging-12jar
i 1 DAjava T\ApiGateway-java-sdk-3.1.1\libs\httpclient-4.5.7 jar
—— ] DAjaval\ApiGateway-java-sdk-3.1.1\libs\httpcore-4.4.11jar
S el ] DA\javal\ApiGateway-java-sdk-3.1.1\libs\java-sdk-core-3.1.1 jar
e | Di\javal\ApiGateway-java-sdk-3.1.1\libs\joda-time-2.10 jar
Global Libraries | D:\javal\ApiGateway-java-sdk-3.1.1\libs\okhttp-3.14.2 jar
4 DAjavaT\ApiGateway-java-sdk-3.1.1\ibs\okio-1.17.2jar
Problems
(7]

N |

f. SERjarlHSN, SANEEREEINTE.
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2 [RBEMFRES

2-11 HRER

=java

[ java [java-sdk-deme] 00 oo
> idea

src
> untitled

W 1 Project |

miava-sdk-demo.iml
~ ||l External Libraries

> B <18 > C\Program Files\Java\jdk1.8.0 191

Project = B - & —

w [icommons-codec-1.11
|, commeons-codec-1.11jar library root
. commons-logging-1.2jar library root

hitpclient-4.5.7 jar library root

wiava-sdk-core-3.1.1,jar library root

§

|

|, httpcore-4.4.11 jar library roct
§

| joda-time-2.10,ar library root
§

L okhttp-3.14.2jar library root

WOoW W W W W W W

] okio-1.17.2 jar library root

cratches and Consoles

[y

(]

#h5E “Package” K “Main” {4,
a. &R “src” , BEEIAGHE, 1EE “New > Package” ,

2-12 i Package

Ctrl+Alt+Shift+Insert

s
u
v 3 Cut Cirl+x | IE Kotlin File/Class
Extern & Copy ctrl+c | E File
0 .
<+ CopyPath Ctrl+ Shift+C_E_Scratch File
-
i co Copy Reference Ctrl+Alt+Shift+ :
>y E O paste Ctrl+y | mm FXML File
' nackane-infoiava

b. £ “Name” FigA “com.apig.sdk.demo” ,

2-13 i8E Package HIZFR

Mew Package

] Enter new package name:

| com.apig.sdk.demol

c. B “OK” , 58Rk “Package” HIBIE.
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#E#E “com.apig.sdk.demo” , BBEHRIRGHEE,

i%E3E “New > Java Class”

£ “Name” #fgIAN “Main” B “OK” , 58pk “Main” &6,

2-14 #h#E Class

’ Iunlltled b ot ctrl+x | x Kotlin File/Class
!Java-sdk- = S Rl
+ 18 Copy Ctrl+C | =
i Il External Libr © . .
N ia Cepy Path Cirl+Shig+c | = Scratch File Ctrl+Alt+Shift+Insert

e. Mfc&Class,
tlE=mkE, 37 “Main” X4,

700 “public static void main(String[]

package com apig sdk. demo;

1lieoal Woardpad.

public static void main(String[] args) {}

6.

args)” .
2-15 iR & Class AYACE
g Project = B = @ —  @Mainjava
E—l v [gjava [java-sdk-demo] D:\java
I:I > idea
w src . 2 b »
E\;ﬂwj. =dir.demo 2 p
' Main 4 1
> ' 5
mjava-sdk-demo.iml
v Il External Libraries
> Mm <18 > C\Program Files\Java\jdk1.8.0_191
v [jlicommons-codec-1.11
> ||, commons-codec-1.11jar library root
» || commons-logging-1.2jar library root
> [ httpclient-4.5.7 jar library root
» [l httpcore-4.4.11jar libra
> |ljava-sdk-core-3.1.1jar library
> [ljoda-time-2.10jar library root
> [l okhttp-3.14.2jar library roct
» [l okio-1.17.2jar library r
0 Scratches and Consoles
Run: Main
> “C:\Program Files\Java\ jdkl. 8 0_191\bin) java. exe” ...
Process finished with exit code 0
I

e TiztlEfE, REEREHINT.
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iEFE API =41

2-16 FrE TiERIBEREHE

v [gjava [java-sdk-demo]

3 Jddea
w 5rC
b com.apig.sdk.demo
£ Main
> untitled
mjava-sdk-demo.iml
~ ||l External Libraries
» [Z=18-=

~ [commons-codec-1.11
commons-codec-1.11.jar
commons-logging-1.2.jar
httpclient-4.5.7 jar
httpcore-4.4.11 jar
java-sdk-core-3.1.1jar
joda-time-2.10,jar
okhttp-3.14.2,jar
okio-1.17.2jar

o Scratches and Consoles

>
¥
b
¥
?
b
?
>

“Mainjava” TEEEER, BRIELIMERSESEBAPIREENPIFER.

(MR

o RPERATHIARIBAIAPI

o BEEEAPICHEEREFIGBTEIZMAH— AP, HLUEEMockiE,
o REIAPIRYEIRIIFTHEAIHTTPERSS , Ltb/EimIRE—1 “200” I@RAZA: “Congratulations,

sdk demo is running” JHEIK,

£ “Mainjava” FIOANLATSIA,

import java.io.lOException;
import javax.net.ssl.SSLContext;

import org.apache.http.Header;
import org.apache.http.HttpEntity;
import org.apache.http.HttpResponse;

import org.apache.http.client. methods.HttpRequestBase;
import org.apache.http.conn.ssl. AllowAllHostnameVerifier;
import org.apache.http.conn.ssl.SSLConnectionSocketFactory;

import org.apache.http.conn.ssl.SSLContexts;

import org.apache.http.conn.ssl.TrustSelfSignedStrategy;
import org.apache.http.impl.client.CloseableHttpClient;

import org.apache.http.impl.client.HttpClients;
import org.apache.http.util.EntityUtils;

import com.cloud.apigateway.sdk.utils.Client;
import com.cloud.apigateway.sdk.utils.Request;
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BliErequest, SREPFERINTSH, SHETSZIRNAPIRERERIX
'8

- Key: APIFFIERUERRIKey . IRIBLIFERES.,
- Secret: APIFRIEIUENEAISecret, RIFLIRERIES .

AR

INIEEFRIAKFISKEERASEICA R Z AN FEEARANZENE, BINERE
MHURENZTEPENFN, EANEE, BREE; FTBILIAKFISKEREFER
BTEF A, BITARERNEAERNEIMEFIREINETECLOUD_SDK_AKH]
CLOUD_SDK_SK,

- M?thod: BRI E. RIBAPISEIRERES, ROUCHBEER “POST” 1A
=278

- Url: i&5KkAurl, X8 &QueryStringzfragmentEpy . 18R EBo15{FEHAPI
FRrERI DA ERIEE RTINS . ~EULHEER “http://
serviceEndpoint/java-sdk” {EJ9tE4

- QueryStringParam: url&HSHAIEES, RIBAPILIRERES . IFHNFRF
EH[0-9a-zA-Z./;[1\-=~#%"& +: "], HEMLIBER “name=value” {ElHE
{5“0

- Header: 1EKAYLIT . RIBAPISCIRERIES, AS3FPXFITHIZ, =~
LA3fERA “Content-Type:text/plain” {EJ9#¥6l . 4NRAPIAZFEIFERELEASE
WS, SEENBEXINMERTR, =HUCIBER “x-
stage:publish_env_name” {EJ9t£61

- }B?dy: IERAYIEN . HRIBAPISEIRERES, REMLIRER “demo” {EAE
Bl o

=TI

Request request = new Request();
try

// Directly writing AK/SK in code is risky. For security, encrypt your AK/SK and store them in
the configuration file or environment variables.

// In this example, the AK/SK are stored in environment variables for identity authentication.

// Before running this example, set environment variables CLOUD_SDK_AK and
CLOUD_SDK_SK.

request.setKey(System.getenv("CLOUD_SDK_AK"));

request.setSecret(System.getenv("CLOUD_SDK_SK"));

request.setMethod ("POST");

request.setUrl("http://serviceEndpoint/java-sdk");

request.addQueryStringParam("name", "value");

request.addHeader("Content-Type", "text/plain");

//request.addHeader("x-stage", "publish_env_name"); //2NERAPI& % FIIERELEASEIR IS, FEZEY
BARTRIEERE, BINEEXHIMESRIR

request.setBody("demo");

} catch (Exception e)

{
e.printStackTrace();
return;
}
SHEKHITER, HAAPIHITENER,
HEFCABENT
CloseableHttpClient client = null;
try
{

HttpRequestBase signedRequest = Client.sign(request);

[EERRGD B FIEZ 15 ahttpsiERAIAPIEY, FEEVEXMITABIER, ARZESIEDR
vy
// SSLContext sslContext = SSLContexts.custom().loadTrustMaterial(null, new

2024-04-30

28



MNMASHIEEMF A (ROMA Connect)
HAIgE 2 REERALRIES

TrustSelfSignedStrategy()).useTLS().build();
// SSLConnectionSocketFactory sslSocketFactory = new
SSLConnectionSocketFactory(sslContext, new AllowAllHostnameVerifier());

/& ERRSSERIFIEZ B ahttpsiERAYAPIRT, FEZEfEcustom () S0
“ setSSLSocketFactory(sslSocketFactory)” , FARZREIEHLG
client = HttpClients.custom().build();

HttpResponse response = client.execute(signedRequest);
System.out.println(response.getStatusLine().toString());
Header[] resHeaders = response.getAllHeaders();
for (Header h : resHeaders)
{

System.out.println(h.getName() + ":" + h.getValue());

}
HttpEntity resEntity = response.getEntity();
if (resEntity != null)

System.out.println(System.getProperty("line.separator") + EntityUtils.toString(resEntity,
"UTF-8"));
}

} catch (Exception e)
{

e.printStackTrace();
} finally
{

try

{

if (client !'= null)

client.close();

}
} catch (IOException e)

{
e.printStackTrace();

}
}
4. % “Mainjava” , PEBEIFGEE, EF “Run As > Java Application” , &1
TR,
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2 [RBEMFARES

2-17 iz LM ARD

4 [ java-sdk-demo

PULRBEL U UL s s wnny

> @) JRE System Library [jrel.2

//Import the external dependencies.

3
5

4 B src
- import java.io.IOException;[]

4 [ com.apig.sdk.demo

» 0] LargeFileUploadDemo java 25 public class Main {
|10 My . .
. o) o New b main(string[] args) {
request.
> @ Referenc Open F3 = new Request();
: = libs Open With 4
= h I . equest parameters.
& changelg Open Type Hierarchy F4  npsecrect, Method and Url are required
Show In Alr+Shifiew » <ey("871fe245-9cf6-4d75-822d-c29945a1e
secret("c6e52419-2278-4ch8-8bd4-ae7fdde
& Copy CirleC  Method("GET™);

Url("https://3@830113-3657-4Tb6-avef-08
JuerystringParam("name”, "value"});
Paste Ctrl+y eader(“Content-Type", "text/plain™);
published in other gnys(except for Rel

52 Copy Qualified Name

¥ Delete Delete ddHeader|(|"x-stage”, “"publish_env_name™)
i o Jody( "demo™);
Remove from Context Ctrl+Alt+Shift+Down e) {
Build Path v KTrace(};
Source Alt+Shift+5 ¥
Refactor Alt+Shift+T »
ient client = null;
tsy  Import..
o E request.
oy | Bxport.. 3ase signedRequest = Client.sign(reques
h : signedRegquest.getAllHeaders()) {
References ' put.println(h.getName() + ":" + h.getva
Declarations 3
orintln("------------ "
¢  Refresh F5  request.

sslContext = S5iContexts.custom().loadt
onsocketFactory sslSocketFactory = new

v | T |1 Java Application Alt+Shift+X, J
Debug As »

LY L

£ “Console” W%, BEBETER.

Assign Working Sets...

Run Configurations...

] 2-18 AR INERIREIER

i#| Problems [l Declaration B Consale 2

=terminated= Main [Java Application] C\Program Files'Java\jrel.8.0_191\bin\javaw.exe
HTTP/1.1

Date:Tue, 19 Mar 2819 83:38:28 GMT

Content-Type:application/json

Transfer-Encoding:chunked

Connection:keep-alive

Server:api-gateway

X—Request—ld:944?323996f56668d8d312e3362cgeaq
Access-Control-Allow-Origin:®

kangratulatiuns, sdk demo is running

2.2.4 Go SDK {§FiiAA

B’rn=

BITESMY

(EFAGOIESIEFAPPINIERIAPIRY, BFEESIRENSDK, REFEIRR, RESEFEH
APIIRGIERBAPI,

BEIRIAPIRSERER, BNEESIARES
ZEARTENGoHRESIER, BAESIARESR.
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e EfEIntell) IDEARRREGOIEME, MNRKRTE, BIRBER2-19FR&E,

2-19 %% Go &
Settings IE
Q- Plugins 2 Installed Updates (0) n Reset
Appearance & Behavior -
e | 3

Keymap
T Search Results (191)
I o - o Template
Version Control I lLanguages I Languages
Euild, Execution, Deployment This plugin extends IntelliJ Support for Go template

platform with Go-specific engine

Languages & Frameworks X
coding as

ance and tool (httpsif/golang.org/pkg/text/t

ek 4 781.2K trd. I 06, 2019 591K 47

GoToTabs Go To Project

Navigation Navigation
The plugin adds menu actions Enables opening project
allowing you to go to a windows with speed search.

specific tab. You can of.

& 08, 2015 +£7.3K &5 -

2] Cancel Apply

¥REY SDK

EFROMA ConnectsLIzHIE, 1 “BRSBEERL APIC > EIREIE” g9 “SDKs” W&
FTESDK,

BEEBEREWNT:

ZFR yielilz
core\escape.go SDK{LES

core\signer.go

demo.go ~ECES

WETRE

1. FJFFintelli) IDEA, iEIFZEEE “File > New > Project” .
B “New Project” YHEIE, EE “Go” , B “Next” o
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2-20 New Project
MNew Project @
n Java <No SDK= u

Java Enterprise

'. JBoss

il J2MmE

B Clouds
Spring

u Java FX

Android
Intelli) Platform Plugin

@ Spring Initializr
Maven

Gradle

6 Groovy
Grails
Application Forge

© Go Maodules (vgao)

[#] Index entire GOPATH

Additional Libraries and Frameworks:

[ za. SQL Support

Default Dialect:

2
Cancel Help

2. BE T, EREANEERIEEAEEEIISOKERE, BF “Finish” .
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2-21 EEFEFR SDK B82
MNew Project @

Project name: | go| |

Project location: | Diyjava'go

b More Settings

Previous Cancel Help
3. R IEelEfE, BREMUT.

2-22 FE TIZB R4S

> Jidea
v ApiGateway-go-sdk-

v core
© escape.go
“ signer.go
> go
b licenses

© demo.go

mgaiml

“demo.go” JIRBICES, IBRIESEIRERIENSHGER . BMULIRAES
ERAAPIRSI .

AR API 7={51
1. EIREF3|Asdk (signergo) o

import "apig-sdk/go/core"
2. HEp—#RYSIgner, BIAAPIEFIEIE ERIKeyFSecret, RISEZREXAPIRIEMA
(EEIRE

s = core.Signer{
// Directly writing AK/SK in code is risky. For security, encrypt your AK/SK and store them in the
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configuration file or environment variables.
// In this example, the AK/SK are stored in environment variables for identity authentication. Before
running this example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK.
Key: os.Getenv("CLOUD_SDK_AK"),
Secret:0s.Getenv("CLOUD_SDK_SK"),
}

SR — 1 #THYRequest, IBEHE . HiER . BKurl. queryflbody, RISEIREN
APIRSERIEEIXREL .
r, _ = http.NewRequest("POST", "http://c967a237-cd6c-470e-906f-

a8655461897e.apigw.exampleRegion.com/api?a=1&b=2",
ioutil. NopCloser(bytes.NewBuffer([]byte("foo=bar"))))

L8IEKANNIx-stagesk, NBNINER . NEFE, FIFTESZA9E ML,
rHeaderAdd("x-stage", "RELEASE")
BT8R, PTHERHESTEEKRPRINATERZEIX-Sdk-DateskF1Authorization

s.Sign(r)
AEARRDENFEZBEhttpsiERAIAPIRY, FERARIEPREE, SUBNT
iz

client:=&http.Client{
Transport:&http.Transport{
TLSClientConfig:&tls.Config{InsecureSkipVerify:true},
%
}

BIEAPI, BERIHESER,
resp, err := http.DefaultClient.Do(r)
body, err := ioutil.ReadAll(resp.Body)

2.2.5 Python SDK {s&EFgi5EH

=R

{EFPYythoniE=EFHEAPPINIERIAPIEY, BFEESIKENSDK, AEHETRER, =E5%E
ERAPIRGIEFEAPI

BItESR
o CEREIAPIRYEREE, BERESIARES.
o CELEAAIEMPythonARIESINE, BERESIARES.
PythonZ3E5eRkfE, Ean<SiTHERpip&TEE “requests” [,
pip install requests
(1 88
MR pipLicrequestsiBENEREIR, 1B NEFHERAPython TS, Fékpip, REHE
PATLAESSRE,
o EfEIntelli) IDEAFRZZEPythonidilt, WNRKZEE, BIRBE2-23FRTE.
2024-04-30 34
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FFA&IER

2 [RBEMFRIES

& 2-23 &% Python 14

Settings
Qr

Appearance & Behavior
Keymap
Editor
Version Control
EBuild, Execution, Deployment
Languages & Frameworks

Tools

¥REY SDK

ZRROMA ConnectsLli=4lEa

T#SDK,
BERBEREWNT:

Plugins

o] 3

Search Results (41)

Marketplace| 2

Python
Languages

The Python plug-in provides
smart editing for Python
scripts. The feature set of the

+ 25M 139

Live Coding in Python
Code tools

ets you run your Python
code as you ty
variable values, matplotlib, or

pe it. Displays

Installed Updates o ]

MicrePython

Framework integration

Support for MicroP |c|
devices in Intelli) IDEA and
PyCharm. Features: Code

Cancel

, & “IRSBEERL APIC > EIEEIE” 19 “SDKs” R

Bk

ol

apig_sdk\__init__.py

apig_sdk\signer.py

SDKES

main.py

AT

backend_signature.py

[EiREE AR

licenses\license-requests

FE=FElicense3 {4

WETIE

1. FJFFIDEA, i%E#ZFZEE “File > New > Project” ,

2 “New Project” XHFHE, i

%% “Python”

, B “Next”
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2-24 New Project

Mew Project @
Maven Project SDK: | & Python 37.2 (D2 \pythonexe) v||  New.
Gradle Additional Libraries and Frameworks:

& Groovy [CIEN Djange
Grails [0 Google App Engine (Pythan)
Application Forge [ 22 SQL Support

© Go

“ Go Modules (vgo)
¥ Dep
s App Engine

Static Web

g Flash Template language:

Templates folder: templates
& Python

, Application name:
K Kotlin -l

Enable Django admin
= Empty Project 2

2. BIRBEE “Next” , BHLITHEE., BE “..7 , EEHANHEERIEERE
[EHISDKERTR, BT “Finish” o

2-25 1EFMEEERY SDK B812
Mew Project @

Project name: | py‘thonl |

Project location: | Dt\java\python

F More Settings

Previous Cancel Help
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iEF API =451

e TizClEfE, BREWNT,

2-26 FEE TIZAB RS

v pythen
3 idea
v ApiGateway-python-sdk-
v apig_sdk
_init__.py
signer.py
b licenses
main.py

test_signer.py
m Bython.iml

“main.py” JRBIRES, IBRIESEIMERIENSHGER . BAMUBIRIRNESSE
ERAPIRHB

ETREH5| Napig_sdk,

from apig_sdk import signer
import requests

import os
&R —NETRYSIgner, INAPIFTIEAUEIRAYKeyFSecret, AISEIRENAPIRTER
SRR

sig = signer.Signer()

// Directly writing AK/SK in code is risky. For security, encrypt your AK/SK and store them in the
configuration file or environment variables.

// In this example, the AK/SK are stored in environment variables for identity authentication. Before
running this example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK.

sig.Key = os.getenv('CLOUD_SDK_AK")

sig.Secret = os.getenv('CLOUD_SDK_SK')

£ — M RequestITIR, IBEHIZSZ. iB5Kurl. headerflbody, BIZZEFKEVAPI
mﬂam%l%\&ﬂyo

r = signer.HttpRequest("POST",
"https://c967a237-cd6c-470e-906f-a8655461897e.apigw.exampleRegion.com/app1?
a=1",
{"x-stage": "RELEASE"},
Ilbodyll)

HITER, ITIHRHSTEERKSHPRINATFTERZAIK-Sdk-DateskFl
Authorizationsk,

(MARE:
X-Sdk-Date2— MRS 5EBINERBREL S,
sig.Sign(r)

BIEAPI, BRIBIOEE,

[IEERRFANDENFIEZFDhttpsiERAIAPIRT, FEEdata=rbody/FiRN “ verify=False” , FIRZRE
IERAES

resp = requests.request(r.method, r.scheme + "://" + rhost + r.uri, headers=r.headers, data=r.body)
print(resp.status_code, resp.reason)

print(resp.content)
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2.2.6 C# SDK {#F3i}iR8

BR{Eia=
(EAACHESEFAPPIMIERIAPIRY, ERESEIRENSDK, AEHIFASDKEHRITIEX
%, RESEAPIEARRAGIERAPI,
BIRRSRM
o CERENAPIRSEAREER, BERESIHARES.
o ELEHAKRESIE, BERESIFARES.
$XEX SDK
BRROMA Connect=Lflf=HlE, £ “IRSSER APIC > EIEEER” AY “SDKs” TI&
FTRESDK,
REEBREMWNT:
B iRA
apigateway-signature SDK{LAS
\Signer.cs
apigateway-signature
\HttpEncoder.cs
sdk-request\Program.cs BRIERREIS
backend-signature\ RinEEREI Lz
csharp.sin TR
licenses\license- $E=Flicense3 {4
referencesource
FIFIRE

WHSDKEAHRY “csharpsin” 324, FTHTIE. TEPERWT3MIAE:

e apigateway-signature: SCIIEZEZRIHLEE, AJFTF Net Framework5.Net
CorelfiH .

e backend-signature: FisIRZEZ =M.

o sdk-request: ERFXRVARTS, BRIELIREMENSEGER . B
RIS S EERAAPIRA

BF API 7=:{5I
1. fETRE$E| Asdk,

using APIGATEWAY_SDK;
2. HER—NERRYSigner, EINAPIETISHUETEAIKeyF0Secret, BJSEZKENAPIRYIEHR
(EE3REY,
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Signer signer = new Signer();

// Directly writing AK/SK in code is risky. For security, encrypt your AK/SK and store them in the
configuration file or environment variables.

// In this example, the AK/SK are stored in environment variables for identity authentication. Before
running this example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK.

signer.Key = Environment.GetEnvironmentVariable("CLOUD_SDK_AK");

signer.Secret = Environment.GetEnvironmentVariable("CLOUD_SDK_SK");

3. HR—RequestfiR, 1IBEHIER. iBEKurlflbody, FATSEIREXAPIRIABEER
FREN
HttpRequest r = new HttpRequest("POST",
new Uri("https://c967a237-cd6c-470e-906f-a8655461897e.apigw.exampleRegion.com/
app1?query=value"));
rbody = "{\"a\":1}";

4. [IBERHNNx-stagesk, ABAMRR . WEFE, FIIFEESZAIE LS.

rheaders.Add("x-stage", "RELEASE");

5. #HTEE, HUTIHRHEESER— 1 FRIHttpWebRequest, FHEBRSEHRINA
FEZHIX-Sdk-DateskF0Authorizationsk,
HttpWebRequest req = signer.Sign(r);

6. AEARFEDEHNFEZIBEhttpsiEKAIAPI, FERRIEPRLG, SUBLILL
iE
Vo
System.Net.ServicePointManager.ServerCertificateValidationCallback = new
System.Net.Security.RemoteCertificateValidationCallback(delegate { return true; });

7. 1pIAAPI, ERIHIER.
var writer = new StreamWriter(req.GetRequestStream());
writer.Write(r.body);
writer.Flush();
HttpWebResponse resp = (HttpWebResponse)req.GetResponse();
var reader = newStreamReader (resp.GetResponseStream());
Console.WriteLine(reader.ReadToEnd());

2.2.7 JavaScript SDK {15

B

Il =SS

{FF3JavaScriptiE S EFAPPINIERYAPIRY , (EFEESLIRENSDK, AGHELRE, =525
EAPIERBIEBAPI,
JavaScript SDK3z#5Node jsFIIEEERMIZI TG, AETINode jsFEARE BN

25
gl:lo

o EREAPINERER, BNESIARES.
o EREFARTEMavaScriptFFRIESHE, BNESIFAAES.

- NodejsZ#fR, FEa<iTH, Anpm%E “moment” 1 “moment-
timezone” &R,

npm install moment --save
npm install moment-timezone --save

- Bffintelli) IDEAFRZEENode)SIEM, WNRKZEE, 1BIREBE2-27FIRE
P ==
Ko
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[E] 2-27 %% NodelS #H4
B settings @

Plugins Marketplace 2 Installed Updates -
Appearance & Behavior
Nodejs 3

Keymap
) Search Results (6)
Editor
BTN - nodes Node s Remate Interpretr
Version Control JavaScript Network
Build, Execution, Deployment Support for che] projects. Run and debug Nodejs
Languages & Frameworks Features R applications in the remate
environments such as Docker,

Tools & 17,2018 £ 961K w3
LiveEdit Beame Insta-ssl plugin
Web Network

With Live Edit you can see the Beame.io Jetbrains |LIEJH
changes you made in your Beame-ins s
HTML and CS5 files HTTPS tun sirg
¢ 07,2018 1 39M w4 ¢ 15, 2017

Py Cone

o NYSSERRAFIChrome 89.08LA EARAS o
$%HY SDK

EHFRROMA ConnectsLfiliz=#lEa, £ “IRSZEERL APIC > EIEESTE” f9 “SDKs” T
FTESDK,

BREEEREWNT:

k%

BFR 15388

signer.js SDKALHS

node_demo.js Nodejsi <t

demo.html X BSOS
demo_require.html NEEEERBIRAES ({FRrequireilE )
test.js izt Fa Y

js\hmac-sha256.js g S

licenses\license-crypto-js | S5=FFElicenseX {4
licenses\license-node

T
1. FJFFintelli) IDEA, i%EIFZZEE “File > New > Project”
s “New Project” XJiEHE, 1%E#F “Static Web” , BT “Next” .
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2-28 New Project
MNew Praject @

& HTMLS Boilerplate

& React App
@ Foundation

8 Groovy
Grails

Application Forge
PP g E Bootstrap

© Go ¥ AngularJs
© Go Modules (vgo) Y Angular CLI
® Dep & React Native

‘s App Engine

(2 Node,js and NPM
E Flash

. Web modules are used for developing Web applications using
‘ Kotlin technologies such as HTML/CSS, JavaScript, PHP and so on. They do
not support developing Java applications.
@ Python
= Empty Project 2

Il Cancel Help
2. BE A7, ERHRIXNIEERIRIRRIESRISDKERE, BE “Finish”
2-29 &R ERAY SDK 812

Mew Project @

Project name: |JavaScript |

Project location:  Di\java'JavaScript

b More Settings

Previous Cancel Help
3. pkIECIEfE, BREMWWT,
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2-30 FrE TiERIBREH

b

aJavaScript [0\ javalJavatoript
> Jidea
W ApiGateway-javascript-sdk-2.0.0
» js
¥ licenses
i demo.html
i demo_require.html
= node_demo js
iy package-lockjson
= signer.js
5= tests
mJavaScriptiml
Il External Libraries

o Scratches and Consoles

node_demo.js: Nodejss~ff{tED, BIRBLIREREXSHEFERH. BAERK

1iReRIE2EEABAPI ( Node.js ) <61,

demo.html: JESEERHUCHET, BIRIESEIREIRIE

IRAFESEEAAP (48 ) =,

MSHEER. BAERE

B “Edit Configurations” , 384 “Run/Debug Configurations” SHEIE.

2-31 Edit Configurations

uiRaN

-
Edit Configurations...

H Save 'main’' Configuration

main

EEE @, , ﬁ'a_;i “Node.js” .
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2-32 1%&#F Node js

Run/Debug Configurations

1[4 - 8 & "

Add Mew Configuration

— e
£ Gruntjs
¥ Gulpjs

JAR Application
(55 JavaScript Debug
ﬁ Jest
4k JUnit
i Jupyter Noteboolk
K Kotlin
K Kotlin script
) Lettuce

Maven

@ Mocha

5] Nodeunit

6. “JavaScript file” 1%&## “node_demo.js” , & “OK” , THREE.

2-33 j%#% node_demo.js

Run/Debug Configurations @
+ - B F, [ Mame: | node_demojs [ share []Allow parallel run
~ [Z Nodejs . . . .
" Configuration Browser / Live Edit V8 Profiling Logs
i
» Python Node interpreter: Project node (D:\ \node.exe) 10.15.3 > || -

> Templates
Mode parameters:

Working directory: Di\java\JavaScript\ApiGateway-javascript-sdk-2.0.0

JavaScript file: node_demo.js

Application parameters:

Environment variables:

i APl ( Node.js ) 7<4l
1. EIFEAH5|Asignerjs,

var signer = require('./signer')
var http = require(‘http')

2. HpE—N#RAYSIgner, HIAAPIFHERUETERAIKeyFSecret, RTSEFKENAPIRTIEA
EEIKEL

var sig = new signer.Signer()
// Directly writing AK/SK in code is risky. For security, encrypt your AK/SK and store them in the

configuration file or environment variables.

// In this example, the AK/SK are stored in environment variables for identity authentication. Before
running this example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK.

sig.Key = process.env.CLOUD_SDK_AK

sig.Secret = process.env.CLOUD_SDK_SK

3. Hpi—1 Requestl¥R, IBEHIER. i5Kurlflbody, TTSEIXHNAPIFNEREE
FREN
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var r = new signer.HttpRequest("POST", "c967a237-cd6c-470e-906f-
a8655461897e.apigw.exampleRegion.com/app1?a=1");
r body = |{l|all.1 }l

LIEKRNIIx-stagesk, IBNNIER . EFE, MIFTESZA0EMSKIY,

rheaders = { "x-stage":"RELEASE" }

HITER, PITIRMSERBERSHE, ATEEhtp(s)iBR, BRSEFIRM

T BFEZRIX-Sdk-DatesLFNAuthorizationsk .
var opts = sig.Sign(r)

IHIEIAPI, BEFBIEER. NRERLttpsip@l, WK “http.request” 2479
“https.request” ,
var req=http.request(opts, function(res){
console.log(res.statusCode)
res.on("data", function(chunk){
console.log(chunk.toString())
b
b
reqg.on("error",function(err){
console.log(err.message)
b
req.write(r.body)
reqg.end()

AR API (RS8R ) =6l

(ENSSRIFaIAPI, EETAZIFOPTIONSHEHIAPI, BALSEES A2
OPTIONSAZLAYAPI, Eﬁ@;‘:q:' 8 “Access-Control-Allow-*” #B3&35a 4k
fa, BJTEGIFRAPIRTEIE FFCORSEIRIMXLE LT ,

1.

EhtmlEh5| Nsigner.js B2 4K

<script src="js/hmac-sha256.js"></script>

<script src="js/moment.min.js"></script>

<script src="js/moment-timezone-with-data.min.js"></script>
<script src='signer.js'></script>

#HiTEEMIAEE,
var sig = new signer.Signer()
sig.Key = process.env.CLOUD_SDK_AK
sig.Secret = process.env.CLOUD_SDK_SK
var r= new signer.HttpRequest()
r.host = "c967a237-cd6c-470e-906f-a8655461897e.apigw.exampleRegion.com"
r.method = "POST"
ruri = "/app1"
rbody = '{"a"™:1}'
rquery = { "a":"1","b":"2" }
r.headers = { "Content-Type":
var opts = sig.Sign(r)
var scheme = "https"
$.ajax({
type: opts.method,
data: reqg.body,
processData: false,
url: scheme + "://" + opts.hostname + opts.path,
headers: opts.headers,
success: function (data) {
$('#status').html('200')
$('#recv').html(data)
%
error: function (resp) {
if (resp.readyState === 4) {
$('#status'). html(resp status)
$('#recv').html(resp.responseText)
}else {
$('#status').html(resp.state())
}

nn

application/json" }
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timeout: 1000
b

2.2.8 PHP SDK {&HHi5iEH

BFn=
{EFAPHPIESEMAPPIMEMIAPIEY, BERESCHENSDK, AEHMRTZ, RESEAPI
ERRBIERAPL.

AEZH L Intelli) IDEA 2018.3. 5kRAS I/ 4B

AU
o EREAPIIERES, BNESTIALES.
o EREFRIEMPHPHRESIE, BNESIFRES.

- YBPHPLEHEZHH “php.ini-production” ZHEHIZ “C:\windows” , &
27 “phpini” , HEEFHRIEMMNTHRS

extension_dir = "phpZ&cHF/ext"
extension=openssl
extension=curl

- Bffintelli) IDEAFRZEEPHPIEME, MIRKTE, 15IZRE2-34FIREE,

2-34 Z2% PHP &4

Settings ==
Q- Plugins Marketplace Installed Updates o
Appearance & Behavior
- afFe ] 2
Keymap
. Search Results (129)
Editor
| Pugine SN PHP Annotations
Version Control I Languages Framewaork integration
Build, Execution, Deployment PHP 5.3-7.3 editing and PHP Annotation GitHub |
Languages & Frameworks de::uggirg. 3:-|3L,|.‘i’.. Smarty, :TEI.IEIE | Donate Installation
Twig and various framewarks Just install and be happy.
oo 08,2019 +19M %35 211M w48
PHP Toolbox PHP composer.json support
Framework integration Code editing

PHP composer,json support
Donate using PayPal or

0 Coreel

$RKEY SDK

LRROMA ConnectsLflizHlE, £ “BRSSEER APIC > EIREIE” AY “SDKs” IR
FRESDK,

RIERBRERNT:

SR kA

signer.php SDKfXH3

k3
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B jizkilz
index.php ~ECES

FETIE

1. FJFFIDEA, i&E#ZEZEE “File > New > Project” ,
38 “New Project” IIHEHE, E#E “PHP” , B3 “Next” .

2-35 New Project
MNew Project @

8 Groovy I PHP Empty Project

Grails ¥ Composer Project

Application Farge
& Go
“ Go Modules (vgo)
?-3 Dep
‘% App Engine

Static Web
(2 Node.js and NPM

E Flash

PHP
K Kotlin
Python

Create empty project for PHP

= Empty Project

Cancel Help
2. BFE 7, ERHAHEERIEERERAISDKIRE, BE “Finish”
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2-36 ILIFMREFR SDK B&1F
Mew Project @

Project name: php

Project location: | Cr\javal\php |

b More Settings

Previous Cancel Help
3. SEpkIiECIEfE, BREMWUT,

2-37 IR TN B FEE

v Laphp
> Jidea
W ApiGateway-php-sdk-
ahw index.php
ohe SiQNEr.php
m Ehp.iml
» |l External Libraries

Scratches and Consoles

“signerphp” ARGILHES, BIRIBSLIAMERIENSHEMER . BEARERAES
EEAAPIZRSI.

AF AP TRf3l
1. FEREBFE| Asdko

require 'signer.php’;

2. ER—NRRSSigner, HIAAPIFTEBUEIENIKeyfSecret, BISEIREYAPIRIEA
(E23REL,
$signer = new Signer();
// Directly writing AK/SK in code is risky. For security, encrypt your AK/SK and store them in the
configuration file or environment variables.
// In this example, the AK/SK are stored in environment variables for identity authentication. Before
running this example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK.
$signer->Key = getenv('CLOUD_SDK_AK');
$signer->Secret = getenv('CLOUD_SDK_SK');
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3. ER— 1 #ETRIRequest, IBERIER . iB5Kurlflbody, FISEIRENAPIHNARER
IREY o
$req = new Request('GET', "https://c967a237-cd6c-470e-906f-
a8655461897e.apigw.exampleRegion.com/app1?a=1");
$reg->body = ";

4. F{[IBEKFx-stagesk, ABANERE . IREFE, FINFEEZRIEM L,

$req->headers = array(
'x-stage' => 'RELEASE',
x
5. #HTEE, PITHREESER— 1 $curl L TXEE,
$curl $signer->Sign($req);

6. EEFH%3‘653‘@35’]?1:!6%1EIEUhttps1§YE’JAP|, FELIIERRE, BNBNILL

J/ o
curl_setopt($curl, CURLOPT_SSL_VERIFYHOST, 0);
curl_setopt($curl, CURLOPT_SSL_VERIFYPEER, 0);

7. 1BIAAPI, BEEIBAGER,
$response = curl_exec($curl);
echo curl_getinfo($curl, CURLINFO_HTTP_CODE);
echo $response;
curl_close($curl);

2.2.9 C++ SDK {#FHi%E8

BE7=
ERC+HESARAPPINMIERIAPIRT, RFEESIRENSDK, SEAPIERREIEARAPI,

AR
o CERIAPINERER, BNESIARES.
e ZHopensslE,
apt-get install libssl-dev
o TicurlE,
apt-get install libcurl4-openssl-dev
¥KEX SDK
BRROMA ConnectsEflizHla, # “BRSSEER APIC > EHREE” AY “SDKs” W&
FTREISDK,
REEEREEWNT:
BFR 52ER
hasher.cpp SDK{HS
hasher.h
header.h

RequestParams.cpp

RequestParams.h

signer.cpp
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2 RBERFRIES
ZER Lzl
signer.h
Makefile Makefile3Zf4
main.cpp RIS

fEmain.cppFIIANLATSI,
#include <stdio.h>

#include <stdlib.h>

#include <string.h>

#include <curl/curl.h>

#include "signer.n"

R —NFISigner,  AAPIEHERUEIRAIKeyFNSecret, ATSEFKENAPIATIEF
{SREREN

// Directly writing AK/SK in code is risky. For security, encrypt your AK/SK and store them in the
configuration file or environment variables.

// In this example, the AK/SK are stored in environment variables for identity authentication. Before
running this example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK.

Signer signer(getenv("CLOUD_SDK_AK"), getenv("CLOUD_SDK_SK"));

E— 1 HFRRequestParams, FEEHIEZ. HE. BKuri. EEFFEH
body, AIE&EIKEXAPIATEAREEIREN.

RequestParams* request = new RequestParams("POST", "c967a237-cd6c-470e-906f-
a8655461897e.apigw.exampleRegion.com", "/app1",

"Action=ListUsers&Version=2010-05-08", "demo");

[iIEKRNx-stagek, ABRNNRE . REFE, FINFEEZAVE ML,

request—>addHeader("x-stage" "RELEASE");

HITER, PITHRESEEMAIZZLIArequestZEH,

signer.createSignature(request);

EBcurlFEiBIEAPI, BEEBIOER,
static size_t
WriteMemoryCallback(void *contents, size_t size, size_t nmemb, void *userp)
{
size_t realsize = size * nmemb;
struct MemoryStruct *mem = (struct MemoryStruct *)userp;

mem->memory = (char*)realloc(mem->memory, mem->size + realsize + 1);
if (mem->memory == NULL) {

/* out of memory! */

printf("not enough memory (realloc returned NULL)\n");

return 0;

}

memcpy (& (mem->memory[mem->size]), contents, realsize);
mem->size += realsize;
mem->memory[mem->size] = 0

return realsize;

}

//send http request using curl library
int perform_request(RequestParams* request)
{
CURL *curl;
CURLcode res;
struct MemoryStruct resp_header;
resp_header.memory = (char*)malloc(1);
resp_headersize = 0;
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7.

struct MemoryStruct resp_body;
resp_body.memory = (char*)malloc(1);
resp_body.size = 0;

curl_global_init(CURL_GLOBAL_ALL);
curl = curl_easy_init();

curl_easy_setopt(curl, CURLOPT_CUSTOMREQUEST, request->getMethod().c_str());
std::string url = "http://" + request->getHost() + request->getUri() + "?" + request-

>getQueryParams();

curl_easy_setopt(curl, CURLOPT_URL, url.c_str());
struct curl_slist *chunk = NULL;
std::set<Header>:iterator it;
for (auto header : *request->getHeaders()) {
std::string headerEntry = header.getKey() + ": " + header.getValue();
printf("%s\n", headerEntry.c_str());
chunk = curl_slist_append(chunk, headerEntry.c_str());
}
printf("------------- \n");
curl_easy_setopt(curl, CURLOPT_HTTPHEADER, chunk);
curl_easy_setopt(curl, CURLOPT_COPYPOSTFIELDS, request->getPayload().c_str());
curl_easy_setopt(curl, CURLOPT_NOBODY, 0OL);
curl_easy_setopt(curl, CURLOPT_WRITEFUNCTION, WriteMemoryCallback);
curl_easy_setopt(curl, CURLOPT_HEADERDATA, (void *)&resp_header);
curl_easy_setopt(curl, CURLOPT_WRITEDATA, (void *)&resp_body);
//curl_easy_setopt(curl, CURLOPT_VERBOSE, 1L);
res = curl_easy_perform(curl);
if (res != CURLE_OK) {
fprintf(stderr, "curl_easy_perform() failed: %s\n", curl_easy_strerror(res));

else {
long status;
curl_easy_getinfo(curl, CURLINFO_HTTP_CODE, &status);
printf("status %d\n", status);
printf(resp_header.memory);
printf(resp_body.memory);

}

free(resp_header.memory);

free(resp_body.memory);

curl_easy_cleanup(curl);

curl_global_cleanup();

return 0O;

}
1zfTmakefp$4RIE, BREITHITEmain, HfTmainX 4, BELER,

2.2.10 C SDK {#F3i%AA

BiFin=

HUIRRR

¥REY SDK

FERGESRAAPPINERIAPIRT, FEESIRENSDK, SEAPIFRREIEBAPI,

ERBAPIHIERER, BAESIARESR.

L&EopensslZE,
apt-get install libssl-dev

ZTecurlE,

apt-get install libcurl4-openssl-dev
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EFROMA ConnectSLHlEHI&, 7 “ARISEER APIC > EIREE” 9 “SDKs” &
FTESDK,
BERBEREWNT:
=3 i8R
signer_common.c SDK{tHES

signer_common.h

signer.c

signer.h

Makefile MakefileSZ {4
main.c AN IR

fEmain.cFIIALLTSIR
#include <stdio.h>

#include <stdlib.h>

#include <string.h>

#include <curl/curl.h>

#include "signer.h"

HR— 1 sig_params_tERRITE, BAAPIFFISREIEIOKeyF0Secret, AJSE
SRENAPIRSE (S EIREL

sig_params_t params;

sig_params_init(&params);

// Directly writing AK/SK in code is risky. For security, encrypt your AK/SK and store them in the
configuration file or environment variables.

// In this example, the AK/SK are stored in environment variables for identity authentication. Before
running this example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK.

sig_str_t app_key = sig_str(getenv("CLOUD_SDK_AK"));

sig_str_t app_secret = sig_str(getenv("CLOUD_SDK_SK"));

params.key = app_key;

params.secret = app_secret;

BERES. B8, BKuri. EI0F/FEbody, AJSEIRENAPIRSEREER
HY,

sig_str_t host = sig_str("c967a237-cd6c-470e-906f-a8655461897e.apigw.exampleRegion.com");
sig_str_t method = sig_str("GET");

sig_str_t uri = sig_str("/app1");

sig_str_t query_str = sig_str("a=1&b=2");

sig_str_t payload = sig_str("");

params.host = host;

params.method = method;

params.uri = uri;

params.query_str = query_str;

params payload = payload;

Kimhx-stagesk, ABAMIERZ . REEFE, HINFEELSZAVE ML,

5|g headers _add(&params.headers, "x-stage", "RELEASE");

1788, PUTHRESIBERRIESZ LI requestZEH

5|g_5|gn(&params),

fERcurlFEiBIEAPI, BEEBOER,
static size_t
WriteMemoryCallback(void *contents, size_t size, size_t nmemb, void *userp)

{
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}

size_t realsize = size * nmemb;
struct MemoryStruct *mem = (struct MemoryStruct *)userp;

mem->memory = (char*)realloc(mem->memory, mem->size + realsize + 1);
if (mem->memory == NULL) {

/* out of memory! */

printf("not enough memory (realloc returned NULL)\n");

return 0O;

}
memcpy (& (mem->memory[mem->size]), contents, realsize);
mem->size += realsize;

mem->memory[mem->size] = 0;

return realsize;

//send http request using curl library
int perform_request(RequestParams* request)

{

CURL *curl;

CURLcode res;

struct MemoryStruct resp_header;
resp_header.memory = malloc(1);
resp_headersize = 0;

struct MemoryStruct resp_body;
resp_body.memory = malloc(1);
resp_body.size = 0;

curl_global_init(CURL_GLOBAL_ALL);
curl = curl_easy_init();

curl_easy_setopt(curl, CURLOPT_CUSTOMREQUEST, params.method.data);
char url[1024];

sig_snprintf(url, 1024, "http://%V%V?%V", &params.host, &params.uri, &params.query_str);

curl_easy_setopt(curl, CURLOPT_URL, url);
struct curl_slist *chunk = NULL;
for (inti = 0; i < params.headers.len; i++) {
char header[1024];
sig_snprintf(header, 1024, "%V: %V", &params.headers.data[i].name,

&params.headers.data[i].value);

printf("%s\n", header);

chunk = curl_slist_append(chunk, header);
}
printf("------------- \n");
curl_easy_setopt(curl, CURLOPT_HTTPHEADER, chunk);
curl_easy_setopt(curl, CURLOPT_POSTFIELDS, params.payload.data);
curl_easy_setopt(curl, CURLOPT_NOBODY, 0OL);
curl_easy_setopt(curl, CURLOPT_WRITEFUNCTION, WriteMemoryCallback);
curl_easy_setopt(curl, CURLOPT_HEADERDATA, (void *)&resp_header);
curl_easy_setopt(curl, CURLOPT_WRITEDATA, (void *)&resp_body);
//curl_easy_setopt(curl, CURLOPT_VERBOSE, 1L);
res = curl_easy_perform(curl);
if (res != CURLE_OK) {

fprintf(stderr, "curl_easy_perform() failed: %s\n", curl_easy_strerror(res));
}
else {

long status;

curl_easy_getinfo(curl, CURLINFO_HTTP_CODE, &status);

printf("status %d\n", status);

printf(resp_header.memory);

printf(resp_body.memory);

free(resp_header.memory);
free(resp_body.memory);
curl_easy_cleanup(curl);

curl_global_cleanup();
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//free signature params
sig_params_free(&params);
return 0O;

}
7. 1BfTmakemSimiE, BEIAHITEmMain, HiTmainXE, BESLER.,

2.2.11 Android SDK {EF8i5iBH

EMEn=
{ERANdroidiE S AMAPPINIERIAPIRY, REESCIRENSDK, AEHELE, RES%E
APIE R EIEFIAPI,
BUIRS
o CERENAPIRVERER, BEAEESIHEES.
o ELXFAndroidAARIEEWE, BERESIARES.
$XEX SDK
BRROMA Connect=Lflf=HlE, £ “IRSSER APIC > EIREER” AY “SDKs” TI&
FTRESDK,
RERBREMUNT:
B ikl
app\ ZE T
gradle\ gradlef8x314
build.gradle gradleft &34
gradle.properties
settings.gradle
gradlew gradle wrapper¥fl{TiIZAs
gradlew.bat
FIRIEE

1. ¥JFAndroid Studio, i%&#%E “File > Open” .
SR B RYXSIEIE IR EFAISDKERR .
2. {JHATIRERE, BREWNT,
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2-38 TIEEREH

e app
> manifests
W Java
hd com.test.appsignature
c MainActivity
b com.test.appsignature (androidTest)
> com.test.appsignature (test)
W res
b drawable
v layout
25 activity_main.xml
> mipmap
b values

v (o Gradle Scripts
# build.gradle (Project: android)
# build.gradle (Module: app)
gradle.properties (Global Properties)
gradle-wrapper.properties (Gradle Version)

proguard-rules.pro (ProGuard Rules for app)

gradle.properties (Project Properties)
# settings.gradle (Project Settings)

local.properties (SDK Location)

iEFE API -1

1. fEAndroid T#27AY “app/libs” BR T, MIASDKFrEjarE . Edjar8%mAeE
&

- java-sdk-core-x.x.x.jar
- joda-time-2.10.jar
2. 1£ “build.gradle” XEAHI0NokhttpEERIMKET

7£ “build.gradle” 3Z{45H9 “dependencies” TN “implementation
'‘com.squareup.okhttp3:okhttp:3.14.2'" ,

dependencies {

implementation 'com.squareup.okhttp3:okhttp:3.14.3'
}

3. @liErequest, MNAPIFFIEIEEAIKeyFSecret, FHEETTER . BRKurlFl
body, AJZEIREXAPIHYEFBEREREN .

Request request = new Request();

try {

// Directly writing AK/SK in code is risky. For security, encrypt your AK/SK and store them in the

configuration file or environment variables.

// In this example, the AK/SK are stored in environment variables for identity authentication. Before

running this example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK.
request.setKey(System.getenv("CLOUD_SDK_AK"));
request.setSecrect(System.getenv("CLOUD_SDK_SK"));
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request.setMethod ("POST");
request.setUrl("https://c967a237-cd6c-470e-906f-a8655461897e.apigw.exampleRegion.com/app1");
request.addQueryStringParam("name", "value");
request.addHeader("Content-Type", "text/plain");
request.setBody("demo");
} catch (Exception e) {
e.printStackTrace();
return;

}

4. IHEKFTESE, £Rokhttp3.RequestXtSFKiFTAPI,

okhttp3.Request signedRequest = Client.signOkhttp(request);
OkHttpClient client = new OkHttpClient.Builder().build();
Response response = client.newCall(signedRequest).execute();

2.2.12 curl SDK {81508

BEin=

B curlasSERAPPINIERIAPIRY, SEE S T )avaScript SDKERcurlds s, G
Ecurlap S EFIZIBSITEBAPL,

BIRSM
o EREBAPIHNAREE, BREESIARES.
o XSSERARASIChrome 89.08k LA ERRA .
¥REN SDK
BRROMA ConnectsLflizHlE, £ “BRSSEER APIC > EHREIE” AY “SDKs” W&
FRTESDK,
RIEEEREMEWNT:
2R 5iRH
signer.js SDK{tHS
node_demo.js Nodejs; <3
demo.html =R R E]
demo_require.html NEEEERBIAES ({F RrequireilE )
test.js M= Fa Y
js\hmac-sha256.js NS UES
licenses\license-crypto-js | ZB=FFlicense3 {4
licenses\license-node
AR API 7~f5

1. {#EFJavaScript SDKERcurl&ss
fRIESDK, TENSEEEdh T demo.html, TEIITFEFR.
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Apigateway Signature Test

Key

071fe245-9cf6-4d75-822d-c29945a1e06a

Secret
Method Url

GET - 30030113-3657-4fb6-a7ef-80764239b038.apigw. cloud.comr
Headers

{"Content-Type":"application/json"}
Body

P

curl -X GET "http://30030113-3657-4fb6-a7ef-90764239b038.apigw! clou
d.com/" -H "X-Sdk-Date: 20190731T065514Z" -H "host: 30030113-3657-4fb6-a7ef-9076423

=

Note: accessing the APl from browser requires support for CORS
200
Congratulations, sdk demo is running

2. BWINAPIFTEIUENERIKeyfSecret, FHEESIER. BKurl, PJSEIRENAPIRE
FRfERREREN . HlYn:

// Directly writing AK/SK in code is risky. For security, encrypt your AK/SK and store them in the
configuration file or environment variables.

// In this example, the AK/SK are stored in environment variables for identity authentication. Before
running this example, set environment variables CLOUD_SDK_AK and CLOUD_SDK_SK.
Key=4f5f626b-073f-402f-a1e0-52171c6100c

Secret=******

Method=POST
Url=https://c967a237-cd6c-470e-906f-a8655461897e.apigw.exampleRegion.com/app1

3. HiANjsont&TAIQueryFIHeaders, {EABody.,

4. BE “Send request” , Epkcurlin S, BeurlanSEBIFEGSTT, THITAPI,
[IEERRGED T FEZIHEhtpsiERAIAPIES, FERIIEPREE, E-dEHm “ -k”
$ curl -X POST "https://c967a237-cd6c-470e-906f-a8655461897e.apigw.exampleRegion.com/app1" -H
"X-Sdk-Date: 20180530T115847Z" -H "Authorization: SDK-HMAC-SHA256
Access=071fe245-9cf6-4d75-822d-c29945a1e06a, SignedHeaders=host;x-sdk-date,
Signature=9e5314bd156d517****dd3e5765fdde4" -d ""
Congratulations, sdk demo is running

AR

SDKERRIcurlas S A FEWindow Femd#Zimt&zl, 1B7Egit bash FHITEMAIcurldn S .
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2.3 APLERIMEFRFA (1AM SAIE )

2.3.1 IAM IAEFFA ( Token)

Brin=

HIs(FERETokenI MIES NFERGAIESENAT, FEIRENAHF TokenFH7EE AZORHENN
“X-Auth-Token” ZEZEOEKEELGF,

MR

BREOBNTRMALEST, ZeJLUSRER—HEITIANESER,
e Tokeni\ilE: @idTokentAMIEEREIEK

o AK/SKIAIE: j@IZAK ( Access Key ID ) /SK ( Secret Access Key ) ITARIERATHITES
NN

AREOZE
1. ¥KHYToken,
B2E (S—BMIMERS APISE ) Y “IREXEFToken” £20, 3XBXToken,
BN AR INEENIRNEELHE SR “X-Subject-Token” RIEED I TokenfE,
BRABREIT:

POST https://{iam_endpoint}/v3/auth/tokens
Content-Type: application/json

{
"auth": {
"identity": {
"methods": [
"password"
1

;
"password": {
"user": {
"name": "username",
"password'"; " #EEEEE
"domain": {
"name": "domainname"
}

}
}
L
"scope": {
"project™: {
"id": " xoooooxxx”

- {iam_endpointhEEx R INEEE RIKEL,
- usernameBRFRFRE.

- domainname s FFFAERIIK S EZ R,

- e BREREN,
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- oo JIREID,

INEIDETLAEEERESIG £, RERPE, EMIIRFSEE ‘RIS
iIE” , EE “IJFiEID” .

2. ARWSEEO, mEKEESLFIEN “X-Auth-Token” ,  “X-Auth-Token” AYEYX
{E1435KEXAIToken,,

2.3.2 IAMIMIEFFA (AK/SK)
{EEFAK ( Access Key ID ) . SK ( Secret Access Key ) IHERHITEZ,
() %88
o AK: ipOEAID, STABIBIOERXEKINE—IRRET, HiRZHIDIIFABIREZR—tef
B, SER#HTINEES .
o SK: 5ipREBIDEASFERINER, MERETINESES, IRRKRIET, FHLIEEREE

o

&k AK. SK
WNRELERITAK/SK, WATHEMTIEE, FHEIRKE TEHAIAK/SKXE, XHBE—R

#9: credentials.csv,

WNTEPRrR, MEHBETHEFE (User Name ) , AK (Access Key Id ) , SK ( Secret
Access Key ) o

2-39 credential.csv RS

A B C
1 User Name Access Keyld Secret Access Key
2 humedz QTWATEEEBUT2O0VEYUC MFyfvK4lba2 s o d UK GpownRZImymHc

AK/SKERREIE:
1. FEMHERSEEHSE,

SHFALANARE, EMSIRFSE “RIEIE" .

BE “HEER” .

B “WMERRERT , #HA “HEHEEET RE.
WMASRELMGIES, 2F “BE” , TEEH, BZERE.

ok wN

2-40 HEAEARENERE

= HEEE @
AT
MEEITEENE  SHEEIENE | SR IEHRETE R ATHESSE | BTN EtRE S TR,
APIEIE
| ® FEHTEF
wEEED - alEETE -
QTWAOYTTINDUT2QVKYUC 2019/03/12 08:05:48 GMT+08:00

EpER

ERSEZNHXFIAPIRRIAERE (APPIAIE ) 18R, FIAKEAPPINE+H
AppKey, SKEHRAPPIAIERRYAppSecret, BIAJSEREZFiEK
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2.4 BEMEiRFE ( REEIR )
2.4.1 RE SR AF &5 E
FF&5i88

R EimET RS R ALIVE S MRS HER — RS, ELRAARIES LR
B Y EEX ERARER.

R RinR SR FER)avaScriptyR S EREL, JavaScript5|ZiziTFavaZiuil, o]
IAFIROMA Connecti2fith9)avaZSsSLIL EIRINEE .

k\
\

YHECESIH

EEVERTSRIIEE, B0, EBSLBANRE, FERMEATIIM, At
BCERYRINRIEIES%E ( ROMA Connect FIF¥ER ) B9 “IRSEMIES > BEX/EIH
BIE > FNEEXERAHEE” &1,

RANECEZF R Nexample, NIS|EREIIT:

o 1EREE: #{example}

e Zf3: CipherUtils.getPlainCipherText("example")

e FH: CipherUtils.getPlainCertificate("example")

2.4.2 AesUtils 588
BE

com.roma.apic.livedata.common.v1.AesUtils

il
SRHAESIIRRETS %

{ERzAI

hnEz7p

importClass(com.roma.apic.livedata.common.vi1.AesUtils);
function execute(data) {

var plainText = "plainText";

[IINRZRNZEERBEINBHIERANZENG, BNERENHHTEN, AROILEBEXN BiRNEEE
g ERsecretKey a5l T AR

var secretKey = "#{secretKey}";

var initialVector = "initialVector";

var encryptText = AesUtils.encrypt(plainText, secretKey, initialVector, AesUtils.KEYLENGTH.KL_128,
AesUtils.MODE.GCM, AesUtils.PAD.NOPADDING);

return encryptText

}
R

importClass(com.roma.apic.livedata.common.v1.AesUtils);
function execute(data) {
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var encryptText = "encryptText";

[/10FEE BRSPS P E R AL EXG, BNEREXNHPEFN, ANRGIUERENGIRNEES
EBrhELERYsecretKey Bl TiSER

var secretKey = "#{secretKey}";

var initialVector = "initialVector";

var decryptText = AesUtils.decrypt(encryptText, secretKey, initialVector, AesUtils. KEYLENGTH.KL_128,
AesUtils.MODE.GCM, AesUtils.PAD.NOPADDING);

return decryptText

}
Fix5IE

IREISER T3 &5

static decrypt(java.lang.String encryptText, java.lang.String secretKey)

Jgava-la”G-St”” (RN S TAESHREE o

static encrypt(java.lang.String plainText, java.lang.String secretKey)

javaang.Strin | o pRare AR S HHTAESINES o

g

static decrypt(java.lang.String encryptText, java.lang.String secretKey,

java.lang.Strin | java.lang.String initialVector, AesUtils.KEYLENGTH length,

g AesUtils. MODE mode, AesUtils.PAD pad)
FREEERIIRKERNZAXNESGHITAESERE .

static encrypt(java.lang.String plainText, java.lang.String secretKey,

java.lang.Strin | java.lang.String initialVector, AesUtils. KEYLENGTH length,

g AesUtils. MODE mode, AesUtils.PAD pad)
FREEEEERN K ERNZEANBASOHITAESINE

TiEFEE
e public static java.lang.String decrypt(java.lang.String encryptText,
java.lang.String secretKey)
(EFREAI B SOHITAESIRE:
BNSH
- encryptText: FREZENEX, KEAEBII8192
- secretKey: Z53$H
BEER
REIfFZ ERVEE

e public static java.lang.String encrypt(java.lang.String plainText,
java.lang.String secretKey)

(ERZIAXIBASHITAESINES

NS

- plainText: FFINZRIAS, KEAET4096
- secretKey: %538

EEIEE

REINNZEFERVEHE

2024-04-30 60



MNMASHIEEMF A (ROMA Connect)
&g 2 REERALIES

e public static java.lang.String decrypt(java.lang.String encryptText,
java.lang.String secretKey, java.lang.String initialVector,
AesUtils.KEYLENGTH length, AesUtils. MODE mode, AesUtils.PAD pad)

RN ENRAX X HITAESEEE
TN 5

- encryptText: SFREZERIEX, KEAEBII8192
- secretKey: Z$H

- initialVector: #J3gM@=

- length: Z$AA9KE, BUESEE: AesUtils.KEYLENGTH.KL_O.
AesUtils.KEYLENGTH.KL_128. AesUtils.KEYLENGTH.KL_192.
AesUtils.KEYLENGTH.KL_256

-  mode: T{EtE=, BUETSE: AesUtils.MODE.GCM. AesUtils. MODE.CTR

- pad: 1EFED, BUYESEE: AesUtils.PAD.PKCS5PADDING,
AesUtils.PAD.NOPADDING

BEIER
R CIRE SRR

e public static java.lang.String encrypt(java.lang.String plainText,
java.lang.String secretKey, java.lang.String initialVector,
AesUtils.KEYLENGTH length, AesUtils. MODE mode, AesUtils.PAD pad)

R EiE R EREAXI B SOHITAESINZE
BAS¥

- plainText: FINZRIASL, KEAHBITL096

- secretKey: Z$H

- initialVector: #¥JiRE=

- length: Z$AA9KE, BUESEE: AesULtils.KEYLENGTH.KL_O.
AesUtils.KEYLENGTH.KL_128. AesUtils.KEYLENGTH.KL_192.
AesUtils.KEYLENGTH.KL_256

-  mode: T{etE=, BYESBE: AesUtilssMODE.GCM. AesUtils.MODE.CTR

- pad: EFE, BYESEE: AesUtils.PAD.PKCS5PADDING,
AesUtils.PAD.NOPADDING

BEIEE
REINNZFRVEHE
2.4.3 APIConnectResponse Zi5iAH
iz=Y e
com.roma.apic.livedata.provider.v1.APIConnectResponse
1518
frexecuteFREFIREILZENTSR, AILUSERBREAPHEEZOIREIIHTTPIRZE . R[E
SLFNbodyfA
(=R

importClass(com.roma.apic.livedata.provider.v1.APIConnectResponse);
function execute(data) {

2024-04-30 61



MNMASHIEEMF A (ROMA Connect)

FRisE

2 RBERFARIES

F3iR5IZR

}

IttBT, JBFFunction APIREIRIHTTPIRZRS /9401, NERSLHREET "X-Type:
Demo", Elgibody/g"unauthorized"

e public APIConnectResponse(Integer statusCode)

¥JiE—NAPIConnectResponse
S¥: statusCodeFRITRIAZTT
e public APIConnectResponse(Integer statusCode, Map<String,String>

headers)

FJiE— APIConnectResponse
23 statusCodeFRRMMNAREARY, headersFRRIMAIFHL

e public APIConnectResponse(Integer statusCode, Map<String,String>
headers, Object body)

¥JiE— N APIConnectResponse
S#: statusCodeZRRNMNMAAZSAS, headersRRMANIERL, bodyZRRIEEN

bodyfx

e public APIConnectResponse(Integer statusCode, Map<String,String>
headers, String body, Boolean base64Encoded)

¥iE—APIConnectResponse

S#: statusCodeRRMIRREAS, headersRRMINIERL, bodyZRRMLL
body{&, base64EncodedZF~IEANHIbody2E E&base644mig

IREISEE J3i=R e

Object getBody()
SRENNE Rz AYIR [BlA

Map<String,String | getHeaders()

> FRENE N AYIR [E]Sk

Integer getStatusCode()
SREX N N7 [B1RS

Boolean isBase64Encoded()
$REYbody 2 B4 base644RiS

void setBase64Encoded(Boolean base64Encoded)
REbody 2B E&base644miE

void setBody(Object body)
REMNAIbodyfk

void setHeaders(Map<String,String> headers)
IR EMMMNATREISL
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IREEE FiEFNEA
void setStatusCode(Integer statusCode)
REIMANAYIREIRE
b NES

public Object getBody()
SREXIE N A9IR [BIHA

BEIEE

1R B0 SR [EHAIT SR

public Map<String,String> getHeaders()
SREXIE N A9IR [B]Sk

EEIEE

RENEREAIMap&ES

public Integer getStatusCode()
SREXNE RR [E155

BEIEE

IR[EINE KR [E1FS

public Boolean isBase64Encoded()
$REXbody 2B EfEbase644wiS

BEIEE

- true: B Tbase644wE

- false: j&BiH#1Tbase6447H3

public void setBase64Encoded(Boolean base64Encoded)
1w Ebody2E B4 base644mi5

BANSE

base64Encoded: EYENtrueX/ R Rbase644mis, BEYE NfalseK~iZBbase64
“RED

public void setBody(Object body)

REIMRAYbody A

BANSE

body: body{&Xd5

public void setHeaders(Map<String,String> headers)

IREMNAJIREISL
BMANSH

headers: REILAIMap&ES

public void setStatusCode(Integer statusCode)
RENNGR[EIRS

BANSH

statusCode: IR[E]F3
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2.4.4 ApicShaUtils 2158

7Y
com.roma.apic.livedata.common.v1.ApicShaUltils
1588
RILSHARZRVRELIE
{EFRAI
importClass(com.roma.apic.livedata.common.v1.ApicShaUtils);
function execute(data) {
, return ApicShaUtils.encode(ApicShaUtils.SHA_256, "Hello world!");
FiEFIE
IR[E3EE i EFAR
static String encode(String algorithm, String content)
EFRHITIEESHAR X EL IR
static String sha256(String content)
I F I ERHITSHA256 A RIIREA R
static String sha384(String content)
X F I ERHITSHAISAE XRIHEA IR
static String sha512(String content)
R TSHAS 1 2B XA EL MR
&S

e public static String encode(String algorithm, String content)
S FRF R TIEESHAE ZHIREIE
BNSH

- algorithm: 1SEFRASHAELX, BIRE “ApicShaUtils. SHA 2567 |
“ ApicShaUtils.SHA_384” #0 “ApicShaUtils.SHA_512”

- content: FHEFHITSHAERZMIENZFRFER
BEIEE
RERMEFRIHEXF R &R

e public static String sha256(String content)
M FRFRIFITSHA2S6EL AR ELME
BANSE
content: FEBEHITSHA256EXAMEHFTFH
EEIER
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IR EKMBFRIHEXF 5 &

e public static String sha384(String content)
S F R TSHA3BAE AU ELN S
MANSH
content: FEEHITSHAIBIEEMIBNFFFH
BEER
REIMEFRIHEXF &R

e public static String sha512(String content)
FFRFHITSHAS 128X HHELNE
BASH
content: EEIH{TSHAS12EXMBRIFFH
EEER
RESMEFRIHEXFRF

2.4.5 Base64Utils 215108

iZ1ES

15EH

{ERTAI

T3R5Iz

com.roma.apic.livedata.common.v1.Base64Utils

12{HEBase64UtilsdRiBFNARIBINAE .

Base644mi5 34l

importClass(com.roma.apic.livedata.common.v1.Base64Utils);
function execute(data) {

var sourceCode = "Hello world!";

return Base64Utils.encode(sourceCode);

}
multipart-formdata_E&3 1471 :

importClass(com.roma.apic.livedata.common.v1.Base64Utils);
function execute(data) {
var image = data.body.get("image")
return {
size: image.getSize(),
name: image.getFileltem().getName(),
base64: Base64Utils.encode(image.getFileltem().get())
}
}

IR[O]SEE T3 i=FiAR

static decode(java.lang.String content)
java.lang.Strin =G SR TBase64fRHD

g
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IREEE FiEFIRER
static decodeUrlSafe(java.lang.String content)
Jg‘va-lang-St“” ISR TBase64RRID ({EFRUrESIFHE)
static encode(byte[] content)
g‘va-lang-smn SR T Base644RHD
static encode(java.lang.String content)
J;va.lang.Strm =T i TBase6445F
static encodeUrlSafe(byte[] content)
J;W&'-lang-smn SRR TBase6 4D (fERUrZERIFHE)
static encodeUrlSafe(java.lang.String content)
Jgava-lang-St“n SRR TBase64RID (EFUNRBHIFHE )
BiEFR

public static java.lang.String decode(java.lang.String content)

XF TRt TBase64fF %

BMANSH

content: Base64INZEHIZG

REIER

RO EERF T

public static java.lang.String decodeUrlSafe(java.lang.String content)

XIFRIEEEH TBase64fRE: (fERurFRBHIFAE)

BMASH

content: Base64IZEI=LE

B E

RO EERIF TR
public static java.lang.String encode(byte[] content)
X FRFEHH TBase64INE

NS

content: fFINZERIFRFEAE

BEIER

REINNZ FF &
public static java.lang.String encode(java.lang.String content)
XIFEFFER I TBase64 0%

BINSH

content: fFINZEAIFFFE

2024-04-30




MNMASHIEEMF A (ROMA Connect)

FRisE

2 REBERTRIES

BEER

REINNEERFRFH

public static java.lang.String encodeUrlSafe(byte[] content)
X FrFER 1 TBase64 N ((ERUrlFRBNFRIE )

BMASH
content: fFINZEAIFZFTEUE
RENEE

RENNZEF T
public static java.lang.String encodeUrlSafe(java.lang.String content)
XN FRFERIHITBase64 1% ({FRurFEBIFRIE )

BMASH
content: fFINZHIZRT
REUSE

R[EINZfERIF TR

2.4.6 CacheUtils 23508

i7:{ES

1588

{ERTAI

com.huawei.livedata.lambdaservice.util.CacheUtils

RHEFRFENERINEE.

fEfERCacheUtilsZ R, FEnew— N FIXIRIG AR
CacheUtilsg9get 52 R A IHFERBR R BRI/ IENEE:

"DICT:api_gw_rest_addr". "DICT:api_gw_rest_float_addr". "DICT:api_gw_rest_eip_addr".
"DICT:livedata_private_address"

o~

importClass(com.huawei.livedata.lambdaservice.util.CacheUtils);
function execute(data) {
var cacheUtils = new CacheUtils
var value = cacheUtils.get("DICT:livedata_private_address")
return value

}

R

[EIf9£5 R Slivedataf I mIttBiL

putCacheZsi%EFgetCache 5 AR AL EFAVE AR A :

importClass(com.huawei.livedata.lambdaservice.util.CacheUltils);
function execute(data) {

var cacheUtils = new CacheUtils

code = cacheUtils.putCache("age", "20")

if (code != true) {

}

return code

var name = cacheUtils.getCache("age")
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return name
}
REIEER 720,
1iE5IE
IREISER T3iEF AR
static putCache(String key, String value)
boolean | g \EfF(ER
static putCache(String key, String value, int time)
boolean | = \ HBRIATIEIEFE S
static String | getCache(String key)
SREVETFER
static long removeCache(String key)
BIREFER
static String | get(String key)
IRENFHEFER
FiEFE

public static boolean putCache(String key, String value)
FANEEFER

BASE

- key: EFEEHkeyH,

- value: EEFRIEE.

EEIER

IR[EXFNzAIbooleanfE

public static boolean putCache(String key, String value, int time)
FEATEIEEEFERS

BWANSH

- key: EFEEMkeylH,

- value: EBEFHER.

- time: #BAJRYE], PN, BREEFRIESERBERER, RENZEFERE

REIZE,
BREER
R[EIXSRAIbooleanfd
public static String getCache(String key)
REVEFER
BASE
key: EFEEMkeyE
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EEIEE

IR [Elkey(EXS MAYEFER

public static long removeCache(String key)
BIREFER

BANSH

key: fHERREFEEMkeyE
BEIER

IREHAITES

public static String get(String key)
IRENFHEFER

BANSE

key: FHEFEERIkeylE

BEIER

IR Elkey{EX N AYFHEFEE

2.4.7 CipherUtils 21508

i7EES

kil

TRy

xS

com.huawei.livedata.lambdaservice.security.CipherUtils

TR B EIERkeyH .
(11 588
R EINAEhEREEakeyEY, TEMBMSERIP, BRSBEEME.

IR[OI2EE F5iEFN5AR

static String | getPlainCipherText(String key)

REERAPEBREEkeyH

static getPlainCertificate(String key)
Response | e tEchiF 25Tk key(E

public static String getPlainCipherText(String key)
REERAEPEBEELNkeyE

BNSH

key: EBEZEEHIkey(E

EEIER
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REIEZ RN
e public static Response getPlainCertificate(String key)
fRERERAPIERELENkeyE

BNSH

key: HEPBZREAIKkey(E

BREER

REREENIEREEEESE, BEAUTER:
{

"cipherType": "CERTIFICATE",
"passphrase": "xxx",
"privateKey": "xx",
"privateKey": "xx",

2.4.8 ConnectionConfig 251508
iz ¥

com.roma.apic.livedata.config.v1.ConnectionConfig

1548
5RabbitMqConfigfIRabbitMqProducerft &M, ¥JRabbitMQZE FumiH{TiEEAL
=18

public ConnectionConfig(String host, int port, String userName, String pw)

HIIE—"RabbitMQZE Fimi&iZEcE

2.4.9 DataSourceClient 335188
BEF

com.roma.apic.livedata.client.v1.DataSourceClient

il
ERMIEE, WITSQUEA. FHISIZRNOSQLEIES.

{EFRB
SQLERTETAI:

importClass(com.roma.apic.livedata.client.v1.DataSourceClient);
importClass(com.roma.apic.livedata.config.vl.DataSourceConfig);
function execute(data){
var config = new DataSourceConfig()
config.setType("mysql")
config.setUrl("jdbc:mysql://127.0.0.1:3306/db?allowPublicKeyRetrieval=true")
config.setUser("username")
config.setPassword("password")
var ds = new DataSourceClient(config)
return ds.execute("SELECT * FROM person where name = ? and age = ?", "Tom", 20);

2024-04-30 70



MNASHIEERMF A (ROMA Connect)
HAIgE 2 REERARIES

importClass(com.roma.apic.livedata.client.v1.DataSourceClient);
importClass(com.roma.apic.livedata.config.v1.DataSourceConfig);
function execute(data){

var config = new DataSourceConfig()

config.setType("oracle")

config.setUrl("jdbc:oracle:thin:@127.0.0.1:1521/db")

config.setUser("username")

config.setPassword("password")

var ds = new DataSourceClient(config)

return ds.execute("select table_name from user_tables");

}
NOSQLEHERZH :

importClass(com.roma.apic.livedata.client.v1.DataSourceClient);
importClass(com.roma.apic.livedata.config.v1.DataSourceConfig);
function execute(data){

var config = new DataSourceConfig()

config.setType("redis")

config.setUrl("127.0.0.1:6379")

config.setPassword("password")

var ds = new DataSourceClient(config)

return ds.execute("GET key");

public DataSourceClient(DataSourceConfig config)

ENYIRRRE, WE— P EEREE=S

Biks®E

R[EI3E b Nl
Object execute(String sql, Object... prepareValue)

PITSQLIER. FiEIIEENOSQLEITIER

FiEFE
public Object execute(String sql, Object... prepareValue)
HITSQLIER. FHETIEHNOSQLEIRES
BNSH

prepareValue: {XRTESQLERIFEN, ATEMSQLEGFRY"?"SE, ATLARLESQL
ENo

BEfEE

REREARTER
2.4.10 DataSourceConfig Z5i5iAA
izt e

com.roma.apic.livedata.config.vl.DataSourceConfig
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Fxigr 2 IRSBEMFARIES
1588
Ac&DataSourceClient(£[, XMEIERHITEE
public DataSourceConfig()
HiE— N2 HIDataSourceConfig
public DataSourceConfig(String type, String url, String user, String password)
EANBURREE, EEFHH, APAMERD, f9iE— 1 DataSourceConfig
BixyE
R[EEE F3iEFAR
String getType()
SRENEUREIRAVSEEY
String getUrl()
IREVEREF TR
String getUser()
SRENVFEFA
String getPassword()
SRENEZRY
void setType()
REHIEREER, oILlA
;rl;?/sql","mssql","oracle","postgresql","hive","redis","mongo
void setUrl()
IREBRREEFAS.
void setUser()
IREHERARE
void setPassword()
REHIRRER
FiEFS

e public String getType()
SRENEURIRAVEEY
BEER
REIFUERSEE

e public String getUrl()
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REUEREFRS

BEER

IREIEREF TR

public String getUser()

SRENAAFA

BEER

REIAFE

public String getPassword()

SRENEERY

BEIER

REIZ

public void setType(String type)

REHIERRE, 7ILlA
"mysql","mssql","oracle","postgresql”,"hive","redis","mongodb"
BASH

- type: ZH!

public void setUrl(String url)

REHEREEFAR.

WNRHIEEZEE A "mysql”,"mssql","oracle","postgresql”,"hive", MIESjdbciEiZ

FHFER, FlN: "jdbcmysqli//127.0.0.1:8888/db?
useUnicode=true&characterEncoding=utf8",

R FAEIREER A "redis", WEER9"127.0.0.1:6379@0", HF, "@0"a]&
&, AredisBIRERS

R FHIREZETR A "mongodb”, MFER/9"127.0.0.1:27017@db", EHe, dbj
HURESZTR

BNSE

- url EEFRE

public void setUser(String user)

IREMIRERAFE . IRAEIRRER N redis", WAFEESE,
BANSH

- user: P&

public void setPassword(String password)

IREHIEREES

BMANSH

- password: =63

2.4.11 ExchangeConfig 251585

iZ{ES

com.roma.apic.livedata.config.v1.ExchangeConfig
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188

5RabbitMqConfigflRabbitMqProducerft&{#FE, (I3 HRSEHITACE .

public ExchangeConfig(String exchange, String type, boolean durable,
boolean autoDelete, boolean internal, Map<String, Object> arguments)

MIE— R HRERECE -

.

W

e exchangeRRIRBEZFR,
o typeRRIGRIEHEAY,
e durableRRE2EBIFAM, trueFTTIFAM, falseRRIEFAI,

e autoDeleteRR"E2E BN, trueX~EMIR. BafRFIIREELE—
g&g%ﬁ% RIS GZRIMRRIE, BB SRR ERINT a2k
BE Z;— B o
o internal X REFANERIEEE, true R ERNBENRIREE . BRIREFLIEER
RIEHBEIXNIMEEE, REeBId IR IAEIX IR
e argumentsFREMEM

2.4.12 HttpClient 251508

i7:7ES

1588

{ERzAI

e com.roma.apic.livedata.client.v1.HttpClient

e com.huawei.livedata.lambdaservice.livedataprovider.HttpClient

(EFILEZEHITHTTPIERK
AR

EBAHTTPEANIASLAZIFRE], dLocationsF.,

e com.roma.apic.livedata.client.v1.HttpClient
importClass(com.roma.apic.livedata.client.v1.HttpClient);
importClass(com.roma.apic.livedata.provider.v1.APIConnectResponse);
function execute(data) {

var httpClient = new HttpClient();
var resp = httpClient.request('GET', 'http://apigdemo.exampleRegion.com/api/echo’, {}, null,
‘application/json');
myHeaders = resp.headers();
proxyHeaders = {};
for (var key in myHeaders) {
proxyHeaders[key] = myHeaders.get(key);

return new APIConnectResponse(resp.code(), proxyHeaders, resp.body().string(), false);

}
e com.huawei.livedata.lambdaservice.livedataprovider.HttpClient
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T3R5Iz

importClass(com.huawei.livedata.lambdaservice.livedataprovider.HttpClient);
function excute(data) {

var httpExecutor = new HttpClient();

var obj = JSON.parse(data);

var host = "XX.XX.XXX.XX:XXXX';

var headers = {

'clientapp' : 'FunctionStage'

%
var params = {

'employ_no' :'00Xxxxxx'
%
var result = httpExecutor.callGETAPI(host,'/livews/rest/apiservice/iData/personinfo/
batch'JSON.stringify(params),JSON.stringify(headers));

return result;

}

com.roma.apic.livedata.client.v1.HttpClient

public HttpClient()

WIE—1 FES#RIHttpClient,

public HttpClient(HttpConfig config)

fiE— /B8 & HttpConfigit &S 2/IHttpClient,

S configRRMEAHttpClientELEER..
com.huawei.livedata.lambdaservice.livedataprovider.HttpClient
public HttpClient()

MiE— T2 EHIHttpClient,

com.roma.apic.livedata.client.v1.HttpClient

RO | FFiEF0ER

okhttp3.Re | request(HttpConfig config)

sponse FF&iXrestigsk
okhttp3.Re | request(String method, String url)
Sponse BIEEBERGE. BRIBENS IR ErestiER

okhttp3.Re | request(String method, String url, Map<String,String>
sponse headers)

BISIEEIBRGDE. EKREBR. BXRBERARANkIErestiER

okhttp3.Re | request(String method, String url, Map<String,String>

sponse headers, String body)
BEIEEIERGDE. BREBERE. BKREZL. EKRbodyFHS
AKiErestigsk

okhttp3.Re | request(String method, String url, Map<String,String>

sponse headers, String body, String contentType)

BITIEEIBKRGE. EREE. BRBEL. iBERbodylf.

contentTypeRIa = &iXrestiik
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e com.huawei.livedata.lambdaservice.livedataprovider.HttpClient

REIZEE | FFiEF0ER

String callGETAPI(String url)
{$Fget5i&AAttpakhttpsiRSS

String callGETAPI(String host, String service, String params, String
header)

{EFgetiEAAttpakhttpsiRSS

Response get(String url, String header)

{EFAgetF3 EEAhttpEhttpsiRSS

String callPostAPI(String host, String service, String content, String
header, String contentType)
{EApost73i%iEAhttpEkhttpsARSS

String callPostAPI(String url, String header, String requestBody,
String type)

{#posty7 & A A httpakhttpsiRSS

Response post(String url, String header, String content, String type)
{Fpostf5iXAMAttpakhttpshRSS

String callFormPost(String url, String header, String/Map param)
formdatat&=UiE B httpakhttpshkss

Response callFormPost(String url, String header, String param,
FormDataMultiPart form)

formdatat&=UiE A httpeihttpsiRSS

String callDelAPI(String url, String header, String content, String
type)

{#Fdeletef5iX1EKhttpakhttpshRSS

String callPUTAPI(String url, String header, String content, String
type)

@it putFsiEiEREhttpakhttpsiRSS

String callPatchAPI(String url, String header, String content, String
type)

{FpatchAiEiABhttpakhttpshRSS

Response put(String url, String header, String content, String type)
{EMBput)sEEMBhttpakhttpsiRSS

R NES
e com.roma.apic.livedata.client.v1.HttpClient
- public okhttp3.Response request(HttpConfig config)
BT &ixrestiFzsR
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FF&IER 2 REBERFRIES
BASH
config: {E\HttpConfigliEtE=2
REHSE

1R [E108 R ATTH 24K
- public okhttp3.Response request(String method, String url)
BEEEIERGDE. BREBENDARErestiEK
BASH
" method: BKAE

" url: EREBER
REER
IR [EE RzATH SR

- public okhttp3.Response request(String method, String url,
Map<String,String> headers)

BITEEERG L. 1I5KIER. BKEELINA A XrestizR
MASE

"  method: BEKRFE

= url: EKEEER

®  headers: MapZ8!, {BEREELER
REIER
1R [EINE R ATE 24K

- public okhttp3.Response request(String method, String url,
Map<String,String> headers, String body)

BISIEEIFRG X IBKRIER. BRKBERL. BKbodylkRIG kX restis
x
BMANSH

"  method: &K%

" url: EKREERE

® headers: Mapz8!, {BEKRBEELER
"  body: iEKbodylFEE

REIER

IR [E]MR N AYE R R

- public okhttp3.Response request(String method, String url,
Map<String,String> headers, String body, String contentType)

BITIEEIBERGDE. EKRER. BXKHEEk. iBXKbodyff. contentTypely

B AiErestizk
BMASH

"  method: BEXRAE
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=

= url: BRER
® headers: MapzEE!, {ERHEELER
"  body: BEKbodyMEE

" contentType: iBXK{ARIContent-typescH!
REER
A EIl VIS HEESEN

e com.huawei.livedata.lambdaservice.livedataprovider.HttpClient

public String callGETAPI(String url)
{FHgets5EAMAttpekhttpsiRSS
BB

url: BRSSibiE

EBEER

1R [E108 S ATH 24K

public String callGETAPI(String host, String service, String params,
String header)

{$get/7 & AAttpakhttpsiRSS
MAS¥

= host: BREZuL
" service: IREBREF
"  params: httpSEISE

®  header: httpkEBEE

REEE

1R [E108 R ATTH 24K

public Response get(String url, String header)
{#gets5 %A AhttpEkhttpsiRSS

BASH

= url: BRSSHELE

" header: EXRLER

BEIES

1R [E108 R AYH 2K

public String callPostAPI(String host, String service, String content,
String header, String contentType)

{ERpost5iEEAAhttpeihttpshs%
MASH

" host: ARSSHBHE

" service: REBKFR
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= content: JHE{K
"  header: iFRLER

= contentType: HNEFZEE

REEE
IR [E]MR N AYEER

public String callPostAPI(String url, String header, String
requestBody, String type)

{EApostA XA BhttpaihttpsARSS
BASH

= url: BRSSHbUE
= header: BFRLER
"  requestBody: HE{K

= type: MIMEZEE!

REER
IR [EIMR A AYERR

public Response post(String url, String header, String content, String
type)

{FFpostFiXiARAhttpakhttpshRSS

BASH

" url: PRSSHbUE
" header: iFKLER
= content: HE{K

" type: MIMEZEEY
REER
A EIl D) VEESHESTY

public String callFormPost(String url, String header, String/Map
param)

formdatat&zUiAAhttpakhttpsiRsS
MASE

" url: PRSStuuE

" header: iFKLER

=  param: SHEE

RESE

IR [EINE R AYE 2R

public Response callFormPost(String url, String header, String param,
FormDataMultiPart form)
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formdatat& = AR httpaihttpsiRSS
BMANSE

" url: PRSSHbHE
" header: FKL=EER
=  param: S¥ER

= form: BodyZ%{
EBEER
R [ENE R AR R

public String callDelAPI(String url, String header, String content,
String type)

M delete/7ix1EKhttpakhttpsiRSS
BASH

" url: fRSSHELE
" header: FKLER
= content: HE{K

= type: MIMEZEE!

REEE
AR [ Rz AYH B

public String callPUTAPI(String url, String header, String content,
String type)

{ERput5EEAhttpEihttpsfRsS
BMASHE

= url: PRSSHbUE
" header: FKLER
=" content: HE{K

= type: MIMEZEEY
REISS
EIIJESHEESEN

public String callPatchAPI(String url, String header, String content,
String type)

{Epatch5 %A AhttpahttpshRSS
BASH

" url: RSB
" header: iFKLER

= content: JHEIYK
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= type: MIMEZEE!
ROER
A EIl )N HESTY
- public Response put(String url, String header, String content, String

type)
{EAputEEAAhttpeihttpshRsS
BMASE

" url: BRSSibLE

header: ERLEE

content: JEBIA

= type: MIMEZEEY
REIER
Il RS HE)STY

2.4.13 HttpConfig 2515408
iz

com.roma.apic.livedata.config.v1.HttpConfig

il

Fi&HttpClientEA, XMHTTPIERHITEE .

(=B

importClass(com.roma.apic.livedata.client.v1.HttpClient);
importClass(com.roma.apic.livedata.config.v1.HttpConfig);
function execute(data) {

var requestConfig = new HttpConfig();

requestConfig.setAccessKey("071fe245-9cf6-4d75-822d-c29945a1e06a");
requestConfig.setSecretKey("c6e52419-2270-***-****.3e7fdd01dcd5");

requestConfig.setMethod('POST'");

requestConfig.setUrl("https://30030113-3657-4fb6-a7ef-90764239b038.apigw.exampleRegion.com/
app1");

requestConfig.setContent("body");

requestConfig.setContentType('application/json');

var client = new HttpClient();
var resp = client.request(requestConfig);

return resp.body().string()
}

public HttpConfig()
HiE—1 TS HRIHttpConfig
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ik
IR[E]3EE FiEMRER
void addHeaderToSign(String headerName)
IR BB HRL
String getAccessKey()
SRENE BZRYACcessKey . 128 1 AccessKeyFISecretKeyAUESIEE
FRAKSKEBEZMNIERES
String getCaCertData()
SRENCailE
String getCharset()
SREXHTTPISRIRIGHE T
String getClientCertData()
IRENE FPimiE$
String getClientKeyAlgo()
IRENZE FimfASBINE &I
String getClientKeyData()
SRENZE FimFAsH
String getClientKeyPassphrase()
SRENE FimtA A
int getConnectionTimeout()
SRENE BRI AT E)
int getConnectTimeout()
SREVE BRI Y E)
Object getContent()
REHTTPIERAE
String getContentType()
IRERHTTPIESRABIER
String getHeader(String name)
IREMEEBFRAIHTTPIERL
Set<String> getHeaderNames()
SRENIBRLZTR
Map<String,S | getHeaders()
tring(]> SREN A ARk
String([] getHeaders(String name)
SREMEE B RAYFFAHTTPIERL
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IR[O]2EE F5iEAiR AR

Set<String> getHeadersToSign()
IRENFFE BRVIBRL

String getHttpProxy()
SREYHttpfCIE

String getHttpsProxy()
SREXHttpstUIE

int getMaxConcurrentRequests()
$REYmaxConcurrentRequests

int getMaxConcurrentRequests...()
$REXYmaxConcurrentRequestsPerHost

String getMethod()
SRERHTTPAE

String[] getNoProxy()
IRENAERCIEAYIPHBLILZIZR

String getParameter(String name)
REMEEBFRIHTTPIE RS

Set<String> getParameterNames()
SRENFTEHTTPIERSHEIR

M.a p<String,S | getParameters()

tring> SREXHTTPIS RS

String getProxyPassword()
IREMCIEZTG

String getProxyUsername()
REVRIEFFE

RequestConfi | getRequestConfig()

9 SRENBKRECEER

String getRequestld()
IRENE RIS

int getRequestTimeout()
SRENIS KBRS E]

long getRollingTimeout()
$REXrollingBATATIE]

long getScaleTimeout()
FRENscaleiBRIAE]
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IR[O]2EE T5iEM5ER
String getSecretKey()
SREUBRE B HYSecretKey ., IRE T AccessKeyFISecretKeyRyiEsK
FEFRAKSKEZEEIBEREE .
okhttp3.TlsVe | getTlsVersions()
rsion(] FREXTLSHRA
String getUrl()
SREXUrl
String getUserAgent()
$kHYuserAgent
long getWebsocketPinginterval()
skEXwebsocket/( AT E]
long getWebsocketTimeout()
FREXwebsocket#BRTATIE]
boolean isRedirects()
ERTEED
boolean isSsl()
EE{EAHTTPS, Efiifalse
boolean isSslRedirects()
sKEYss|Redirectsh9{E, BY&: true or false
boolean isTrustCerts()
EAEEREIUES, BUE: true or false
void setAccessKey(String accessKey)
IREIFREZBAIACcessKey . IRE T AccessKeyF1SecretKeyRYigsk
YSEFAKSKE ZEEXEREE .
void setBodyForm(Map<String,String> content)
REmMapRENHTTPIERAS
void setBodyText(String content)
IREStringl&AIHTTPIERAE
void setCaCertData(String caCertData)
RECalEP
void setCharset(String charset)
IREHTTPIERRIBREIC
void setClientCertData(String clientCertData)

IREEFiRIEH

2024-04-30

84



MNMASHIEEMF A (ROMA Connect)

FkigE

2 IRSBEMFARIES

IR[O]2EE F5iEAiR AR

void setClientKeyAlgo(String clientKeyAlgo)
REEFIRTABIIEEX

void setClientKeyData(String clientKeyData)
IREE FinthH

void setClientKeyPassphrase(String clientKeyPassphrase)
IREEFIRtABENG

void setConnectionTimeout(int connectionTimeout)
IRE BRI Y

void setConnectTimeout(int connectTimeout)
IREEE BRI Y

void setContent(Object content)
ZEObjectt&AIHTTPIERKAR

void setContentType(String contentType)
IREHTTPIE KRS

void setHeader(String name, String value)
IREREBMAMERIBRL

void setHeader(String name, String[] value)
IREREZMAMEIBRL

void setHeaders(Map<String,String> headers)
REIERL

void setHeaderValues(Map<String,String[]> headers)
REIERL

void setHttpProxy(String httpProxy)
IREhttpAiE

void setHttpsProxy(String httpsProxy)
BB Https{tIE

void setMaxConcurrentRequests(int maxConcurrentRequests)
IRESRAFHRH

void setMaxConcurrentRequests...(int
maxConcurrentRequestsPerHost)
IRERIHRRARFRE

void setMethod(String method)
REBHTTPEE
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IREI2EE

T5iEH5ER

void

setNoProxy(String[] noProxy)
REAMERCIERIMENEEIZE

void

setParameter(String name, String value)
IREHTTPIEREH

void

setParameters(java.util. Map<String,String> parameters)
IRBHTTPIERSH

void

setProxyPassword(String proxyPassword)
1 EproxyZhg

void

setProxyUsername(String proxyUsername)
12 Eproxy A&

void

setRedirects(boolean redirects)
REESATFEED

void

setRequestld(String requestid)
IREIFKFS

void

setRequestTimeout(int requestTimeout)

IREIEKBAIATE

void

setRollingTimeout(long rollingTimeout)
g &rollingtBATASE]

void

setScaleTimeout(long scaleTimeout)
1B & scalefBATATE

void

setSecretKey(String secretKey)

REIFKREBSecretKey , 1ZE 7 AccessKeyFlSecretKeyAJig=K
BEBAKSKEBBEINERES

void

setSsl(boolean ssl)
IREEAFEAHTTPS

void

setSslRedirects(boolean sslRedirects)
1’ &sslRedirectsHY{E

void

setTlsVersions(okhttp3.TlsVersion[] tlsVersions)
IRETLSHRA

void

setTrustCerts(boolean trustCerts)
REEHBEEREIES

void

setUrl(String url)
ZEUrl
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FA&IER

2 REBERTRIES

=]

IREI2EE

T5iEH5ER

void

setUserAgent(String userAgent)
& &userAgent

void

setWebsocketPinginterval(long websocketPinglInterval)
1’ Ewebsocket/CrBEATE]

void

setWebsocketTimeout(long websocketTimeout)
g EBwebsocketiBATATE]

HiEFE

e public void addHeaderToSign(String headerName)
[EZHiRIlheader

BNSH

headerName: i&3KRLZFR
e public String getAccessKey()

FREVBERE B AYACcessKey , 128 1 AccessKeyFSecretKeyAIiE R IG(ERAKSKES
BEETNBERER

BEISR

IREEREZHIACcessKey
e public String getCaCertData()

$REXCailEP
RESE
IR[E|CaiFH

e public String getCharset()
IRENHTTPiERmESHETC

REIER

IREIHTTPIEKRRIHET
e public String getClientCertData()
IRENE FimiE$

REEE

REIEFiwIEH
e public String getClientKeyAlgo()
REVE PinfASBINERIE

BREISR

RO FiRFARINERE
e public String getClientKeyData()
IRENZE FinfALA

BEISR

R [E1% FimFALR
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public String getClientKeyPassphrase()
IRENE FimFfASA D

BEER

IR[E1E FimfASAZS

public int getConnectionTimeout()
SREE B AT ]

BEER

R [El& B AT R ]

public int getConnectTimeout()
SREE B AT ]

BEER

IR[EERERTASE]

public Object getContent()
SKERHTTPIERAA

BEER

REIHTTPIERAE

public String getContentType()
SRENHTTPIERASAIEC

BEER

REIHTTPIERASTAIE

public String getHeader(String name)
REGEERTRAIIHTTPiERL

BASE

name: iBEXRLZFR

EEER

BREFEEZTRABERLER

public Set<String> getHeaderNames()
SRENBRLZTR

EEIEE

REIERLZTR

public Map<String,String[]> getHeaders()
SRENFFAIEHL

EEIER

REIFrEIERL

public String[] getHeaders(String name)
REFEESTRAIFTBHTTPIERL
NS

name: i5RLZIR

EEIEE
REFEEZTRIFABHTTPIERL
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public Set<String> getHeadersToSign()
SRENZEZ FRIIERL

BEER

REIEZHRYIEHRL

public String getHttpProxy()
SREXHttpfUIE

BEER

R[EHttpfLIR

public String getHttpsProxy()
FRENHttps{tIE

EREER

IR[EIHttpstUIE

public int getMaxConcurrentRequests()
SREVER A FH A %L

BEER

IREIRAFHEE

public int getMaxConcurrentRequestsPerHost()
SRENERI B B K F R 2L

REER

IR [OlSRIEE R AR

public String getMethod()

SREXHT TP &

BEER

REIHTTPI5i%

public String[] getNoProxy()
SRENAMERRIERMELESIZE

BEER

REIAMERRIERHEILFIZE

public String getParameter(String name)
REEEBIRAIISH

BASE

name: HTTPRYZFR

BEER

IREHEEZTRAISE

public Set<String> getParameterNames()
SRERHTTPIERS#

EEER

REHTTPIERSH

public Map<String,String> getParameters()
SRERHTTPIER S
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EEIEE
REIHTTPIERESH

e public String getProxyPassword()
SREXProxyZHg
BEER
IR [ElProxy#Hg

e public String getProxyUsername()
SREXProxyFHF &

BEIEE
IR[E]Proxy P&

e public RequestConfig getRequestConfig()
$kBXrequestConfig
EEIEE
iR[E]ssIRedirectsB%n/RIE

e public String getRequestid()
IRENERIRS
EEER
REIERRES

e public int getRequestTimeout()
SRENA K ABAT A ]

BEER
IRENEKFERTATE]

e public long getRollingTimeout()
$REXrolling#BRTA ]
BEIER
iR [Elrolling #BATATE]

e public long getScaleTimeout()
$REYscalefBAYAYE]
EEIER
IR[ElscalefBAIAE]

e public String getSecretKey()
SRENESRE ZHSecretKey , 188 T AccessKeyFISecretKeyAUiE IS (FRIAKSKE Z
BIEMIEKREE
BEIER
R[EIEKRFEZAISecretKey

e public okhttp3.TlsVersion[] getTlsVersions()
SRENTLSHRAS
EEIER
R[EITLSHRAS

e public String getUrl()

FREXUrL
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EEIEE

IR[EUrl

public String getUserAgent()
¥kHuserAgent

EEIEE

1R[BluserAgent

public long getWebsocketPinginterval()
$xEXwebsocket/(HkATE]

BEIEE

iR[Ewebsocket/(>HEAt ]

public long getWebsocketTimeout()
SREXWebsocketiBATHTE]

EEIER

IR[EWebsocketiBA1AT(E]

public boolean isRedirects()
ERTFEREM

EEER

REIRIF/ASIFEER

public boolean isSsl()
=AFERAHTTPS, BtiAfalse

EEIEE

REIFSRIF/AFCHERHTTPS

public boolean isSslRedirects()
¥KE¥ss|RedirectsAY{E, BUEAtrueziEfalse
BEIEE

iR[EssIRedirectsH{E

public boolean isTrustCerts()
KREEBEEREIES

EEIER

REIRBEEREIES

public void setAccessKey(String accessKey)

REIEREEZMIAccessKey . 188 T AccessKeyFlSecretKeyRIiERIG(FERAAKSKE

BEENERES
BMASH

accessKey: 1EREZAIAccessKey

public void setBodyForm(Map<String,String> content)

REmapREIHTTPIERAE

NS

content: HTTPIESRHE

public void setBodyText(String content)
IREStringZEBYIHTTPIERAE
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BASH

content: HTTPIESRHE

public void setCaCertData(String caCertData)
REcEP

BANSE

caCertData: cailf$H

public void setCharset(String charset)
REHTTPIEKRREHET

BANBH

charset: HTTPiEKIREHE

public void setClientCertData(String clientCertData)
REEFIHIED

BASH

clientCertData: EFimIEH

public void setClientKeyAlgo(String clientKeyAlgo)
REEFiRfASBINERIE

BANSE

clientkeyAlgo: ZEFimFAEINZEX

public void setClientKeyData(String clientKeyData)
REEFinfATA

N

clientkeyData: ZFixFAH

public void setClientKeyPassphrase(String clientKeyPassphrase)
REEFIRTATAERS

NS

clientKeyPassphrase: ZFixFATEZRY

public void setConnectionTimeout(int connectionTimeout)
IR EIE BT )

BANSE

connectionTimeout: JEEHBATATE]

public void setConnectTimeout(int connectTimeout)
IR BB RYE)

BASH

connectTimeout: EiEHBATATE]

public void setContent(Object content)
REStringfFileZERRIHTTPIERAA

NS

content: HTTPIEKASE

public void setContentType(String contentType)
REHTTPIERABIE
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BASH
contentType: HTTPIESKAIBHRT
e public void setHeader(String name, String value)
REIFRL
BANSE
- name: iERLZIR
- value: BEKLE
e public void setHeader(String name, String[] value)
REIFRL
BNSE
- name: BERLZIR
- value: BERkLE
e public void setHeaders(Map<String,String> headers)
REIFNKL
BANSE
headers: iBEXKLEE
e public void setHeaderValues(Map<String,String[]> headers)
wREIEKRL
BANSH
headers: iEKLEE
e public void setHttpProxy(String httpProxy)
R EhttpftIE
BMANSE
httpProxy: http{{IE
e public void setHttpsProxy(String httpsProxy)
2B httpsftIE
N
httpsProxy: https{{iE
e public void setMaxConcurrentRequests(int maxConcurrentRequests)
®EmaxConcurrentRequests
BNSH
maxConcurrentRequests:

e public void setMaxConcurrentRequestsPerHost(int
maxConcurrentRequestsPerHost

& maxConcurrentRequestsPerHost
BNSH
maxConcurrentRequestsPerHost:

e public void setMethod(String method)
REHTTPA X
MANSH
method: HTTPAL
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public void setNoProxy(String[] noProxy)
REANMEBRIEOMIFIZE

BANSE

noProxy: AfERRIEAMBLEZIZ

public void setParameter(String name, String value)
IREHTTPIERESH

BASH

- name: HTTPIERS#Z

- value: HTTPiEk&#E

public void setParameters(Map<String,String> parameters)
IREHTTPIERSH

BANSE

parameters: HTTPiER&#]

public void setProxyPassword(String proxyPassword)
& & proxyZ5iy

BASH

proxyPassword: proxyZfg

public void setProxyUsername(String proxyUsername)
B Eproxy APZ

BANSE

proxyUsername: proxyFHP&

public void setRedirects(boolean redirects)
REEAITEEMD

N

redirects: ERVIFEEM

public void setRequestld(String requestid)
REIBFKFES

BASH

requestld: EKHES

public void setRequestTimeout(int requestTimeout)
R EIEKIBATAT ]

BANSE

requestTimeout: &RIBATATIE

public void setRollingTimeout(long rollingTimeout)
2 &rolling#BAIATE]

BASH

rollingTimeout: rolling#BATAE

public void setScaleTimeout(long scaleTimeout)

1’ EscalefBAIATIE]

BNSH
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scaleTimeout: scaleBAdAdia]
public void setSecretKey(String secretKey)

BEIEREZMSecretkey , 88 7 AccessKeyFISecretKeyAUiEFIG{FERHAKSKEZ

BIXRBERER .
BMASH

secretKey: 15KEZAISecretkey

public void setSsl(boolean ssl)
REESBEAHTTPS

BANSE

ssl: 2EERHTTPS

public void setSslRedirects(boolean sslRedirects)
1 EsslRedirectsf9{E, BUEHtrueiEfalse
NS

sslRedirects: truezi&false

public void setTlsVersions(okhttp3.TlsVersion[] tlsVersions)
RETLSIRAS

BANSE

tlsVersions: TLSKHRAS

public void setTrustCerts(boolean trustCerts)
RESSEEMEIES

NS

trustCerts: ZHEEFEIED

public void setUrl(String url)

REUrl

BANSH

url: URL

public void setUserAgent(String userAgent)

1’ E&userAgent

WANSH

userAgent: userAgent{E

public void setWebsocketPinginterval(long websocketPinginterval)
2 EBwebsocket/(>BkATE]

BANSH

websocket/(>HkRTE] :

public void setWebsocketTimeout(long websocketTimeout)
12 EWebsocket#BATAT(E]

WANSH

websocketTimeout: Websocketi#BH1ATE]
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2.4.14 JedisConfig 2515408

/
B2
com.roma.apic.livedata.config.vl1.JedisConfig
N
15488
Bc&RedisClient{FF, XtRedisiERiHITACE .
ERZHI
importClass(com.roma.apic.livedata.client.v1.RedisClient);
importClass(com.roma.apic.livedata.config.v1.JedisConfig);
function execute(data) {
var config = new JedisConfig();
config.setlp(["1.1.1.1"]);
config.setPort(["6379"]);
config.setMode("SINGLE");
var redisClient = new RedisClient(config);
var count = redisClient.get("visit_count")
if (!count)
{
redisClient.put("visit_count", 1);
lelse {
redisClient.put("visit_count", parselnt(count) + 1);
return redisClient.get("visit_count");
}
\ﬂ: \,
AP e
public JedisConfig()

KIIE— 1 SR edisConfig

Biks®E

REI2EE T3 EAAe

int getDatabase()
$%HYjedisHdatabase, EAIAS0

String[] getip()
$REXredisAYIPHELESIZR

String getMaster()
$kEYjedisHImasterZFR ( Z3mode9"MASTER_SLAVE"RIH
)

int getMaxAttempts()
RENjedisHYEEIX X%, BAIA10000

int getMaxidel()
$REYjedisiERE RS IRNIEEERI LR, BAIAS
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IREI2EE

T5i=F0i5AR

int

getMaxWait()
FRENjedisiEBE AR RATEFATE) IR, EAIA60FD

String

getMode()
FERjedisHIZERY, FNEES “SINGLE” / “CLUSTER” /
“MASTER_SLAVE”

String

getPassPhrase()
KREYjedisAYZERT

String[]

getPort()
KRBT BIROS

int

getSoTimeout()
$REYjedisHIZENEATAYE], EXIA600

int

getTimeout()
YREXjedisHURBAIATE], EXIA1000

void

setDatabase(int database)
& EjedisgYdatabase

void

setlp(String[] ip)
S5 PibE

void

setMaster(String master)

g &jedisiImasterZFR ( Zmode}y “MASTER_SLAVE” BIH
)

void

setMaxAttempts(int maxAttempts)
R EjedistIEIREL, BAIA10000

void

setMaxldel(int maxldel)
REjedisiER P S AERERI LR, BAIAS

void

setMaxWait(int maxWait)
R EjedisEE AR RAITEFATE LR, FAIA60

void

setMode(String mode)
B EjedisHIZERS, ANEEN “SINGLE” / “CLUSTER” /
“MASTER_SLAVE”

void

setPassPhrase(String passPhrase)
B EjedisHIZG

void

setPort(String[] port)

REROS

void

setSoTimeout(int soTimeout)
R EjedisHNIZEGERTATIE]
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IREEE FiEFNEA
void setTimeout(int timeout)
R EjedisHYBHTATIE]
by NES

public int getDatabase()
$kEYredisfydatabase, EXIAJ90

EEIER

1x[o]database

public String[] getip()

SREXFE | Pitbik

BEIER

R[5 PHBIEAYString 2R

public String getMaster()
$REXredisgImasterZFR ( Zmode’g “MASTER_SLAVE” RIBEH )
EEIER

1R[BlmasterZFR

public int getMaxAttempts()

KB redisHIEEIIREL, EAIA10000

BEIER

R[EIEIREL

public int getMaxldel()
IREYjedisiEfE it RIERERY LR, ERIAS
EEER

IRENERE P RIEREERY_ LR

public int getMaxWait()
IRENjedisiERE AR RATE AT E) IR, EAIA60FD
BEIEE

IR ENERE A R AT AT 8 LR

public String getMode()

FRENredisf9ZERY, T8 &N “SINGLE” / “CLUSTER” / “MASTER_SLAVE”

EEIEE

R[ElredisHY3EEY

public String getPassPhrase()
$xEXredisHYZXRG

BEIER

IR[ElredisAYZH

public String[] getPort()
REVFTBIROS
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EEIEE
R[EwOS8IString#i48
e public int getSoTimeout()
¥REYjedishYIZENERTATE], BATA600%)
BEIER
1x[E]soTimeout
e public int getTimeout()
$REVjedisHIEBAIASE], BAIA1000%D
EEIEE
IR[EFEATATE]
e public void setDatabase(int database)
1k &Eredisfydatabase
BASH
database: database
e public void setlp(String[] ip)
R Eipthilt
BANSE
ip: IPHtit
e public void setMaster(String master)
wEredisfmasterZ R ( Zmode)s “MASTER_SLAVE” B3B3 )
N
master: redisgImasterZ R
e public void setMaxAttempts(int maxAttempts)
R EjedisHIEIXIREL
NS
maxAttempts: ZEidt)REL
e public void setMaxldel(int maxidel)
R EjedisHUERS P =RIEEEAY LR, FIAS
BASH
maxldel: AT HRERERY LR
e public void setMaxWait(int maxWait)
R EjedisHNERSHFERITEFSATE LR, EAIA60FD
BASH
maxWait: EEHFERITEFE LR
e public void setMode(String mode)
R Eredisfy3EE, O[igEH “SINGLE” / “CLUSTER” / “MASTER_SLAVE”
BANSE
mode: Z£8Y
e public void setPassPhrase(String passPhrase)
R EredishI251
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BASH
passPhrase: Zf3

e public void setPort(String[] port)
REIRAS
NS
port: ix=

e public void setSoTimeout(int soTimeout)
R EjedisHYIZEGERTATE), EAIA600FD
BASH
soTimeout: SEENGERTHYE

e public void setTimeout(int timeout)
R EjedisHIEATHTIE]
BANSH
timeout: BAIAYE], BUF

2.4.15 JSON2XMLHelper 351585

BB
com.huawei.livedata.utilLJSON2XMLHelper
15188
12 ft)son5XmlZ [@RIEE SR,
BixSIER
IREISEE J3i=Rs e
static String | JSON2XML(String json, boolean returnFormat)
json&gxml
static String | XML2JSON(String xml)
xml¥&json
b NES
e public static String JSON2XML(String json, boolean returnFormat)
jsoniExml
N

=2

- json: jsont&TLRIZFFRF
- returnFormat: R[E#EZC

REER
REXxmUEFHFE
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e public static String XML2JSON(String xml)
xml&%json
BANSE
xml: xmi&TLRYFRFER
EEIER
REXxmMUSFR

2.4.16 JSONHelper 21508

BB
com.huawei.livedata.lambdaservice.utilJSONHelper
1518
Rfft)son5Xml. MapZBIIItEESEHE,
Bix5IE
IREISER T3 EF05ER
static String | json2Xml(String json)
jsoniExml

static String

xml2Json(String xml)
xml&%json

static String

json2XmlWithoutType(String json)

jsonigxml
static jsonToMap(String json)
HashMap jsoniEmap
b NES
e public static String json2Xml(String json)
jsoniExml
BASE
json: jsont&NAIEFFEH
EEIER
REXxmMUSF
e public static String xml2Json(String xml)
xml&%json
BANSE
xml: xmi&TLHYFRFER
EEIER
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R[Eljsont& N F 158

e public static String json2XmlWithoutType(String json)
jsonfgxml
BMANSH
json: jsontEAIFRFER
REEE
REXmMIEILF R

e public static HashMap jsonToMap(String json)
jsonf&map
BMANSH
json: jsont8TURIF TR
BEER
ER[EmaptEzNF T

2.4.17 JsonUtils 251585
iz=Y e

com.roma.apic.livedata.common.v1.JsonUtils
158

=fitson53I%R.. XmIZERIHEEEER,
(=R

importClass(com.roma.apic.livedata.common.v1.JsonUtils);
function execute(data) {
return JsonUtils.convertJsonToXml('{"a":1}")

}

HixSIE

IREIER T3 EF SRR

static String convertJsonToXml(String json)
jsoniEitapixml

static String convertJsonToXml(String json, String rootName)
jsoniEapixml

static<T>T toBean(String json, Class<T> clazz)
jSOnEIRFIITR

static String toJson(Object object)
RERIREEIRS9jsonFFFER
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RE3EE T3 &SRR
static String toJson(Object object, Map<String,Object> config)

BXIREEHRAIsonFRFER, (EFRconfighiIELE .
Bgn, configtha]iRE “date-format” J3 “yyyy-MM-dd

HH:mm:ss”
static toMap(String json)
Map<String,0O jsont&i g map

bject>

ks

public static String convertlsonToXml(String json)
jsonFE R xml
BANSE
json: jsont&TURIFFFER
BEER
BREXxmUEAIF 55
e public static String convertJsonToXml(String json, String rootName)
jsonF& R xml
BANSE
- json: jsont&TXRYFRFER
- rootName: xmURTS=ZFR
BEER
REXMUSRIF
e public static <T> T toBean(String json, Class<T> clazz)
json#FIRBIITR
BANSE
- json : jsont&XHIFFFER
- clazz: 2
BEER
IREIZEXGR
e public static String toJson(Object object)
KRS R sonFRFER
BANSE
object: HIAXIER
BEER
HEHASEIAYjsonF TR
e public static String toJson(Object object, Map<String,Object> config)
B IREE#RAjsonF R, (ERconfighiIEcE .
540, configHhali& & "date-format"3"yyyy-MM-dd HH:mm:ss"
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BASH
- object: HBIAITHR
- config: #EIAEANERE
EEEE
RIS EIRYjsonF 5 &R
e public static Map<String,Object> toMap(String json)
json&Eipkmap
BANSE
json: jsont&TURIFFTE
BEIEE
mapf8VAF 5 &R

2.4.18 JWTUTtils 253588

iZ7ES

ol

HixsE

HiEFE

com.huawei.livedata.util. JWTUTtils

2itsha256F %,

EESid] T3 =R AR

static String | createToken(String appld, String appKey, String timestamp)
4 pksha256%

public static String createToken(String appld, String appKey, String
timestamp)

4 plsha256% %3
BMASE

e appld: EERMFAID

e appKey: FERLRIFKey
e timestamp: Ad{@E
EREER
IR[Esha256XZ =8

2024-04-30

104



NASHIEERMF A (ROMA Connect)
&g 2 REERARIES

2.4.19 KafkaConsumer 253508
BE

com.roma.apic.livedata.client.v1.KafkaConsumer

1588

SH#EKafkalBE,.

{ERmAI

importClass(com.roma.apic.livedata.client.v1.KafkaConsumer);
importClass(com.roma.apic.livedata.config.v1.KafkaConfig);

var kafka_brokers ='1.1.1.1:26330,2.2.2.2:26330'
var topic = 'YourKafkaTopic'
var group = 'YourKafkaGroupld'
function execute(data) {
var config = KafkaConfig.getConfig(kafka_brokers, group)
var consumer = new KafkaConsumer(config)
var records = consumer.consume(topic, 5000, 10);
var res = []
var iter = records.iterator()
while (iter.hasNext()) {
res.push(iter.next())

return JSON.stringify(res);

public KafkaConsumer(Map configs)
KiE— M KafkalHEH#ERE
2#: configskKafkalECEEE

yEr e

IREISER F3iEF AR
List<String> consume(String topic, long timeout, long maxltems)
HEHR

BiEFE
public List<String> consume(String topic, long timeout, long maxltems)
HEHR
BMANSH

e topic: JHEPBAF!

e timeout: EEVBAIATE, SRAEI30000=F), Ei¥timeoutiZ B{E/INTFHIiHAPI
1Y “fRisiaRd” BdaiE
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e maxitems: EEGEEMRAHE
REEE
KafkaBiHZBREEEAE, HEHHEINSS K EENNETEK— N EE

2.4.20 KafkaProducer 25351088
B

com.roma.apic.livedata.client.v1.KafkaProducer

1588

freKafkajgBE..

{ERTAI

importClass(com.roma.apic.livedata.client.v1.KafkaProducer);
importClass(com.roma.apic.livedata.config.v1.KafkaConfig);

var kafka_brokers = '1.1.1.1:26330,2.2.2.2:26330'
var topic = 'YourKafkaTopic'

function execute(data) {
var config = KafkaConfig.getConfig(kafka_brokers, null)
var producer = new KafkaProducer(config)
var record = producer.produce(topic, "hello, kafka.")
return {
offset: record.offset(),
partition: record.partition(),
code: 0,
message: "OK"

public KafkaProducer(Map configs)
FiE— P Kafkalg B4
2% configskrKafkalIBELEIEE

HiksIE

IR[O)2EE F5iEF05AR

org.apache.kafka.c | produce(String topic, String message)
lients.producer.Re e
cordMetadata i

(AR

AgEEEIRE 5 iEproduce(String topic, String message), BUSSEHIREIEENZT . HINTE
{ERREIR, REEEIEMER “return record” @, BNREINEE RN,
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HiEFE

public org.apache.kafka.clients.producer.RecordMetadata produce(String
topic, String message)

ErFEER
BMASH

e topic: HEBATI
e message: HEAR

BEER
BRIER
2.4.21 KafkaConfig 2515408
iE Y
com.roma.apic.livedata.config.v1.KafkaConfig
extends
java.util.Properties
1518
5KafkaProducergfKafkaConsumerBic &1, YKafkaZPimHiTEE .
public KafkaConfig()
iE—1 TS RIKafkaConfig
FiESIE
IREIER T3 EFN5AR
static getConfig(String servers, String groupld)
KafkaConfig KE—EE, BTHEMQSEitiIKatka ( RFE
sasl_ssl) .
static getSaslConfig(String servers, String groupld, String
KafkaConfig username, String password)
SREN—ECE, FAFAIEMQSRHAIKafka ( Figsasl ssl) o
b NES

o public static KafkaConfig getConfig(String servers, String groupld)
IBIEMQSiRHtATkafka ( AFFFsasl_ssl ) o
BNSH
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- servers: kafkaConfigfifdbootstrap.servers{S &
- groupld: kafkaConfigdhfdgroup.idiS&
BREER

iR[EKafkaConfigldsR

e public static KafkaConfig getSaslConfig(String servers, String groupld,
String username, String password)

HIEMQSiZHtaYkafka ( FriE@sasl ssl) o

NS

- servers: kafkaConfigfifdbootstrap.servers{E &
- groupld: kafkaConfigdhfdgroup.idiS&

- username: AP

- password: Zf5

BREER

iR[EKafkaConfigidsr

2.4.22 MD5Encoder 25i5iAH

7Y
com.huawei.livedata.lambdaservice.utiLMD5Encoder
15288
iH&Md5(E,
FiEvIR
BEEE | PR
static String | md5(String source)
HEFRHFEREAIMISE
FiEFS
public static String md5(String source)
THEFRFRRIMISE
BMASH
source: HBEITEMISRIF TR
REEE
FHRFERRIMAS(E
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2.4.23 Md5Utils 25508
v

com.roma.apic.livedata.common.v1.Md5Utils

15EH

TEMd5E.

{ERzA

importClass(com.roma.apic.livedata.common.v1.Md5Utils);
function execute(data) {

var sourceCode = "Hello world!";

return Md5Utils.encode(sourceCode);

}

HiksE

IREIER T3 EFNAR
static String encode(String content)

HEFHFEAIMISE

BiEiFE
public static String encode(String content)

IHEFFBRIMISE

BASH

content: FEITEMISHIFFE
BREEE

FREERAIMISE

2.4.24 QueueConfig 2515408
BB
com.roma.apic.livedata.config.v1.QueueConfig
1588
5RabbitMqConfig#RabbitMqProducerfc &{FH, XIPAFIEHITHEE .

public QueueConfig(String queueName, boolean durable, boolean exclusive,
boolean autoDelete, Map<String, Object> arguments)
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iE— B E .
#:

W

e queueNameZFRRPAFIZFR,
o durableRREEBIFAM, trueRRIFAMK, falseRRIEFAK,
o exclusiveRRE2EHI, trueRRHEIN, BI— 1 IIREEE—NBEEERBE.

e autoDeleteR & HoMER, trueR<BzniiER.
e argumentsEREMEM

2.4.25 RabbitMqgConfig 2&i5%HH
iz e

com.roma.apic.livedata.config.v1.RabbitMgConfig

5iEA
5ConnectionConfig, QueueConfig, ExchangeConfigflRabbitMqProducerfii&
M, XtRabbitMQEFimEHITEE .

public RabbitMqConfig(ConnectionConfig connectionConfig, QueueConfig
queueConfig, ExchangeConfig exchangeConfig)

FiE— 1 RabbitMQZE FikECE -
.

W

e connectionConfigRR"EFimEiEhcE o
e queueConfigRPFIECE .
e exchangeConfigRRATHAZEHACE -

2.4.26 RabbitMgProducer i HH
iz s

com.roma.apic.livedata.client.v1.RabbitMgProducer

il
£7F-RabbitMQER . EXFERIRBRE, WEEKERL; EREERNERSE,
ISV o3e S SIS

{ERTAI

o MdirectMRAEFHEHE, IEEEKHZIbindingKeySroutingKey5e 2 ILHCHY
Queuedt,
importClass(com.roma.apic.livedata.client.v1.RabbitMqProducer);
importClass(com.roma.apic.livedata.config.v1.RabbitMgConfig);
importClass(com.roma.apic.livedata.config.v1.QueueConfig);
importClass(com.roma.apic.livedata.config.v1.ExchangeConfig);
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importClass(com.roma.apic.livedata.config.v1.ConnectionConfig);

function execute(data) {
var connectionConfig = new ConnectionConfig("10.10.10.10", 5672, "admin", "123456");
var queueConfig = new QueueConfig("directQueue", false, false, false, null);
var exchangeConfig = new ExchangeConfig("directExchange", "direct", true, false, false, null);
var config = new RabbitMqConfig(connectionConfig, queueConfig, exchangeConfig);

var producer = new RabbitMqProducer(config);
producer.produceWithDirectExchange("direct.exchange", "PERSISTENT_TEXT_PLAIN", "direct
exchange message");

return "produce successful.";

}

o MHtopicRMEEELEFHE, EiHREEHAEIbindingKeySroutingKeyt&EHiILECAY
Queuert,
importClass(com.roma.apic.livedata.client.v1.RabbitMgProducer);
importClass(com.roma.apic.livedata.config.v1.RabbitMgConfig);
importClass(com.roma.apic.livedata.config.v1.QueueConfig);
importClass(com.roma.apic.livedata.config.v1.ExchangeConfig);
importClass(com.roma.apic.livedata.config.v1.ConnectionConfig);

function execute(data) {
var connectionConfig = new ConnectionConfig("10.10.10.10", 5672, "admin", "123456");
var queueConfig = new QueueConfig( “topicQueue” , false, false, false, null);
var exchangeConfig = new ExchangeConfig("topicExchange", "topic", true, false, false, null);
var config = new RabbitMqConfig(connectionConfig, queueConfig, exchangeConfig);

var producer = new RabbitMqgProducer(config);
producer.produceWithTopicExchange("topic.#", “topicA” , null, “message” );
return "produce successful.";

}

o MfanoutiieBEFHE, BB KRIXEZExchangeRYiHEIBBEIME S E4E
A9Queuer,
importClass(com.roma.apic.livedata.client.v1.RabbitMgProducer);
importClass(com.roma.apic.livedata.config.v1.RabbitMgConfig);
importClass(com.roma.apic.livedata.config.v1.QueueConfig);
importClass(com.roma.apic.livedata.config.v1.ExchangeConfig);
importClass(com.roma.apic.livedata.config.v1.ConnectionConfig);

function execute(data) {
var connectionConfig = new ConnectionConfig("10.10.10.10", 5672, "admin", "123456");
var queueConfig = new QueueConfig( “fanoutQueue” , false, false, false, null);
var exchangeConfig = new ExchangeConfig( “fanoutExchange” , "fanout", true, false, null);
var config = new RabbitMqConfig(connectionConfig, queueConfig, exchangeConfig);

var producer = new RabbitMqgProducer(config);
producer.produceWithFanoutExchange( null, “message” );

return "produce successfull"

public RabbitMqProducer(RabbitMqConfig rabbitMqConfig)
HIiE— 1 RabbitMQIEEAEFE
2% rabbitMqgConfigZ<RabbitMQRIELEEE -
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HiksE

IREIER T3 EFN5AR
void produceWithDirectExchange(String routingKey, String

props, String message)

FadirectaizgEr=BE., BEEEAEIbindingKey5
routingKey5e £ PLECAIQueue,

void produceWithTopicExchange(String bindingKey, String
routingKey, String props, String message)
FtopicXiges£r=iH e, EHEEMEIbindingKey5
routingKey & #iILECAIQueue

void produceWithFanoutExchange(String props, String
message)

Fafanoutxiaze 4 r=iHE, IBEE &IXEEZExchangeJiB B &
REIFTE 5 E4ERIQueued

BiEIFE
e public void produceWithDirectExchange(String routingKey, String props,
String message)

FAdirect3ZiRgE4ErmHE , EHERRHEZIbindingKeySroutingKey5e £ ITEZHY
Queued,

BANSE

- routingKey: HEIRH#E

- props: HEISAIRE, JESE
- message: ;HEASR

e public void produceWithTopicExchange(String bindingKey, String
routingKey, String props, String message)

FAtopic3siesg £ r=HE , EEHEIEAEIbindingKeySroutingKey&E#APLECHY
Queuert,

NS
- bindingKey: BAZI4PERE
- routingKey: EEIHEE
- props: BEFANIRE, JFVIE
- message: HERS
e produceWithFanoutExchange(String props, String message)

FBfanout3ziaz2Er=ER, IEFfE&XEZExchangefSEERREIFIE SE4E
A9Queuer,

BASH
- props: HEBAMWKRE, IEVIE
- message: JHEHNS
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2.4.27 RedisClient 25588

ZEES

com.roma.apic.livedata.client.v1.RedisClient

prlil

ERERediSIR B FIZEVER (WRFIETE)edisConfig, MEERIEE X EiHAYFunction
APIZHAYZKIARedis ) o

{ERTAI

importClass(com.roma.apic.livedata.client.v1.RedisClient);
function execute(data) {
var redisClient = new RedisClient;
var count = redisClient.get("visit_count")
if (!count)
{
redisClient.put("visit_count", 1);
Jelse {
redisClient.put("visit_count", parselnt(count) + 1);

}

return redisClient.get("visit_count");

public RedisClient()

tgi&— RedisClient, EZZIEENGiKFunction API ( livedata ) $2AYZKIARedis
public RedisClient(JedisConfig jedisConfig)

EBiTjedisConfigtdid— RedisClient

2% jedisConfigkMEARedisClientlIECEIS R

F3iR5IZR

IREI2ER T3 EF0AR
String get(String key)
R [ElredisZ&fFFkeyXtfAIvaluefd
String put(String key, int expireTime, String value)
EifredisZFAS . JHARYE, REHRITER
String put(String key, String value)
EifiredisZEFAD, REHUTER
Long remove(String key)
bR S EKeyBRIEFHE
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adrNES

e public String get(String key)
IR[EredisZ&FHkeyXIizHIvalueld
BMNSH
key: key{H
BEER
redisZEfzHkeyXd N AYvaluelE

e public String put(String key, int expireTime, String value)
EifiredistZEFAS . THARYE]
BNSH
- key: FEMEGFkeyE
- expireTime: FEMEFASRITHARGE, BLAF
- value: FEHEFvalueld

BEER
RERAITEE
e public String put(String key, String value)
EifiredistZFAS
BNSH

- key: FEMEFkeyE
- value: FEHEFHvaluelE
REEE
IREHITEER

e public Long remove(String key)
bR tsEKeyBRIEFHR
BMANSH
key: fFFcEFIKkeyE
REEE
REHAITEER

2.4.28 RomaWebConfig 25158
B
com.huawei.livedata.lambdaservice.config.RomaWebConfig

1588

SREXromafic s o
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HiksE

xS

IR[O]ZEE F5i=A0iAR

static String | getAppConfig(String key)

HR#fEconfig keyZREXEE RN FBRVECE

public

fR#Rconfig keySkENECE
BASH

key: EEpkMFIAIKey
BEER

IR EIEERL N FBRYECE

2.4.29 RSAUtils 351508

iZ7ES

15EH

{ERTHAI

com.roma.apic.livedata.common.v1.RSAUtils

RARSAINEE TS % o

BITLA FjavafChaE R A SAFNFASH:

import java.security.KeyPair;

import java.security.KeyPairGenerator;
import java.security.PrivateKey;
import java.security.PublicKey;

import java.util.Base64;

public class Main {

public static void main(String[] args) {
try {
KeyPairGenerator keyPairGenerator = KeyPairGenerator.getinstance("RSA");
keyPairGenerator.initialize (1024);
KeyPair keyPair = keyPairGenerator.generateKeyPair();
PublicKey publicKey = keyPair.getPublic();
System.out.println("publicKey:" + new
String(Base64.getEncoder().encode(publicKey.getEncoded())));

PrivateKey privateKey = keyPair.getPrivate();
System.out.println("privateKey:" + new
String(Base64.getEncoder().encode(privateKey.getEncoded())));
} catch (Exception e) {
e.printStackTrace();
return;

}
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HiksIE

}
}

e LR R BFFARIENE FEASH:

importClass(com.roma.apic.livedata.common.v1.RSAUtils);
importClass(com.roma.apic.livedata.common.v1.Base64Utils);

function execute(data) {

var publicKeyString = "MIGfMAOGCSqGSIb3DQEBAQUAA4GNADCBIQKBgQDd4CRRppmYVIFI3dX4iVGN
+2Twy5gLeEPRbvhOko/xFipGF7XVOweTp4wCakgdnm+DR4gBBrQtfAuKwYIBPIr
+C1FI5sKYA3NxazDWUCcXR3xIPM5D0DWijacjcMjnaj2v21WZxGpwHZHQ9TLd4OBBqg3fvalr/
cE8s1Lji5QeFiklwIDAQAB";

var privateKeyString = "k,

var publicKey = RSAULtils.getPublicKey(publicKeyString)
var privateKey = RSAUtils.getPrivateKey(privateKeyString)

var origin = "hello rsa"
var encrypted = RSAUtils.encrypt(Base64Utils.encode(origin), publicKey)

var decrypted = RSAUtils.decrypt(encrypted, privateKey)
return decrypted

public RSAUtils()
KIIE— N ESEAIRSAULLS

IREISEE Fi=FiER

static byte[] decodeBase64(String base64)
BASEGA= 17 ER AR 0 i HIEUE

static byte[] decrypt(java.security.PrivateKey privateKey, byte[]
encryptData)
RSARREE

static String decrypt(String source,

java.security.interfaces.RSAPrivateKey privateKey)
RSAfZZ ( sourceIbase644wH3 )

static String decrypt(String source,
java.security.interfaces.RSAPrivateKey privateKey,
Map<String, String> config)

RSAfEZR ( sourceIbase644wE5 )

static String decrypt(byte[] source,
java.security.interfaces.RSAPrivateKey privateKey)

RSAfRER
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static String decrypt(byte[] source,
java.security.interfaces.RSAPrivateKey privateKey,
Map<String, String> config)
RSARREE

static String encodeBase64(byte[] bytes)
T BIEESRAS JIBASEGAFTE

static byte[] encrypt(java.security.PublicKey publicKey, byte[] source)
RSANNZE

static String encrypt(String source, java.security.PublicKey publicKey)
RSANNZE ( sourcegbase644RfS, IREINNZEE Abase649R
f3)

static String encrypt(String source, java.security.PublicKey publicKey,
Map<String, String> config)
RSAINZE ( sourcegbase644RS, IREINNZEE Abase649R
3)

static String encrypt(byte[] source, java.security.PublicKey publicKey)
RSAINE (IREINNZEHHEHbase644wD )

static String encrypt(byte[] source, java.security.PublicKey publicKey,
Map<String, String> config)
RSANNZE (IREINNZEEIEHbase644wS )

static getPrivateKey(byte[] privateKeyByte)

Java.securlt:'y.lnterf BT FAE = H4E B FERSAFALE

aces.RSAPrivateKe

y

static getPrivateKey(String privateKeyByte)

java security.interf | ygidhase 64O HIFALBIERRSARASH

aces.RSAPrivateKe

y

static getPrivateKey(String modulus, String exponent)

Java.securlt'y.mterf BT AR E 2 ClIZRRSAFASH

aces.RSAPrivateKe

y

static getPublicKey(byte[] publicKeyByte)

java.security.interf BT N B HABIEERSALNE

aces.RSAPublicKey B AR BRSARTA

static getPublicKey(String publicKeyByte)

Java.securlty.lpterf BiTbase6445 BRI L A RIFERSALNSA

aces.RSAPublicKey
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static getPublicKey(String modulus, String exponent)
Java security. PUBL | B MARE QIRRSAL S
cKey
adrNES

e public static byte[] decodeBase64(String base64)
BASE6AZFFER fRAD 0 I HIEUE
BASH
base64: base644Ri3HIEIE
BEIER
IR[Ebase64fE RS fERVEYE

e public static byte[] decrypt(java.security.PrivateKey privateKey, byte[]
encryptData)

RSAMRZ

TIN5

- privateKey: FA$H

- encryptData: {SREHIE
BREER

R IERIEE

e public static String decrypt(String source,
java.security.interfaces.RSAPrivateKey privateKey)

RSARRE

BAS¥

- source: fFEZEHIEAIbase64mI
- privateKey: FA$H

REHEE

R R RVEIE

e public static String decrypt(String source,
java.security.interfaces.RSAPrivateKey privateKey,
Map<String,String>config)

RSARRE

BASH

- source: mRRZEIERIbase644RiT
- privateKey: FA$A

- config: fREICE, BeEIRAILA:

transformation: ISEMZNEXL/MER/IEFE, 5Ia0: "RSA/ECB/
OAEPPadding" ., i¥ME#uxHH.

REIER
R RRIEIE

2024-04-30 118


https://docs.oracle.com/javase/8/docs/api/javax/crypto/Cipher.html#getInstance-java.lang.String-

MNMASHIEERMF A (ROMA Connect)

FRisE

2 REBERFARIES

public static String decrypt(byte[] source,
java.security.interfaces.RSAPrivateKey privateKey)

RSAREE:

BANSE

- source: HRZEIRE
- privateKey: FA$H
BREER

R ISRIEE

public static String decrypt(byte[] source,
java.security.interfaces.RSAPrivateKey privateKey,
Map<String,String>config)

RSAfEZ

BAS¥

- source: TRREEE

- privateKey: FA$A

- config: RZECE, BCEINALLA:

transformation: ISEMRZRIEIE/ARIN/IETT, 5I90: "RSA/ECB/
OAEPPadding". i¥E¥i5A

BREER

R R RVEIE

public static String encodeBase64(byte[] bytes)
T IHFIEURESRID IBASE6AFRTER

RS

bytes: fF4mABEUE

REER

BASE644mA5

public static byte[] encrypt(java.security.PublicKey publicKey, byte[]
source)

RSANNZEE

BN

- publickey: A%A

- source: EENMZENAE

REISR
INEZERIEERS

public static String encrypt(String source, java.security.PublicKey
publicKey)

RSANNZR

BANSH

- source: fFINZEXIEAIbase64mIT
- publickey: %A

REEE

I ERIEIRR EHbase644715
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public static String encrypt(String source, java.security.PublicKey
publicKey, Map<String, String> config)

RSANNZR

BASH

- source: {FINZEEIEAIbase64mED
- publickey: 2358

- config: NNZEIN, ECEIRAILAA:

transformation: ISEINZAEL/MER/IEFE . FlU0: "RSA/ECB/
OAEPPadding" . i¥WE#uxHH,

public static String encrypt(byte[] source, java.security.PublicKey
publicKey)

RSANNZEE

BASH

- source: BEINZFHIIANS
- publickey: %A
REER

I EREIR A BRI base644715

public static String encrypt(byte[] source, java.security.PublicKey
publicKey, Map<String, String> config)

RSANNZR

BASH

- source: BENMEHNAS

- publickey: 23%8

- config: NNZEIN, ECEIRAILAA:

transformation: ISEINZAEX/MER/IEFE . FlU0: "RSA/ECB/
OAEPPadding" ., i¥WE#uxHH,

REEE
INZ fERIEIE A S RIbase6447E3

public static java.security.interfaces.RSAPrivateKey getPrivateKey(byte[]
privateKeyByte)

BIIX509E X mABaIFATA EIiZRSAFATH
TIN5

privateKeyByte: @igx509f8TImBRIFASH
BREER

FASH

public static java.security.interfaces.RSAPrivateKey getPrivateKey(String
privateKeyByte)

BIIX509ME8 T 4mASRIFATA EUZERSATATR
TN 5

privateKeyByte: @iIx5094&mAIHIFALA
BEER

FASH
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e public static java.security.interfaces.RSAPrivateKey getPrivateKey(String
modulus, String exponent)

BT EFNIEECIFERSATAH
BANSH

- modulus: &RFABETEERIER
- exponent: &pEFAHFEEREL
BREER

1IR[BIRSAFASH

e public static java.security.interfaces.RSAPublicKey getPublicKey(byte[]
publicKeyByte)

BT X509E T IRATRI N TABIZRSARNH
BMANSH
publicKeyByte: x509t&ZImAZAIAH
REEE
YNGZ

e public static java.security.PublicKey getPublicKey(String modulus, String
exponent)
BITREANISEICZRSARA
BANSH
- modulus: &R BEEEANER
- exponent: NPT EREL
EEER
IR[EIRSALREE

2.4.30 SapRfcClient 351588

com.roma.apic.livedata.client.v1.SapRfcClient

izl)z]
{EFRFCHILIHIBISAPEREL

{ERTAI

importClass(com.roma.apic.livedata.client.v1.SapRfcClient);
importClass(com.roma.apic.livedata.config.v1.SapRfcConfig);

function execute(data) {
var config = new SapRfcConfig();
config.put("jco.client.ashost", "10.95.152.107");//AR55 28
config.put("jco.client.sysnr", "00"); //SEfIfRS
config.put("jco.client.client", "400"); //SAPEEH]
config.put("jco.client.user", "SAPIDES");//SAPFEFR
config.put("jco.client.passwd", "****");//ZZf5
config.put("jco.client.lang”, "zh");//BZFE=
config.put("jco.destination.pool_capacity”, "3");//EAZEEE
config.put("jco.destination.peak_limit", "10");//EAKEELIE
var client = new SapRfcClient(config);
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var res = client.executeFunction("FUNCTION1", {
"A""200",
ngrgn

b

return res

}

At e
public SapRfcClient(SapRfcConfig config)
iE— M8 & SapRfcConfight E{E5EA9SapRfcClient,
2 configR/~MENSapRfcClientlECEE R
BixyE
IREISEE F3iEFAR
Map<String, executeFunction(String functionName, Map<String,
Object> Object> params)
{EFRFCH TCIAIBISAPREL
FiEFS

executeFunction(String functionName, Map<String, Object> params)
{EFARFCHTUIBIBISAPER L

BNSH

e functionName: (&

e params: SAPEREHIMIASEZIZE

REEE

IR[BISAPRREIRY I S#TIR

2.4.31 SapRfcConfig 255 AH

B’
com.roma.apic.livedata.config.v1.SapRfcConfig
extends
java.util.Properties

izkil

5SapRfcClientBt &{EA, XsapZFimid THE o
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FiEsE

IR[E2EE FiEFRAR

Object

put(String key, Object value)
RERESH

FiEvEE

public Object put(String key, Object value)

IRERCE
BWMANSH
o key:

2H

AcE{ESkey

e value: BLE(EEvalue

FF

REER

LATECESE:

jco.client.ashost: SAPiRS3E:IP

jcoclient.sysnr: RFERS

jco.client.client: SAPEEMH]

jco.client.user: SAPFHHF&Z

jco.client.passwd: Z#3

jco.clientlang: BRIES

jco.destination.pool_capacity: EAKiZEE
jco.destination.peak_limit: FRAIEIEL&TE

apicasync: E2RAFEREE, "true"®R~ELEBE, RASRSER

iR[glvalue

2.4.32 SoapClient 5 AH

®’E

com.rom
5iHe

LR
(SR

importClass
importClass
importClass

a.apic.livedata.client.v1.SoapClient

H1TSOAPIEK

(com.roma.apic.livedata.client.v1.SoapClient);
(com.roma.apic.livedata.config.v1.SoapConfig);
(com.roma.apic.livedata.common.v1.XmlULtils);

function execute(data) {

var soap

= new SoapConfig();

soap.setUrl("http://test.webservice.com/ws");
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BiEsE

soap.setNamespace("http://spring.io/guides/gs-producing-web-service");
soap.setOperation("getCountryRequest");

soap.setNamespacePrefix("ser");
soap.setBodyPrefix("ser");
soap.setEnvelopePrefix("soapenv");
var content = {
"getCountryRequest": {

h
Y
soap.setContent(content);
var client = new SoapClient(soap);

var result = client.execute();
var body = result.getBody();

return XmlUtils.toJson(body);

public SoapClient(SoapConfig soapCfg)
HiE— & SoapConfight EISEAISOAPIER .
2. soapCfgR~fENSoapClientEEEEE .

U EESid) T3 =AM AR

APIConnect | execute()
Response | BT & IXSOAPIER

2.4.33 SoapConfig 5 AH

i7EES

1588

com.roma.apic.livedata.config.v1.SoapConfig

Bic&SoapClient{FF, XISOAPIERHITEE

public SoapConfig()
KIIE— 1S ERISoapConfig
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ik
IR[EI3EE HixFiRAR
String buildSoapMessage()
HIIESOAPIERIRX
String getBodyPrefix()
SREVBE SRR T = AIER
String getCharset()
SRENHTTPIERRADETC
int getConnectTimeout()
SRENIZE RGBT Y]
Object getContent()
SRENBRAR
String getContentType()
IREVR N S #EE
String getEnvelopePrefix()
IREVSTIRIER
String getHeader(String name)
BT ERLZ IR N AYIB R L(E
Map<String,String | getHeaders()
g SRENERLER
String getMethod()
SRENESR 5%
String getNamespace()
SRENER 2 =S8
String getNamespacePrefix()
SREN AR == (E]RISR
String getOperation()
SRV ERTR
String getParameter(String name)
BIHHEE B FRIRENSOAPIBERSEL
Map<String,String | getParameters()
g RENSOAPIERSH
String getProtocol()
SRENER MY
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RE3EE F5iER5ER

int getReadTimeout()
SRENISEEEE AR (]

String getSoapAction()
SRER{EIB Kbt

String getUrl()
SRENIE R

boolean isRedirects()
ERTEED

void setBodyPrefix(String bodyPrefix)
IRETRRIRI T A

void setCharset(String charset)
IREHTTPIERBIGIET

void setConnectTimeout(int connectTimeout)
IREIERGERTAYE]

void setContent(Object content)
REIBERAAE

void setContentType(String contentType)
IRERNSHEE

void setEnvelopePrefix(String envelopePrefix)
IREEHRIR

void setHeader(String name, String value)
REBKLER

void setHeaders(Map<String,String> headers)
REBKLER

void setMethod (String method)
REBKTE

void setNamespace(String namespace)
REWETE

void setNamespacePrefix(String namespacePrefix)
REMETERE

void setOperation(String operation)
IRERIERR

void setParameter(String name, String value)

B ESOAPIEREH
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RE3EE T3 &FN5AR

void setParameters(Map<String,String> parameters)
IRESOAPIBERSH

void setProtocol(String protocol)
IRETFKIY

void setReadTimeout(int readTimeout)
IR E RGBT A E]

void setRedirects(boolean redirects)
REEREED

void setSoapAction(String soapAction)
IRE RN

void setUrl(String url)
IREIRKIBIE

kB

e public String buildSoapMessage()
FIIESOAPIERIR

REIER

IR[EISOAPIERIRX
e public String getBodyPrefix()
SRENE SRR S5 R BI4R

BREISR

R[ENEKRIRI T REIERbodyPrefix
e public String getCharset()
IRENHTTPiERmESHETC

REEE

IREIHTTPIEXRRIETC
e public int getConnectTimeout()
SREVEIEERT AT E]

BEISR

IR [El&E AR )
e public Object getContent()

SRENERAE

B E

EEERAE

e public String getContentType()
SREMR S S #12EEY
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FkisE

2 REBERTARIES

BEER

IR[EHR S #KE

public String getEnvelopePrefix()
SREVSH RIS

REER

IREISEIEIER

public String getHeader(String name)
B IER L ZTRIRET M AYBERLE
BASE

name: 1EXLZFR

BEER

BRLBFRXGNAYIERLE

public Map<String,String> getHeaders()
SRENBRLER

BEER

RENERLER

public String getMethod()
IRENER X

BEER

REIEKRTTE

public String getNamespace()
SRENAR 2 =S E]

BEER

UAEIEL Rz

public String getNamespacePrefix()
SREN R 2 =S EIRIE

BEER

REleE == ERE

public String getOperation()
SREVIRAER TR

BEER

IR [BHEEZFR

public String getParameter(String name)
BT IEEBFIRENSOAPIE RS
BANSH

name: SOAPIERSERIZFR

BEER

IREISOAPIERS

public Map<String,String> getParameters()
FRENSOAPIERkS %
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EEIEE

IR[EISOAPIERESH

public String getProtocol()
IREIE R IMY

BEER

IREIERIMY

public int getReadTimeout()
SRENISZE B AT AY ]

EEIEE

IR [ENEEERT AT E]

public String getSoapAction()
SREVSREIE Rtk

BEIER

REHEEIER b

public String getUrl()

SRENIE Rt

BEIER

R[ElEk B

public boolean isRedirects()

R EEM

BEIEE

REISSIF /A SIFEER

public void setBodyPrefix(String bodyPrefix)
REIERIRSCT =R

NS

bodyPrefix: 1EXKIRI T RBISR

public void setCharset(String charset)
IREHTTPIERRIIET

BANSE

charset: HTTPiERIRIGIE

public void setConnectTimeout(int connectTimeout)
IR EIE AR E)

BANSH

connectTimeout: EiEHBATATIE]

public void setContent(Object content)
REERASE

BANSH

content: IHRAR

public void setContentType(String contentType)
IREIRN ST
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BANSE

contentType: IRNSHEEE

public void setEnvelopePrefix(String envelopePrefix)
IREEHEIER

BANSE

envelopePrefix: {SETE143

public void setHeader(String name, String value)
RBIBRLER

BASH

- name: iERLEBIR

- value: EKLE

public void setHeaders(Map<String,String> headers)
REIERLER

NS

headers: BRLER

public void setMethod(String method)

REIERAIE

WANSH

method: &K%

public void setNamespace(String namespace)
IREWREETE

WANSH

namespace: ApR=al

public void setNamespacePrefix(String namespacePrefix)
IREMETERE

BMANSH

namespacePrefix: #p3 R

public void setOperation(String operation)

IRERIFRTR
BMASH

operation: IR{EZR

public void setParameter(String name, String value)
ZESOAPIERSE]

MANSH

- name: SOAPERSHIIZIR

- value: SOAPERSHIIE

public void setParameters(Map<String,String> parameters)
IRESOAPIERSH!

BANSH

parameters: SOAPBERZS
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e public void setProtocol(String protocol)
REIFRIMY
BASH
protocol: 1EXKHMY
e public void setReadTimeout(int readTimeout)
IR EIZEGERTAYE]
NS
readTimeout: EEVEBATATE
e public void setRedirects(boolean redirects)
REEHEEM
BASH
redirects: 2EEEM
e public void setSoapAction(String soapAction)
IRERIEEKbIE
BANSE
soapAction: E{EiERtHE
e public void setUrl(String url)
IREIFKbIE
BANSE
url: &kttt

2.4.34 StringUtils 251 AH
iz s
com.roma.apic.livedata.common.v1.StringUtils
15i8A
RIS ERRHATINGE,
{EFERAI
importClass(com.roma.apic.livedata.common.v1.StringUtils);

function execute(data){
return StringUtils.toString([97,96,95,94,93,92], "UTF-8")

}

HiksIE

IREI2EE T5i=FNi5AR

static String toString(byte[] bytes, String encoding)
BF AR NF TS

static String toString(byte[] bytes)
BF AR UTF-8RIBF
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REISEE FiEFNEA
static String toHexString(byte[] data)
BFDEERK NN ESF RS
static byte[] hexToByteArray(String hex)
L WAV T =S g A R S |
BiEFR

public static String toString(byte[] bytes, String encoding)
B miEER NF S

BANSH

- bytes: FELIBHNFHEAE

- encoding: w3

BEER

IR [ClEHR fERIF TR

public static String toString(byte[] bytes)

B HERIR UTF-84R I 15 &5

BANSH

bytes: REHEHAIFTHEE

REER

IR [ElER ERYF 5

public static String toHexString(byte[] data)
B oA/ \HENEF S

BNSH

data: FEFEIRIIFHEA

BEER

IR EIEEHR FRY+7H S5

public static byte[] hexToByteArray(String hex)
B F R R R

BANSE

hex: FREFEHERTI+7SEHBIFRFHR

BEER

REFEHEEINF A

2.4.35 TextUtils 25508

i7EES

com.roma.apic.livedata.common.v1.TextUtils
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1583
R EFINRE
Fix5IE
IREISEE J3i=F0 e
static encodeByUrlEncoder(Map<String,String> map)
2/Iap<Str|ng,Str|ng Xtmapfkey. valuei#fTurlfwig
static boolean parseBoolean(String value, boolean defaultValue)
FREREIRAXT R AIboolean3EEY
static String toHttpParameters(Map<String,String> map)
BmapIFLERREhttp url parameters
RS
e public static Map<String,String> encodeByUrlEncoder(Map<String,String>
map)
JFRRETERFAIKey. valueHiTurlfRi3
BANSE
map: SB8urlZ2#HImap
BEER
IREurlgRi3EaImap

e public static boolean parseBoolean(String value, boolean defaultValue)
FRIRIRIAXT R AIboolean3EEY

BMASH

- value: FEEMIFHFASR
- defaultvalue: EtiABboolean{s, 7EvaluefBIEEERT, IR[E

RESE

R[EIXS RAIbooleanfd
e public static String toHttpParameters(Map<String,String> map)
BIRET RN B httpiEKurlparameters=#F &

BMASH

map: SBurlZEHmap

BREIER

IR[ElhttpiEskurldparameters=#F &/

2.4.36 XmlUtils 25i5RH
i7{ES

com.roma.apic.livedata.common.v1.XmlUtils
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FRiER 2 RBERFARIES
15iEA
IREXmEEIRINEE
A
importClass(com.roma.apic.livedata.common.v1.XmlUtils);
function execute(data) {
var xml = '<a><id>2</id><name>1</name></a>'
return XmlUtils.toMap(xml)
}
BiE5E
R[ESEE F5iEFMRER
static String toJson(String xml)
BxmUSXFRF R LR jsont&T(
static toMap(String xml)
Map<String,Objec xmlEE{b R Map
>
static String toXml(Object object)
object#&{LRExml
static String toXml(Object object, Map<String,Object> config)
object#& L RExml

b NES
e public static String toJson(String xml)
FxmUE A FRF SRRk jsont& =

BMANSH
xml: xmUFEICRIFHF
BREISR

R[Eljsont&XRIFRTE

e public static Map<String,Object> toMap(String xml)

xml&{tpMap
BMAS¥

xml: xmUEXHIFFF
BEIEE

REImaptE AT 55
e public static String toXml(Object object)
objectd&{t g xml
BANSE
object: fFIRHEAIRIR
EEIER
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REXMUIEHIF
e public static String toXml(Object object, Map<String,Object> config)
object#&ipExml
BANSH

- object: FFEEMRAINIZR
- config: Ei%fE
REER
RExmMUENHIF R

2.5 BEMEiRA ( #iEEiR )

2.5.1 SQL i&;

HERIRSSEIEEN SQLEEER

MR FEEERRESERPIETHSHEELRSQL, FRMSHBMIAEREE,
HepstringRBNSHRERRS |SIEREK, intREPNSHNAEE,
WMLATREI, namefIStringZEBISHE, idRintREISH,
select * from table01 where name='${name}' and id=${id}
SHATEEHRIRS S KAHeaders. Parametersal & Body &
WRSQALFHIFFEEXET, FTEXNFHFEREN,
WEANFEZ HAdelete, NSQLEERINTMEXS:
select “delete” from table01
MREBHIREIRITAE T “mE” , EEBEANNSEATETAES
iY, BREFEPHEFS “%” , WEE(FRHconcat REHTHHE.
WLATBI, nameAStringZ2BIS#],
select * from table01 where name like concat('%',${name})

(AT

FHREEART ‘TimiE” , BESQUEGHREEISIBASMEBELRENEIRERSHE, RRS
AUMERNBISE R JIString2ER . FILERITSQUIEDRY, FEEAEMNAIRERIIFString
REISHHTEIRSEEIR

LA EmEAIname (String288Y ) Flid (int2£8Y ) S¥096), ERMEANSQUEDRS, idSHEREE
#9String2LBY, FEASQLIEGTF, FERFEIRREIEIJSHBERIREINGEEE, hitlicast()&
0, FEEEEERNEREESEBTE,

select * from table01 where name='${name}' and id=cast('${id}' as int)

SQL &if#Ffl (update. insert Fag<$ZE(L )

wEHEE

ISIEEIRIRSIERIERE RIS EL ( Headers. ParametersaZBodyS%] ) {&i%44
SQL, ASQLETIRMRIENFEE TS EIELGIEEES .

- GET. DELETEAEHIAPI, MiEKURLAFRENSEL

- POST. PUTA;ERIAPI, MBodyshskERS#, 2= Body{&Jgapplication/x-
www-form-urlencoded{&=t ,

select * from table01 where 1=1 and col01 = ${param01};
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AESHE R
select * from table01 where 1=1 [and col01 = ${param01}] [and col02 = ${param02}]

INEiF
select * from table01 where 1=1 and col01 in ('${param01}','${param02}');

UNIONEif
HIAMBRESEYE, NBREIEEEIE, FHXEZ: union all

select * from table01
union [all | distinct]
select * from table02;
REEA

select * from table01 where 1=1 and col01 in (select col02 from table02 where col03 is not null);

NoSQL ( MongoDB. Redis & ) 3B R4S

NoSQL #f

Redis#iBIRESZ 15 <:

GET. HGET. HGETALL. LRANGE. SMEMBERS. ZRANGE. ZREVRANGE.
SET. LPUSH. SADD. ZADD. HMSET. DEL

MongoDBEE RSz 1FHIaR S :
find

FAStringZ8ikey, value \iEREHHIKEL

set hello ${parm01}

&ifString2eBfkey
get hello

2.5.2 FEZiEAA

YHEIFIEAPIR IS EIECIREFEIE, EETLIAITMYSQL. Oracle. PostgreSQL

X

G ]

=MEUETRINFMEEE, LAOracle¥izEBIRER .

RiEEEFEEEE—KE, REWNTEREDAR:

create table sp_test(id number,name varchar2(50),sal number);

ERPHIBAIE, FIREWNTERR:

3 2-2 sp_test FEIEE

ID NAME SAL

1 ZHANG 5000
2 LI 6000
3 ZHAO 7000
4 WANG 8000

HEOracleiEEFEAFMEIZRE, RiEZname&Eigsalfy(E,
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create or replace procedure APICTEST.sb_test(nname in varchar, nsal out number) as
begin

select sal into nsal from sp_test where name = nname;
end;

#4E AP FESHTIEDIRAR

HUEAPIERFMEIIER, SHANEIS/EIRRSS1EKAIHeaders. Parametersai&Body
&, SHBREEN: (SR} (iR (ki) .

o  HUESEBIBIEStringFint,

o (ERIFEBUEASHEESER, NSEBin, Hi&EHout,
HIEAPIFIEBE#EI A TED A

call sb_test(${nname.String.in},${nsalint.out})

IZBARBIF, nnameAFFRFERIEPANS, SEEAnname.String.in , valuelll2
RESTHNSHE. nsal BHEXEENES, S#&Ansalintout, HTFEHRE,
HE&Rvalueth ZFEIES, TESHAHIERENERE, TomHmHER.

(e
o FUEAPICRIMFETIZAYAM, BStringflintEXDFHFENEE, TEMES|S, X—=7
SQLERA—#¥,
o ERiRIRSAIHeaders, ParameterssiEBody T EN NS EZREAER, BUBHES.
o BodyfEiESEHURAI:

[EimARSSIERAIBodyRIE
{

"nname.String.in": "zhang",
"nsal": 0

}

IDIVESES

{
"test": [
5000
1
}

e Parameters{EiBESERHI:

GikiRSEiEKAIParametersHE
https://example.com?nname.String.in=zhang&nsal=0

D) VEEES

{
"test": [
5000
1
}

2.5.3 2N EURRIRHE

— PN EIEAPIT LIS SRR, BEIt—XAPIERTLISRS\NEEER, FIGNEES
— M ERERSERFANE N EIRRRISH

LAMySQLYSBI5ER, (RIREUEAPIGEIREIR1FIEWEIR2, user012EWRIR1AIEUEZRN
user02 ZEER2AIEIER, MIKFRAVLEIINT:
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+ 2-3 &4
HiRR =4 S
HAEIR1 user01 e id (int)
e name (varchar)
HIER2 user02 e user_id (int)
e user_age (int)
e user_sex ( varchar)

HHERESQLIRITIN T :

HURIR1, fEXRuser01sh&EHKnamel “zhang” BIFURICHid, RIREIRR1A9REIRS

%1 “defaultl” .

select id from user01 where name='zhang';

HIER2, RiBuser01LEIAYId, TEuser02FPIREIRIRIAYEIRIC R User_age, BRIKEL

HEIF2AGREXISRA “default2”

select user_age from user02 where user_id=${default1[0].id};

Heh, ${default1[0].id}s#iER1AIERLER ( defaultl AEIRIR1AGREIRISR, idA

HIER1NEEIFER) o
Rz, FiEFRuser01FluserO2FBEINTHIRICR:

user01 user02

id name user_id user_age user_sex
1 zhang 2 17 o4

2 Li 3 18 5

3 wang 1 18 3

3 FZE B APIIR [E1 9N TN A -

"default1":[{
"id":1
1

"defaultZ":[{

1
}

"user_age":18

2.5.4 AlixSHAYEH
HIEAPIhERHIES [IfRCAESE, FILATSQUAITIED:

select * from table01 where id=${id} [or sex='${sex}']
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REERABEDIES, RRIRIRRFIERPETSH e} MR, T2EI; &
mEHMH{sex IR, [[FEREAEDERITINSHRZES.

o EIRMRSZIBRET FSHid=88, HESHsexigBHET, WHITSQLIED:

select * from table01 where id=88;

o [FiRARSZIBEKRIET T S#id=88F0sex=female, NHITSQLIEM:

select * from table01 where id=88 or sex='female’;

2.6 [FiniRSEAREFHA

2.6.1 xS
KSR EAES

f:3--pav. 27N C

ZERROMA Connect3LlEHIG, £ “IRBEER APIC > APIZRER” B9 “SRESETIR” I
Brh, FALLANTEEEER “BS2%H” , BEAPIFIERS S ZHNIIHNE
LEIPFERE, KENEZZAKeyFSecret,

o HREFARTEH
BIRIEFERES®REANALATIE,
- Z#2018.3.58 LA FERARIntelli) IDEA, ZIEEIEZEIntelli) IDEAE TS ML

T,
- Z%E2019 version 16.8.48% LA EhRASAIVisual Studio, ZEEMIBZEVisual
Studio BB MUt & -

o LEAKRESHE
- Java: &%1.8.1118LA ERRAHIIava Development Kit, ZEEEEZEOracle
B FETE R,
- Pyth::bkn: L4279 3 XERAHIPythonZ =, ZREIEEPYthonELS THR
T =

2.6.2 Java SDK {s&EFHi5AA

B’ria=

AR

¥REX SDK

(EM)avalESHITRRRSZERN, BFEBRTIRESDK, REEANTRE, RESER
BRIREERIRREEREE—H.

e EROMA ConnectizHlGEIZE R A, HEBEAPI, BIFESI (ROMA
ConnectF3FER ) B9 “EERIRIRSHERRE" B,

o EFRENEZZiARIKeyFSecret, EINESNARES .
o ELZEAATEMavaFRIESHE, BENESUHEES.
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BEFRROMA ConnectsLflf=Hla, & “MRSSERL APIC > FIREER” fY “SDKs” W
FRTESDK,

SAIRE

1. FTFFintelli) IDEA, 7ESRERIZERE “File > New > Project from Existing
Sources” , EIFMEEFAY “apigateway-backend-signature-demo\pom.xml” X
4, B&F “OK” ,

2-41 Select File or Directory to Import

Select File or Directory to Import *

Select directory with existing sources,

Eclipse project (.project) or classpath (.classpath) file,
Maven project file (pom.xml),

Bnd/Bndtools workspace (workspace/cnf],

Gradle build script (*.gradle),

Flash Builder project file (.project, *fxp, *fxpl).

#® O g X | S 6 Hide path
LpiGateway-sdk\apigateway-backend-signature-demo\pomaxm| |+
> ApiGateway-android-sdk-1.0.0

v apigateway-backend-signature-demo
¥ Jidea
> libs
b SrC

E"EQ and drop a file into the space above to qu ckly locate it in the tree

o

2. (REBENARE, BT “Next > Next > Next > Next > Finish” , = TIES N,
3. #EAfliMaven®iE, WFE “compile” #H{THmIE.

2024-04-30 140



NS EIEER TS (ROMA Connect)
FF &I 2 RBERFLIES

2-42 fRIFTiE

Maven ﬁ—g
- o

S R X+ m i ® = Fs
o

~ |, backend-signature

uopeplles ueag 5 |uanew 3 | MBIADS i

W Lifecycle

clean

validate

2
test 1

package
verify
install
site
deploy

> Plugins

» [iiDependencies

iR[E] “BUILD SUCCESS” , FRImiEMIN.

Run: backend-signature [compile]
S [THFo]
[IWFO] -—- maven—resowrces—plugin: 3. 1. 0 resowrces (default-resowrces) @ backend-szignatwrs ——-

[IWFO] Using "UTF-8" enceding to copy filtered resowrces.

I

[INFO] Copying 1 resource

[INFO] Copying 0 resource

[I1Fo]

[IWFO] -—- maven—compiler-plugin:3. 8. 0:compile (default—compile) @ backend-signature ---

I

[INFO] Wothing to compile — all classes are up to date
[TuwFo]
[INFO]|BUILD SUCCESS
[TwFo]
[INFO] Total time: 2,688 =

[IWFO] Finished at: 2019-03-11T18:41:09+08:00
[INFO] Final Memory: 21M/309M

[TWFC]

Process finished with exit code 0

4. A#EEEBackendSignatureApplication, ##F “Run” izf7iRSS .
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F i 2 IRSBEMFARIES
2-43 =Z1TARSS
w apigateway-backend-signature-demo packa
» idea .
> Mulibs — :
v src & Cut Cirl+X
A4 main B Copy Ctrl+C
w java Copy Path Ctrl+Shift+C
w com.huawei.apigat Copy Reference Ctrl+Alt+Shift+C
€ ApigatewaySigr [] Paste Ctrl+V
o, BackendSignati £ Jump to Source F4
g HelloController Find Usages Alt+F7
£ RequestWrapp Analyze ]
b resources Refactor y
» targst Clean Python Compiled Files
pom.xm| Add to Favorites »
» |l External Libraries .
N Seratches and Consoles Browse Type Hierarchy Ctrl+H
Reformat Code Ctrl+Alt+L
Optimize Imports Ctrl+aAlt+0
Delete... Delete

Build Module 'apigateway-backend-signature-demco’

Recompile '..ureApplication.java' Ctrl+Shift+F9

=
L 18

o

Ctrl+Shift+F10

Run 'BackendSignaturefppl...'

Debug 'BackendSignatureAppl...
Run 'BackendSignaturefppl..." with Coverage

Create 'BackendSignatureAppl...'...

“ ApigatewaySignatureFilterjava” J97RfIES, BRIBELIFMERIENSHEE
. BEAREIEHIBESERIGhmacER FiREZ bl

1288 hmac REFiRE R RE
(10 88

o RBlERIMARE—PETFSpring bootBIARSS 2R, EAAPIEIR, FHESEH— Filter, X

APICRUISRIBEZRIE o

o APIEhMackBIBZRIAE, RABHKNBERPSFINEZEE.
1. #&wB—"Controller, #&2H/hmac,

// HelloController.java

@RestController
@EnableAutoConfiguration
public class HelloController {

@RequestMapping("/hmac")
private String hmac() {
return "Hmac authorization success";
}
}

2. f®E—Filter, LECARIBIBIEMTGIE. BRITRIZ B keyFlsecretIIA—"T"Map

Fo

public class ApigatewaySignatureFilter implements Filter {
private static Map<String, String> secrets = new HashMap<>();
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static {

// Directly writing AK/SK in code is risky. For security, encrypt your AK/SK and store them in the
configuration file or environment variables.

// In this example, the AK/SK are stored in environment variables for identity authentication.
Before running this example, set environment variables CLOUD_SDK_AK1, CLOUD_SDK_SK1, and
CLOUD_SDK_AK2, CLOUD_SDK_SK2.

secrets.put(System.getenv("CLOUD_SDK_AK1"), System.getenv("CLOUD_SDK_SK1"));

secrets.put(System.getenv("CLOUD_SDK_AK2"), System.getenv("CLOUD_SDK_SK2"));

}

@Override
public void init(FilterConfig filterConfig) throws ServletException {
}

@Override
public void doFilter(ServletRequest servletRequest, ServletResponse servletResponse, FilterChain
chain) {
[[EERRA

}
}

3. doFilterBRE N ZRLMALIB . RERENT: BFfiterhFE1ZEbody, AT
E1SbodynI LATEfRZeaYfilterFcontrollerPEBIRIZEY, fBrequestBiRiCRIZLE/F

#ZFRYfilterFcontroller, B2ESEAIEASCINR] W RequestWrapper.java,
RequestWrapper request = new RequestWrapper((HttpServletRequest) servletRequest);

4. {FHIENZFRAEHTAuthorizationsk, 18§ZlsigningKeyFlsignedHeaders,
private static final Pattern authorizationPattern = Pattern.compile("SDK-HMAC-SHA256\\s
+Access=([A,]+),\\s?SignedHeaders=([A,]+),\\s?Signature=(\\w+)");

String authorization = request.getHeader("Authorization");

if (authorization == null || authorization.length() == 0) {
response.sendError (HttpServletResponse.SC_UNAUTHORIZED, "Authorization not found.");
return;

}

Matcher m = authorizationPattern.matcher(authorization);

if (!m.find()) {
response.sendError (HttpServletResponse.SC_UNAUTHORIZED, "Authorization format incorrect.");
return;

}

String signingKey = m.group(1);

String signingSecret = secrets.get(signingKey);

if (signingSecret == null) {
response.sendError(HttpServletResponse.SC_UNAUTHORIZED, "Signing key not found.");
return;

}

String[] signedHeaders = m.group(2).split(";");

540, AuthorizationsL79:

SDK-HMAC-SHA256 Access=signature_key1, SignedHeaders=host;x-sdk-date,
Signature=e11adf65a20d1b82c25419b5********8d0ba12fed1ceb13ed00

TERHFTRILER A -

signingKey=signature_key1
signedHeaders=host;x-sdk-date

5. i®idsigningKey#kZlsigningSecret, MR A7F{EsigningKey, MRERAIELEM .
String signingSecret = secrets.get(signingKey);
if (signingSecret == null) {
response.sendError(HttpServletResponse.SC_UNAUTHORIZED, "Signing key not found.");
return;

}

6. FE—RequestidHR, i kmethod. url. query. signedHeaderstJRAIER
SKMAEF, HiEEREiREbodyHiIRE
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FEEAbodyIREAN: RFEEEIUNSIGNED-PAYLOADHAIX-sdk-content-
sha256:3k,
Request apiRequest = new DefaultRequest();
apiRequest.setHttpMethod (HttpMethodName.valueOf(request.getMethod()));
String url = request.getRequestURL().toString();
String queryString = request.getQueryString();
try {
apiRequest.setEndpoint((new URL(url)).toURI());
Map<String, String> parametersmap = new HashMap<>();
if (null != queryString && !"".equals(queryString)) {
String[] parameterarray = queryString.split("&");
for (String p : parameterarray) {
String[] p_split = p.split("=", 2);
String key = p_split[0];
String value ="";
if (p_split.length >=2) {
value = p_split[1];
}
parametersmap.put(URLDecoder.decode(key, "UTF-8"), URLDecoder.decode(value, "UTF-8"));
}

apiRequest.setParameters(parametersmap); //set query

}

} catch (URISyntaxException e) {
e.printStackTrace();

}

boolean needbody = true;
String dateHeader = null;
for (inti = 0; i < signedHeaders.length; i++) {
String headerValue = request.getHeader(signedHeaders[i]);
if (headerValue == null || headerValue.length() == 0) {
((HttpServletResponse) response).sendError(HttpServletResponse.SC_UNAUTHORIZED, "signed
header" + signedHeaders[i] + " not found.");
}else {
apiRequest.addHeader(signedHeaders[i], headerValue);//set header
if (signedHeaders[i].toLowerCase().equals("x-sdk-content-sha256") &&
headerValue.equals("UNSIGNED-PAYLOAD")) {
needbody = false;

if (signedHeaders[i].toLowerCase().equals("x-sdk-date")) {
dateHeader = headerValue;
}
}
}

if (needbody) {
apiRequest.setContent(new ByteArraylnputStream(request.getBody())); //set body
}

RIEZRETH . MX-Sdk-DatesLHhERHATIE), FIETSIRS RS EESEERE
159540LAA . TSR signedHeadersh A &X-Sdk-Date, HIRERAIELRM .

private static final DateTimeFormatter timeFormatter =

DateTimeFormat.forPattern("yyyyMMdd' T'HHmmss'Z'").withZoneUTC();

if (dateHeader == null) {
response.sendError(HttpServletResponse.SC_UNAUTHORIZED, "Header x-sdk-date not found.");
return;
}
long date = timeFormatter.parseMillis(dateHeader);
long duration = Math.abs(DateTime.now().getMillis() - date);
if (duration > 15 * 60 * 1000) {
response.sendError (HttpServletResponse.SC_UNAUTHORIZED, "Signature expired.");
return;

}

$EAuthorizationsLtB I \RequestXIR A, ERverify 5iERIIERE S . MR
I, MHITT— Milter, FNIREIAIEELEMK
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10.

DefaultSigner signer = (DefaultSigner) SignerFactory.getSigner();
boolean verify = signer.verify(apiRequest, new BasicCredentials(signingKey, signingSecret));
if (verify) {
chain.doFilter(request, response);
} else {
response.sendError(HttpServletResponse.SC_UNAUTHORIZED, "verify authroization failed.");
}

A filterANERIZAIBRET KRR o

@Configuration
public class FilterConfig {
@Bean
public FilterRegistrationBean registApigatewaySignatureFilter() {
FilterRegistrationBean registration = new FilterRegistrationBean();
registration.setFilter(new ApigatewaySignatureFilter());
registration.addUrlPatterns("/hmac");
registration.setName("ApigatewaySignatureFilter");
return registration;
}
}

21TIRSS R, WIECASIEMME . TERMAFER)avaScript SDKFRIhtmIEEZ TR
4RSS,

BB R=FERE, BF “Send request” , EFIEMIcurldassS, HEGSIT
1T, IRSBSRIR[E “Hello World!” ,

SNREAEIRAIKeyFISecretipia), ARSSZFIREI40TINERED o
Apigateway Signature Test

Key
signature_key1

Secret

sig|1atd"e_:-:—m‘r—ﬂ

Method Scheme Host Url
POST # http  # [localhost:8080] ftest
Query
{00 yyy'}
#
Headers

Body
dsfasdf=1

P

curl -X POST "http://localhost:8080/test?xxx=yyy" -H "aaa: bbb" -H "X-Sdk-Date: 20190307T

XYy

1224027" -H "host: localhost:8080" -H “Authorization: SDK-HMAC-SHA256 Access=signatur
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2% basic KB GRS A RE
(10 88

o RBlERIMARE—PETFSpring bootBIARSSEE, EAAPINEIR, FESEH— Filter, X
APICRUISRIBEZRIG o

o APIPEDbasicRRERZAE, ALFERANERPERIbasicEHER, EFbasia\iERIA
FaAEEERkey, BEAHERZEPRIsecret,

1. fg5—"Controller, F&{ZJH/basic,

// HelloController.java

@RestController
@EnableAutoConfiguration
public class HelloController {

@RequestMapping("/basic")
private String basic() {
return "Basic authorization success";
}
}

2. fRE— Filter, #ZBBbasia\IEAIFNY, Authorizationsk#&z(8"Basic

"+base64encode(username+":"+password) . LA N ARIEMNREHIRIEED .
// BasicAuthFilter.java
public class BasicAuthFilter implements Filter {

private static final String CREDENTIALS_PREFIX = "Basic ";

private static Map<String, String> secrets = new HashMap<>();

static {
secrets.put("signature_key1", "signature_secret1");
secrets.put("signature_key2", "signature_secret2");

}

@Override
public void doFilter(ServletRequest servletRequest, ServletResponse servletResponse, FilterChain
chain) {
HttpServletRequest request = (HttpServletRequest) servletRequest;
HttpServletResponse response = (HttpServletResponse) servletResponse;
try {
String credentials = request.getHeader("Authorization");
if (credentials == null || credentials.length() == 0) {
response.sendError(HttpServletResponse.SC_UNAUTHORIZED, "Authorization not found.");
return;

}

if (credentials.startsWith(CREDENTIALS_PREFIX)) {
response.sendError(HttpServletResponse.SC_UNAUTHORIZED, "Authorization format
incorrect.");
return;
}
String authinfo = credentials.substring(CREDENTIALS_PREFIX.length());
String decoded;
try {
decoded = new String(Base64.getDecoder().decode(authinfo));
} catch (lllegalArgumentException e) {
response.sendError(HttpServletResponse.SC_UNAUTHORIZED, "Authorization format
incorrect.");
return;
}
String[] spl = decoded.split(":", 2);
if (spl.length < 2) {
response.sendError(HttpServletResponse.SC_UNAUTHORIZED, "Authorization format
incorrect.");
return;
}
String signingSecret = secrets.get(spl[0]);
if (signingSecret == null) {
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response.sendError(HttpServletResponse.SC_UNAUTHORIZED, "Username not found.");
return;
}
if (signingSecret.equals(spl[1])) {
chain.doFilter(request, response);
}else {
response.sendError(HttpServletResponse.SC_UNAUTHORIZED, "Incorrect username or
password");

} catch (Exception e) {
e.printStackTrace();
try {

response.sendError(HttpServletResponse.SC_INTERNAL_SERVER_ERROR);

} catch (IOException e1) {
}

}

}
}

3. EAfilterANIRZAIBREIK R o
@Configuration
public class FilterConfig {
@Bean
public FilterRegistrationBean registBasicAuthFilter() {
FilterRegistrationBean registration = new FilterRegistrationBean();
registration.setFilter(new BasicAuthFilter());
registration.addUrlPatterns("/basic");
registration.setName("BasicAuthFilter");
return registration;
}
}

4. 1z17IRSSE, WIECIBIERME . BREPRAFIZEIBAERbasiciAiEAYAuthorizationsk
%ﬁ%iﬁ%ﬁﬁﬁﬂo WNRFERERIARPZMNZEIAE, REEEREI401AERE
LO

2.6.3 Python SDK {s&EFgi5EH
1357

{EFAPythoniESiH1TRIRARSZEERT, BFEBRTIKESDK, REEANIE, &EsE

RiefEREARIREERRE
MARY

Python SDK{XziZhmackBEiRRZ &S .

AR

o CEaEHAtIEERENA, FYIEAP, BIKESH ( ROMA ConnectFIF#ER )
Ay “ECERRRSHIERRIE” B,

o IRENEZZiPAIKeyFOSecret, BINESSNFRES.
o ETEAATIEMPythonFAESHE, BENESIARES.
o EfEintelli) IDEAFRZEEPythonift, WNRKZE, 1HIZIRE2-44FFREE,
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2-44 Z%& Python 1&HE
Settings
Qr

» Appearance & Behavior

Plugins

«FFr] 3

Marketplace| 2

Search Results (41)

Keymap
> Editor
» Version Control

> Build, Execution, Deployment
> Languages & Frameworks

> Tools

¥REY SDK

Python

Languages
The Python plug-in provides
smart editing for Python

scripts. The feature set of the...

9 +25M w39

Live Coding in Python
Code tools

Lets you run your Python

code as you type it. Displays

variable values, matplotlib, or...

14, 2018 + 157K

Installed

Updates o ]

MicrePython

Framework integration
Support for MicroPython
devices in Intelli) IDEA and
PyCharm. Features: Code...

&) 12,2019 4 337K rd9

python-typing-adder

Code toals
README Using intellij to infer
Python typing and add type
comments using the typing...

& 14, 2017 + 214K 1r2

Cancel

EFROMA Connect=LliEHIE, £ “IRSBERM APIC > EIEETE” AY “SDKs”

FTRESDK,
SATE

1. $TFFIntelli) IDEA, TESEEFZIESFE “File > New > Project” o
3 “New Project” XHEHE, E#E “Python” , B “Next” .
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2-45 New Project

Mew Project @
Maven Project SDK: | & Python 37.2 (D2 \pythonexe) v||  New.
Gradle Additional Libraries and Frameworks:

& Groovy [CIEN Djange
Grails [0 Google App Engine (Pythan)
Application Forge [ &2 5QL Support

© Go

“ Go Modules (vgo)
¥ Dep
s App Engine

Static Web

g Flash Template language:

Templates folder: templates
& Python

, Application name:
K Kotlin <l

Enable Django admin
= Empty Project 2

2. BIRBEE “Next” , BHLITIHEE, BE “..7 , ERHAHEERIEERE
[ERISDKE®IZ, B “Finish” o

2-46 IEIFAEEFRY SDK B&1F
Mew Project @

Project name: | py‘thonl |

Project location: | Dt\java\python

F More Settings

Previous Cancel Help
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3. sERIiRtlEfE, BREBUT.

2-47 HRE

v pythen
» idea I
» apig_sdk
» licenses

-~ backend_signature.py
= main.py

m Bython.iml
- test_signer.py

= VERSION
¥ il External Libraries

> FgScratches and Conscles

4. B “Edit Configurations” , 384 “Run/Debug Configurations” SHEIE.

2-48 Edit Configurations

~ Edit Configurations...

5. EBdh “+7 | 1E¥E “Flask server”

2-49 %32 Flask server

Run/Debug Configurations

I[5 Cucumber java

Add Mew Configuration

o Docker »
@ Firefox Remote

% Go App Engine

“, Go Build
'” Go Remote
“» Go Test
6. “Taget type” 3%&#% “Script path” , “Target” ERTIETH

“backend_signature.py” {4, B “OK” , = IR S,
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+ — B F K MName: | Flask (backend signature.py) []share []Allow parallel run
v {_Flask server

Configurati L
{_Flask (backend_signature.py) R =B

»  JTemplates Target type: O Module name @ Script path O Custom
Target: \python\backend_signature.py
Application:

Additional options:

FLASK_ENV: development
FLASK_DEBUG: O

* Environment

Environment variables:

Python Interpreter: (0 Use SDK of module:

(®) Use specified interpreter: Python 3.7

Interpreter options:
Working directory:
Add content roots to PYTHONPATH
Add source roots to PYTHONPATH

(7] Cancel || Apply

B RiREE R
(AR

o RPLETRNARE—METFFlaskdIiRSE:, (EAAPIRYGLG, FHELM—wrapper, Xd
APICHIIERIMEZIRIE

o APIEERERE, RARKRIBERPISHFNERER.

1. wE—R[E] “Hello World!” 9350, 7535 AGET. POST. PUTHIDELETE, H

{§FBrequires_apigateway_signaturefdwrapper,
app = Flask(__name_ )

@app.route("/<id>", methods=['GET', 'POST', 'PUT', 'DELETE'])
@requires_apigateway_signature()
def hello(id):

return "Hello World!"

2. SCHlrequires_apigateway_signature, Y& fiFHIEE B keyFlsecretXIAN—Ndict
F,

def requires_apigateway_signature():
def wrapper(f):

# Directly writing AK/SK in code is risky. For security, encrypt your AK/SK and store them in the
configuration file or environment variables.

# In this example, the AK/SK are stored in environment variables for identity authentication.
Before running this example, set environment variables CLOUD_SDK_AK1, CLOUD_SDK_SK1, and
CLOUD_SDK_AK2, CLOUD_SDK_SK2.

secrets = {

os.getenv('CLOUD_SDK_AK1'): os.getenv('CLOUD_SDK_SK1'),
os.getenv('CLOUD_SDK_AK2'): os.getenv('CLOUD_SDK_SK2'),

}

authorizationPattern = re.compile(

r'SDK-HMAC-SHA256\s+Access=([A,]+),\s?SignedHeaders=([A,]+),\s?Signature=(\w+)")

BasicDateFormat = "%Y%m%dT%H%M%SZ"

@wraps(f)

def wrapped(*args, **kwargs):

[[E BB

return f(*args, **kwargs)
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return wrapped
return wrapper

3. wrapped RE AT ARIGHKID . RIWHRIZNT: FRENREXENR
Authorizationsk, 15%key#signedHeaders.,
if "authorization" not in request.headers:
return 'Authorization not found.', 401
authorization = request.headers['authorization']
m = authorizationPattern.match(authorization)
if m is None:
return 'Authorization format incorrect.', 401
signingKey = m.group(1)
signedHeaders = m.group(2).split(";")

5N, AuthorizationskJ9:

SDK-HMAC-SHA256 Access=signature_key1, SignedHeaders=host;x-sdk-date,
Signature=e11adf65a20d1b82c25419b5*******8d0ba12fed1ceb13ed00

TEEATRILER A -

signingKey=signature_key1
signedHeaders=host;x-sdk-date

4. BidkeyFsecret, WIRAFiEkey, MIREHAIELM o
if signingKey not in secrets:
return 'Signing key not found.', 401
signingSecret = secrets[signingKey]

5. #E—HttpRequestXd%, IFiEKmethod. url. query. signedHeadersXtizfY
BRLMAESF ., HEEREREbodyHiIRE.

FEEEbodyISRE A REEEIUNSIGNED-PAYLOADAIX-sdk-content-
sha256:k,

r = signer.HttpRequest()
rmethod = request.method
ruri = request.path
rquery = {}
for k in request.query_string.decode('utf-8').split('&'):
spl = k.split("=", 1)
if len(spl) < 2:
rquery[spl[0]] =
else:
rquery[spl[0]] = spl[1]
r.headers = {}
needbody = True
dateHeader = None
for k in signedHeaders:
if k not in request.headers:
return 'Signed header ' + k + ' not found', 401
v = request.headers[k]
if k.lower() == 'x-sdk-content-sha256' and v == 'UNSIGNED-PAYLOAD"
needbody = False
if k.lower() == 'x-sdk-date":
dateHeader = v
rheaders[k] = v
if needbody:
r.body = request.get_data()

6. REEZEEIHI. MX-Sdk-DatesLREXHATE], ¥ TSRS EEATBEEEER
159540LAA . AR signedHeaders B &X-Sdk-Date, H3IRERAIERM .
if dateHeader is None:
return 'Header x-sdk-date not found.', 401
t = datetime.strptime(dateHeader, BasicDateFormat)
if abs(t - datetime.utcnow()) > timedelta(minutes=15):
return 'Signature expired.', 401

7. ERverify BiERIIERE S . FIRMRIEEET,
sig = signer.Signer()
sig.Key = signingKey
sig.Secret = signingSecret

n
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if not sig.Verify(r, m.group(3)):
return 'Verify authroization failed.', 401

8. 1BZ1THRSSEE, WIHCIBIEMsME . THERFIERIavaScript SDKARRIhtmIzZ TH
ERER
BENUEFRFERE, 8 “Send request” , SHIERMcurldS, HEDSIT
AT, IRSSEEIR[EI200,
WNSR(EREIRAIKeyFSecretipa), ARSZEIREI40TIAIEREN .

Apigateway Signature Test

Key

signature_key1

Secret

signature_secret1

Method Scheme Host Url

POST = http  + | localhost:8080 [test

Query

Moo yyy')

Headers

{"aaa""bbb"}

Body

J
dsfasdf=1

“

curl -X POST “http://localhost:8080/test?xxx=yyy" -H "aaa: bbb" -H "X-Sdk-Date: 201903071
1224027" -H "host: localhost:8080" -H "Authorization: SDK-HMAC-SHA256 Access=signatur =

2.6.4 C# SDK {#F8i%B8

B’rin=

(ERCHESHITRIRIRS TR, GFEETIRESDK, ARFIATE, RESERE
EiREARIREEZRE

(1 #%HE
C# SDKIXZ#hmackBEiniRSEZ .

HURRSR

o CHEIEFIGCIESEEN, HYPEAP, BKiESN ( ROMA ConnectFIF4ER )
A “BCERRRSHEERRE” &,
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o DEIRENEZZiHRIKeyFNSecret, BNESNHRES.
o ETEHAKESHE, BNESIHEHESR.

¥REX SDK

B RROMA ConnectSEflfEHlE, & “BRSSERL APIC > FHREE” 19 “SDKs” I
FTRESDK,

A=
WESDKE Y “csharpsin” X, TR, TERHEEMTINRE:

e apigateway-signature: SCMEFZEEXRIHEZE, oTHF Net Framework5.Net
CorelfiH .

e backend-signature: [FinlRFZEEZRM, BIRIELIFERIENSHEFER . B
KB EEESE R fFiRE 20l .

o sdk-request: EZEXNVERTOI,

B RimR =Tl
0 #888

o REERIIRE—ETASPNet CorefIfRSEZEE, ERAPINNGIR, FHESEM—
IAuthorizationFilter, YFAPICHUIERMZ LA .

o APIBEERERE, RARBKRIBERPISFNERER.

1. #RE—Controller, $#2GET. POST. PUTHIDELETERUMEO, HAMA
ApigatewaysSignatureFilterfJAttribute

// ValuesController.cs

namespace backend_signature.Controllers
{
[Route("api/[controller]")]
[ApiController]
[ApigatewaySignatureFilter]
public class ValuesController : ControllerBase
{
// GET api/values
[HttpGet]
public ActionResult<IEnumerable<string>> Get()
{
return new string[] { "value1", "value2" };

}

// POST api/values

[HttpPost]

public void Post([FromBody] string value)
{

}

// PUT api/values/5

[HttpPut("{id}")]

public void Put(int id, [FromBody] string value)
{

}

// DELETE api/values/5
[HttpDelete("{id}")]
public void Delete(int id)
{
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}
}
}

2. SCEl—MApigatewaySignatureFilter, & iFHIE Z keyFlsecretIIAN—
Dictionary/a,
// ApigatewaySignatureFilter.cs

namespace backend_signature.Filters

public class ApigatewaySignatureFilter : Attribute, |AuthorizationFilter
{

private Dictionary<string, string> secrets = new Dictionary<string, string>

{

// Directly writing AK/SK in code is risky. For security, encrypt your AK/SK and store them in the
configuration file or environment variables.

// In this example, the AK/SK are stored in environment variables for identity authentication.
Before running this example, set environment variables CLOUD_SDK_AK1, CLOUD_SDK_SK1, and
CLOUD_SDK_AK2, CLOUD_SDK_SK2.

{Environment.GetEnvironmentVariable("CLOUD_SDK_AK1"),
Environment.GetEnvironmentVariable("CLOUD_SDK_SK1")},
{Environment.GetEnvironmentVariable("CLOUD_SDK_AK2"),
Environment.GetEnvironmentVariable("CLOUD_SDK_SK2")},
Y

public void OnAuthorization(AuthorizationFilterContext context) {

/BB

}
}
}

3. OnAuthorizationFRE A ARIGID . RIGRIEINT : FERENRARENR
Authorizationsk, 15%lkeyFlsignedHeaders.,
private Regex authorizationPattern = new Regex("SDK-HMAC-SHA256\\s+Access=([A,]+),\\s?
SignedHeaders=([A,]+),\\s?Signature=(\\w+)");

string authorization = request.Headers["Authorization"];
if (authorization == null)
{
context.Result = new UnauthorizedResult();
return;
}
var matches = authorizationPattern.Matches(authorization);
if (matches.Count == 0)
{
context.Result = new UnauthorizedResult();
return;
}
var groups = matches[0].Groups;
string key = groups[1].Value;
string[] signedHeaders = groups[2].Value.Split(';');

f5En, AuthorizationsLJg:

SDK-HMAC-SHA256 Access=signature_key1, SignedHeaders=host;x-sdk-date,
Signature=e11adf65a20d1b82c25419b5*******8d0ba12fed1ceb13ed00

NIERATRYLESR I -

signingKey=signature_key1
signedHeaders=host;x-sdk-date

4. i@TkeyHF|secret, WNRAFEkey, NIREHAERK.

if (!secrets.ContainsKey(key))
{

context.Result = new UnauthorizedResult();
return;

}

string secret = secrets[key];
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#HE— MHttpRequestXIsR, JFigKkmethod. url. query. signedHeadersXtRzf
BRLWANES, FITRAREREbodyFIRE .

FEEAbodyIREN: REEEIUNSIGNED-PAYLOADAIX-sdk-content-
sha256:k,

HttpRequest sdkRequest = new HttpRequest();
sdkRequest.method = request.Method;

sdkRequest.host = request.Host.Value;

sdkRequest.uri = request.Path;

Dictionary<string, string> query = new Dictionary<string, string>();
foreach (var pair in request.Query)

query[pair.Key] = pair.Value;

sdkRequest.query = query;
WebHeaderCollection headers = new WebHeaderCollection();
string dateHeader = null;
bool needBody = true;
foreach (var h in signedHeaders)
{
var value = request.Headers[h];
headers[h] = value;
if (h.ToLower() == "x-sdk-date")

dateHeader = value;

}
if (h.ToLower() == "x-sdk-content-sha256" && value == "UNSIGNED-PAYLOAD")

needBody = false;
}

sdkRequest.headers = headers;
if (needBody)
{

request.EnableRewind();
using (MemoryStream ms = new MemoryStream())
{
request.Body.CopyTo(ms);
sdkRequest.body = Encoding.UTF8.GetString(ms.ToArray());
}
request.Body.Position = 0;

}
RIGEZ DT . MX-Sdk-DatesLHREXHATIE], FIKTSIRSEIMEREIEERE
155 #LARA . dNRsignedHeaderss A EX-Sdk-Date, tHIRERAIELY .

private const string BasicDateFormat = "yyyyMMddTHHmMmssZ";

if(dateHeader == null)
{
context.Result = new UnauthorizedResult();
return;
}
DateTime t = DateTime.ParseExact(dateHeader, BasicDateFormat, Culturelnfo.CurrentCulture);
if (Math.Abs((t - DateTime.Now).Minutes) > 15)

context.Result = new UnauthorizedResult();
return;

}
TERverify 5iERIGIERE S . FIFMRIGEEET .

Signer signer = new Signer();

signer.Key = key;

signer.Secret = secret;

if (Isigner.Verify(sdkRequest, groups[3].Value))
{

context.Result = new UnauthorizedResult();

}
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8.

E17iRSE, WIEUIBIEE. TERGIEER)avaScript SDKFRIhtmIEZ TR

EMER.

EANWERRFRE, B “Send request” , EFIEMIIcurlsn<, HEGST

FiffT, BRSSEEIRI[EI200,

SNR(EFFTEIRAIKeyFISecretif[al, BRSSERIREI40TINERED .

Apigateway Signature Test

Key

signature_key1

Secret

si gnature_secret

Method Scheme Host

POST = http  *

Query

{00 vy}

Headers

Body

dsfasdf=1

Debug

localhost:8080

url

ftest

o~

curl -X POST "http://localhost:8080/test?xxx=yyy" -H "aaa: bbb" -H "X-Sdk-Date: 20190307T
1224027" -H "host: localhost:8080" -H “Authorization: SDK-HMAC-SHA256 Access=signatur ¥
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HEEMFAIES (Kafka 5|2 )

FF&I5ER
FRiES

MQSIEEF A (FFEREE i )
MQSiEEF & ( RESTful API)

3.1 F A8
3.1.1 A=

=R

ROMA ConnectiSiHEEMMQSEEFe BT RKafkatim¥, WENEEEFAFFERN
FriEKafkaZ Fixei,ROMA Connecti2AIRESTful API, SLIMSMQSHIEEIEREE

ERTEEFin: A SNRAERERTTRKafkaZ Py, FiEEEFimEZ
MQS, SEILEBRIEFFIHEE

ERKRESTul API: N2 FEiE T ARBRESTful API, &EEEMQSHSLHLEE M4~
HEE,

3.1.2 FF&RGE

FARTRRAZER:

Intelli) IDEA: 2018.3.58¢L FRRAS .
Eclipse: 3.6.08kLA_ LR,
Visual Studio: 2019 version 16.8.4afLA_EhRAN o

FRESHBEIREER:

Java: 1.8.1118LA_ERRAHAIIava Development Kit,
Python: 2.78%3.XkRZAIPython,

Go: 1.14K% LA ERRAHIGo,

C#: 6.0RLALERRARI.NET,
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EFumhR AN :
ROMA ConnectfyKafkahZs KafkaZ g2V iRAs
1.1.0 e Java: 1.1.0KLAERRA

e Python: 2.0.1%LA_EhgAs
o Go: 1.82KLAERRA
o C#: 152KLAEARA

230 e Java: 23.0R%LAERRA
e Python: 2.0.1%LA ks
o Go: 1.82KLALRRA
o C#: 1.5 2RLALRRAS

2.7 o Java: 2.7.2K%LAEhRAS
e Python: 2.0.1%LA_EhRAS
e Go: 1.82KLALRRA
o C#: 1.52RLALRRAS

EF IR A FIECEREIN:
FENEFiR(ERAENNEFRSEEERN

3.1.3 ZiREREN
Consumer {EREEIY

ConsumerfJowner L iEBRIFA=REIRY, BHEERInLEAEREEREK, H
EHE,

RIRGIEREERBHEEcommit, BRISEELIELN, TiEEFHAELIE
LMATHE .

ConsumerAgesRENIANFDEH group, STEMMAFIRE, £S5 ConsumeriiZ
ftirebalance, PEZEEZE,

Consumer¥lEFsE#B1d Topic X%, BMSBConsumerfiiBIAREIBER.

ConsumerZsEHApoll, #EF0serverfyOBE, BEOBEERT, S ConsumersiZ
IIAFDEY, PEEBZ.

ConsumerfiEXAY BB AMEFNE A/RF, #%LOO0M ( Out of Memory ) ,

Consumer sessionfI#BRATATEIIR B 7930F), session.timeout.ms=30000, BE2AT
#1358 S# ConsumersiZiBHtfirebalance, FEZEHZE,

ROMA Connect REERIEEZREERIHE, WENEFRIEEELIBNESFE.
IEBARRHEIEAConsumerflclose5i%, BRE—MENEMEZREEE

sesstion.timeout.msAYAT(E] .

Producer {ERZIY

REEHEFIREEES{FR: acks=-1
FeEARIXKMER: retries=3

2024-04-30

159




MASHIEERMF A (ROMA Connect)
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o KIEf{L: lingerms=0
o HFHAIVMAREEZERERR, BENERESERIXEE

Topic {EAEEIN
o FEEEK: HEFE3EIAX,
o HTopiclr A7 KEEIN/I20,
o TopicRIAREF3 ( HBINRAIRS, FoliEE) .

HthiEiY
o EEHPRH: 3000
o HEX/\: FBEBII10MB
o  {SFASASL_SSLMYIABIEIROMA Connect: HsRDNSEBSREMBITAEH, HEE

hosts3X{4ECEROMA ConnectFrB T mipFlEAZ ST, B#eKafka clientftffzm@
fRAT, PHEEEIEEN,

o MEASHBFBIIWSESE * BIAHAN2E, BMRBEETHS0%NAEA

o WEHEBEIVMAEFERBERLTMEFGC, BUSHEEEENEFFIIHE

o ENTEKafkaZEFinifcE HEREME, BUBZ5EEEHRBEITHINER.

o —NEBRATHIEZEMEER—IMQSH, R2AFIZEERAE THIS00NEER
EHITERE, BIHEEEEBEEELAW . INR—NEERATHEEBIIS5001NEZ
&, BEEEER—IMQS, SEIEEEEIRDIZSNEEAT .

(1 #%e8
o FEROMA ConnectSLBIEYE R ERLEFSSASL SSLEIAY, thFFE T VPCHMBAIZAE, T

VPCHI TG E{FERISASL TUEEH B & RRY Topic,

o (ERASASLETVEEHEEMAITopicY, BIXEEFIRFTEENIA “/etc/hosts” XFHECE
hostFNIPAIBREI X R, BNSSINRIZE,

Hep, IPHUERDTEEERANER L, hostABNIFIENEIR, AILIBEY, BFR
BEES. fian:

10.10.10.11 host01
10.10.10.12 host02
10.10.10.13 host03

3.1.4 EF RS2 HECEEIN

KafkaZEPigRIECESHIES, LATiRHProducerfiConsumer/ LI NEHSHECE .
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2 3-1 Producer &

2H

IME

1588

acks

1

W ElServerimfINMES1EL, FrprocuderFE

WERIZ /D MXENRIAMES, BIEEARIEMIN.

acksSHR R THIESFMHEIT A . FEHEIER:

o acks=0: FERproducerFEBEZF(EAHHAN
FEYER, BIAIEZENI0RIsocket bufferFFiA
RNELKRIX, ZBHURER LRI FER
TserverE & INEIWEIE, RNEXEER
SREER (AAZPIRAIIEREEN ) |
EliREoffset R B RBIRE -1,

o acks=1: XBKREZENVEZF eaderEKXKIN
BHIEE \AKiblog, BEHSEEEFME
followerE2&KINB A, 8 follower;EEELIN
FOEYE, mMitAtleader G2 MARSS, W
HESXELSK,

o acks=all: XEkEleaderEBZSMERD
#HRIWEANAE, REHI—ISHEE,
BEAaEL,

retries

L=
Pl 55
kS

EFiRRIEHRRIEIRIXE . {EXTO0RY, XL
BEREFNE, ERREEHRAIE.

IR, XEENSEPIREINEIREEIRITAIE
HIRBMHARE. RIFEIREEERNEEIERY
5, NRXFENERICREPRRERIE—
partition, MFE—NEEELME —NAIXRLII,
NE—FKHESUBE—FEREMER,

request.ti
meout.ms

30000

Lok
PRl s3

Bk

RE—NMBKREAEFSNE, BiTXAEEl<
fiTimeout®E .

BT EINRIR B RK—LE, 40120000 ( 120
), BFANIEES, s8R/ RIXELEMAYE
o

block.on.b
uffer.full

TRUE

TRUE

TRUERTRIENFRARE, EIEEKGNERICRE
EHHEEIR

HABERT, XMEENTRUE, AMELEER]
BEMESHS, FEUIEMHEREF . RIR
B Afalse, MproducerffiE— 1B EEIR:
BufferExhaustedException
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SH

ME

HEFE

ol

batch.size

16384

262144

AR ENIEEEFTE LR . produceri&id
EHMEEHEICR, LUBMBRORE . iXI5E
clientSserverzZalg94aE . AiXELEARTFIX
P EDHBEEETEG
KiXZbrokersfUiERIEEESMLEWXIE, He
L8 EWFF M partitionflI—PNEK .

BN EIEHELL R, HERTRERES
12 (OMEXBHEMNIE ) . BRI ELTESEL
BEESRBEFZAEFETE, XEMBEDBITE
S IBEHEIRFERN

bufferme
mory

335544
32

671088
64

producerf] LAFBSREFEHIENAFARN . WNREL
fEr=4EiEE KT [mbrokerZiXAIEE, producer
SIEZESENMERE, LL “block.on.buffer.full”
k&M,

X ERFproducerBEiSE AN S RFEX,
(BFAR—MEMRRIRE, EAEproducer(E
RRPFEARFHERTERF . —EEIMIATS
BFESE (WRSINEENSE ) , FFEE—L
BT 4#ERER.

max.reque
st.size

104857
6

524288
0

EFEERFIRPXKENIRANBEF T, %
SHEMBREFRIERICREE .

£ 3-2 Consumer &

24

BAE

HEE

152AA

auto.com
mit.enabl
e

TRUE

FALSE

WIERATRUE, consumerfffetchBdiEE R offset
B BEIIREEEIzookeeper . XITE3ZAToffset
BEHELTRIRMIRSSET, B#FEYconsumerfE
H.

AR IREHFALSEfS, SELINEZEBIR
2, XHEALBREEESL,

auto.offse
t.reset

latest

earliest

iR BE A offsetal ZoffsetiMIFRAT, BILLSE
LARME:

earliest: BzriEfioffset IRE

latest: BziEfuoffset NEzHh

none: YN 2B EMoffsetlaiEZERLRE
anything else: EE&EEMHFEE .

connectio
ns.max.idl
e.ms

600000

30000

TIEEATEERIAYE), IREI300008] LAFEMLES
s FEDIERREAYEIE .
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3.2 FARIES

IREX MQS EZ(ER
o IREVEEMIESHD

f:3--pap. 27 NC

EROMA Connect3EfAlizHIERI “SLAER” TUmE, £ “BEXEE” IEEE
MQSIEZBLIE

- fEfKafkaZFPIRAMERZEMQS: £ “EEiit” TEHHE SN MQSHK
R

- (EfKafkaBE P AMIEEMQS: £ “EEithit” TEEEREN MQSAKN
AL

- {FFRESTful APHEIEMQS: £ “MQSEAER” T&EEEERESTful API,
FRENTopicRTR

EROMA ConnectsEflizHIERY “HE SR MQS > TopicEIE” H, BE&Topic
BiRo

SASLINIEEE

FHROMA Connect=2fIFFHT “MQS SASL_SSL” , NEEHRENERR. B35
ERIER.

-  FAPZMNE5

FEROMA Connect=SLi=HIERY “SERLRN A" TR, BdTopicPr/ESERLRN
MR NERNBIFERE, EENMSERTEEEMNABIIKeyF]
Secret, BN AFBRPRAFZEL,

- EPFiRIER
FEROMA ConnectSLiliz#HIER0 “HEER MQS > TopicEIE” W@, Bt
“TESSLIER” TEHEFIRIES.

TEFALRIE

BRIEERESEFEESNHLEIE,

- 3"2”?;2018.3.5§32L‘)\_I:HJ§21§EI’\JIntelliJ IDEA, ZEBiEZEIntelli) IDEAE 5 Mk
T,

§§3.0.37§2LXJ:HJ§ZEApache Maven, ZZ&fiEEMavenES FERE
%2019 version 16.8.4%LA_ERRZAAIVisual Studio, ZL3EEIEZEVisual
StudioB /5 M &

ZERARIESING

- Java: &¥1.8.1118LA EkRAHIava Development Kit, ZEEEIiEZEOracle
B FERHE FE-

:Z%thon: L2, 753 XiRAAIPython, ZEEIBEZEPythonE S FERE ~

- Go: TE114RLUERANGo, ZREAIEEGoES PR Mk,
- C#: RE6O0RLILIRARNET, ZEG15ZENETEA FTERA TE.
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MNASHIEEMF A (ROMA Connect)
&g 3HBERAAIES (Kafka 518 )

3.3 MQS iEEH A ( FREZE iR )

3.3.1 Java ZFim{E A

Brin=

R fréBlavalRARIKafkaZ FIm&ERIES, HemE P iRERIAN B EFSIHER
=R SANCTI

[ ] EZkHyMQSL}szﬁ:.M; ,~1Z’S mﬁﬁﬁ%
o EZEFAATIEHMavaFRESNE, BFESNHERESR.

8|\ Kafka ZFis

MQSEFKafkatt XfRA<1.1.0. 2.3.0. 2.7, EBJLAFEROMA ConnectSEiEFI &Y
“SCENSRE” TmE, £ “MQSEARER” TEEKafkalRAER . JavaFiRE FindIhR
KERBESNERIGHRAERRIN

HRIESLAIRIKafkahR ANME R ERXS MARARZ Rk, IAELA2.7 iR A Fin A GliE TR
B3

<dependency>
<groupld>org.apache.kafka</groupld>
<artifactld>kafka-clients</artifactld>
<version>2.7.2</version>
</dependency>

EXECERER

RNTHE, TNDEFSBEERINERENENE . INERROMA Connect3LAIFR T
SASLIAIE, fElavaZFisavEc &4y EBE,E&SASLLAIEE%E%{:.U, BULE
&, NERSEFERASASUALE, BHEsEXaiE.

o HAFEHBEEENMH (MMEFBEERBFIIMgs.sdk.producer.properties3Zit )

;«JXT*HM‘“B DATEMQSHFERIER, LREN . BEFIREMSE, TLUBER
Ao

#TopicEIRERARRESHEARF.

HHRA RS AR AR R SRS

#2551 bootstrap.servers=192.168.0.196:9095,192.168.0.196:9096,192.168.0.196:9094
bootstrap.servers=ip1:port1,ip2:port2,ip3:port3

H#RIEFASEL

acks=all

#ERFIETSEC
key.serializer=org.apache.kafka.common.serialization.StringSerializer
HERFIETSEC
value.serializer=org.apache.kafka.common.serialization.StringSerializer
#producerm] LAFSRETFEIRAINE A/

buffermemory=33554432

#EIHIREL

retries=0

HHRA RS AR AR R SRS

HINRAERSASLAIE, USSR,

[ R R R R R

HRBERFREMED
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EFHE

sasl.jaas.config=org.apache.kafka.common.security.plain.PlainLoginModule required \
username="username" \
password:"********";

#SASLER A

sasl.mechanism=PLAIN

#INEHIR, BRISTIFSASL_SSLIMY

security.protocol=SASL_SSL

#ssl truststore SR B

ssl.truststore.location=E:\\temp\\client.truststore.jks

#ssl truststoreS4HHIZERD, ERE, BMEN .. BLELZRIREN T ihialavadmadjks3i4 .

ssl.truststore.password=dms@kafka

ssl.endpoint.identification.algorithm=

THRBHRNSEIRE, JSERNMQSEREEIRINSHIE.

- bootstrap.servers: MQSEiZHEHFNIR

- username#llpassword: FFESASL_SSLIAIERTER{EE BRI Z 0355,

- ssl.truststore.location: FFESASL_SSLINIERTFR{ERERIZ FIRIES
HEEREENH (MEGEZEERAEFEIMgs.sdk.consumer.properties3Zf4 )

ITBAESD AREMQSIFBERER, g, ERmEMSE, ATLIBER
IS

#TopicETRERARNE~SHEABF.
HHAHAHBRAAHHRAHHHRHAHHRRH
#2551 bootstrap.servers=192.168.0.196:9095,192.168.0.196:9096,192.168.0.196:9094
bootstrap.servers=ip1:port1,ip2:port2,ip3:port3
#FARE—tRRconsumen#IZFRTEERIF RS, BERBITIRE.
#ANRIGERHERIgroup id, FERiXEprocessesEfZ BT E—consumer group
group.id=1
#ERNFIE TS0
key.deserializer=org.apache.kafka.common.serialization.StringDeserializer
#HERFIE TS
value.deserializer=org.apache.kafka.common.serialization.StringDeserializer
#HRBENHR
auto.offset.reset=earliest
HHAHAHBRHAHHRAHHHRAHHFRRH
#INRAMERSASUALE, LATSHIE RS,
HHAHAHBRHAHHRAHHHRAHHRRH
#igBjaaslKSTNZEN, BIIEHSRE
sasl.jaas.config=org.apache.kafka.common.security.plain.PlainLoginModule required \
username="username" \
passwordz"********";
#SASLEER A=
sasl.mechanism=PLAIN
#INEHY, BRISZHFSASL_SSLINY
security.protocol=SASL_SSL
#ssl truststore SR B
ssl.truststore.location=E:\\temp\\client.truststore.jks
#ssl truststoreXX/HHYEERT, BCEICEIBR T iHa)avadpifbjks 34 o
ssl.truststore.password=dms@kafka
ssl.endpoint.identification.algorithm=

ROMLIEFRNSEREE, TTSEIRBMQSEREERIRINSHIE.
- bootstrap.servers: MQSiEiEtthtFNHO .

- group.id: HETHEBIMR, REWSFTE, BEMHEHBIR, WRIRBATHZE
EAFE, RE=BmelE,

- username#flpassword: FFESASL_SSLIAIERTFHE AR APZFIZER .
- ssl.truststore.location: FFESASL_SSLIAERTFR{ERRHNZ FisiES .

ARHACHD -

package com.mgs.producer;
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import org.apache.kafka.clients.producer.Callback;
import org.apache.kafka.clients.producer.RecordMetadata;
import org.junit.Test;

public class MgsProducerTest {
@Test
public void testProducer() throws Exception {
MgsProducer<String, String> producer = new MqgsProducer<String, String>();
int partiton = 0;
try {
for (inti=0;i<10;i++) {
String key = null;
String data = "The msg is " + i;
/] FRIESECIENTopicEiR. 59, E£F-EEMAPIEE,, BixalKafkaBNZE XM
EFEEHERE.
producer.produce("topicName", partiton, key, data, new Callback() {
public void onCompletion(RecordMetadata metadata,
Exception exception) {
if (exception != null) {
exception.printStackTrace();
return;
}
System.out.println("produce msg completed");
}
ok
System.out.println("produce msg:" + data);
}
} catch (Exception e) {
/] TODO: FELLIE
e.printStackTrace();
} finally {
producer.close();
}
}
}

o AFEHEMH:

package com.mgs.producer;

import java.io.BufferedInputStream;
import java.io.FileInputStream;
import java.io.lOException;

import java.io.InputStream;

import java.net.URL;

import java.util.ArrayList;

import java.util.Enumeration;
import java.util.List;

import java.util.Properties;

import org.apache.kafka.clients.producer.Callback;
import org.apache kafka.clients.producer.KafkaProducer;
import org.apache kafka.clients.producer.Producer;
import org.apache kafka.clients.producer.ProducerRecord;

public class MgsProducer<K, V> {
[BINEFHENRERES, BEAREESELEX
public static final String CONFIG_PRODUCER_FILE_NAME = "mgs.sdk.producer.properties";

private Producer<K, V> producer;

MgsProducer(String path)
{
Properties props = new Properties();
try {
InputStream in = new BufferedInputStream(new FilelnputStream(path));
props.load(in);
}catch (IOException e)
{
e.printStackTrace();
return;
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}

producer = new KafkaProducer<K,V>(props);
}
MgsProducer()

Properties props = new Properties();

try {
props = loadFromClasspath(CONFIG_PRODUCER_FILE_NAME);

}catch (IOException e)

{
e.printStackTrace();
return;
}
producer = new KafkaProducer<K,V>(props);
}
*HEFEER

* @param topic topicIR
* @param partition partition

* @param key HEkey
* @param data HEHE
*/
public void produce(String topic, Integer partition, K key, V data)
{
produce(topic, partition, key, data, null, (Callback)null);
}
/** .
* EFEER

* @param topic topicIR

* @param partition  partition

* @param key HEkey

* @param data HEHIE

* @param timestamp  timestamp

public void produce(String topic, Integer partition, K key, V data, Long timestamp)

{
produce(topic, partition, key, data, timestamp, (Callback)null);

}

*k

*EFEER

* @param topic topicIR

* @param partition  partition

* @param key HEkey

* @param data HEHE

* @param callback callback

*/

public void produce(String topic, Integer partition, K key, V data, Callback callback)
{

produce(topic, partition, key, data, null, callback);

}
public void produce(String topic, V data)
{
produce(topic, null, null, data, null, (Callback)null);
}
*HEFEER

* @param topic topickI&R

* @param partition  partition

* @param key HEkey

* @param data HEHE

* @param timestamp  timestamp
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* @param callback callback

*

public void produce(String topic, Integer partition, K key, V data, Long timestamp, Callback
callback)
{
ProducerRecord<K, V> kafkaRecord =
timestamp == null ? new ProducerRecord<K, V>(topic, partition, key, data)
: new ProducerRecord<K, V>(topic, partition, timestamp, key, data);
produce(kafkaRecord, callback);

}

public void produce(ProducerRecord<K, V> kafkaRecord)
{

produce(kafkaRecord, (Callback)null);
}

public void produce(ProducerRecord<K, V> kafkaRecord, Callback callback)
{
producer.send (kafkaRecord, callback);

}

public void close()
{
producer.close();

}
/**

* get classloader from thread context if no classloader found in thread
* context return the classloader which has loaded this class

*

* @return classloader
public static ClassLoader getCurrentClassLoader()
{
ClassLoader classLoader = Thread.currentThread()
.getContextClassLoader();
if (classLoader == null)
{
classLoader = MgsProducer.class.getClassLoader();
}
return classLoader;

}

*k

* Mclasspath INAECEEE

* @param configFileName E2& S-SR
* @return BEEER
* @throws |IOException
*/
public static Properties loadFromClasspath(String configFileName) throws IOException
{
ClassLoader classLoader = getCurrentClassLoader();
Properties config = new Properties();

List<URL> properties = new ArrayList<URL>();

Enumeration<URL> propertyResources = classLoader
.getResources(configFileName);

while (propertyResources.hasMoreElements())

properties.add(propertyResources.nextElement());

}
for (URL url : properties)
{
InputStream is = null;
try
{

is = url.openStream();
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config.load(is);

}
finally
if (is != null)
{
is.close();
is = null;
}
}

}

return config;
}
}

MACHY :

package com.mgs.consumer;

import org.apache kafka.clients.consumer.ConsumerRecord;
import org.apache kafka.clients.consumer.ConsumerRecords;
import org.junit.Test;

import java.util. Arrays;

public class MgsConsumerTest {
@Test
public void testConsumer() throws Exception {
MgsConsumer consumer = new MgsConsumer();
[ FRIEEEEZE BRI TopicEiR.
consumer.consume(Arrays.asList("topicName"));
try {
for (inti=0;i<10; i++){
ConsumerRecords<Object, Object> records = consumer.poll(1000);
System.out.println("the numbers of topic:" + records.count());
for (ConsumerRecord<Object, Object> record : records)
{
System.out.println(record.toString());
}
}
}catch (Exception e)

// TODO: SE4E
e.printStackTrace();
Hinally {
consumer.close();
}
}
}

HEEHEUHS:

package com.mgs.consumer;

import org.apache kafka.clients.consumer.ConsumerRecords;
import org.apache.kafka.clients.consumer.KafkaConsumer;
import java.io.BufferedinputStream;

import java.io.FileInputStream;

import java.io.lOException;

import java.io.InputStream;

import java.net.URL;

import java.util.*;

public class MgsConsumer {
public static final String CONFIG_CONSUMER_FILE_NAME = "mgs.sdk.consumer.properties";

private KafkaConsumer<Object, Object> consumer;
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MgsConsumer(String path)
{
Properties props = new Properties();
try {
InputStream in = new BufferedInputStream(new FilelnputStream(path));
props.load(in);
}catch (IOException e)

{
e.printStackTrace();
return;
}
consumer = new KafkaConsumer<Object, Object>(props);
}
MgsConsumer()
{
Properties props = new Properties();
try {

props = loadFromClasspath(CONFIG_CONSUMER_FILE_NAME);
}catch (IOException e)

{
e.printStackTrace();
return;

}

consumer = new KafkaConsumer<Object, Object>(props);

public void consume(List topics)

{

consumer.subscribe(topics);

}

public ConsumerRecords<Object, Object> poll(long timeout)
{
return consumer.poll(timeout);

}

public void close()
{
consumer.close();

}
/**

* get classloader from thread context if no classloader found in thread
* context return the classloader which has loaded this class

*

* @return classloader
public static ClassLoader getCurrentClassLoader()
{
ClassLoader classLoader = Thread.currentThread()
.getContextClassLoader();
if (classLoader == null)

{

classLoader = MgsConsumer.class.getClassLoader();
}
return classLoader;

}

* Mclasspath INAECEEE

* @param configFileName EZ& S H-EFR

* @return BEEER

* @throws |IOException

*/

public static Properties loadFromClasspath(String configFileName) throws IOException

ClassLoader classLoader = getCurrentClassLoader();
Properties config = new Properties();
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List<URL> properties = new ArrayList<URL>();

Enumeration<URL> propertyResources = classLoader
.getResources(configFileName);

while (propertyResources.hasMoreElements())

properties.add(propertyResources.nextElement());

}

for (URL url : properties)
{

InputStream is = null;
try
{
is = url.openStream();
config.load(is);

}
finally

if (is != null)
{
is.close();
is = null;
}
}
}

return config;
}
}

3.3.2 Python Z i FixEE

B’ria=

AXLALinux CentOSIEARI, N EBPythonikARIKafkaZRIRIEIFIES, BiEKafka
ERimLx, LIREF. IBEER.

L4 Eéikﬂy M QSL}S'C1|:| Ty ~{$ mﬁﬁ)&% o
o EXREFARTIEBMPythonFFRIESHIE, BAESIARIES.

5|\ Kafka ZFixg

MQSEFKafkatt KhRA1.1.0. 2.3.0. 2.7, EATLAFEROMA ConnectsLAli=4I&89
“SLEHER” T, 7 “MQSERER” TEEKafkahRAMEE . PythonFHREZE sk
AR A(FEFRIES W& FishRAMEREIN

HITLUAT S, LRXIMNMRAAIPython KafkaZ Fir:

pip install kafka-python==2.0.1

EFEHR
e SASLINIEST
R, MRS EERIRITABEES.

from kafka import KafkaProducer
import ssl

#HEREER

conf ={
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HEHE

'bootstrap_servers': ["ip1:port1","ip2:port2","ip3:port3"],
'topic_name": 'topic_name',

'sasl_plain_username': 'username’,

'sasl_plain_password": 'password'

}

context = ssl.create_default_context()

context = ssl.SSLContext(ssl.PROTOCOL_SSLv23)
context.verify_mode = ss|.CERT_REQUIRED
#HIEBE

context.load_verify_locations("phy_ca.crt")

print('start producer")

producer = KafkaProducer(bootstrap_servers=conf['bootstrap_servers'],
sasl_mechanism="PLAIN",
ssl_context=context,
security_protocol='SASL_SSL',
sasl_plain_username=conf['sasl_plain_username'],
sasl_plain_password=conf['sasl_plain_password'])

data = bytes("hello kafka!", encoding="utf-8")
producer.send(conf['topic_name'], data)
producer.close()

print(‘end producer')

RBHFRSERE, TSEIRBIMQSEREEERINSHIE.
- bootstrap_servers: MQSiEiEthhtFNixO .
- topic_name: EEFEEBERITopicER,

- sasl_plain_usernamefsasl_plain_password: FFESASL_SSLIAMERT PR FEHY

FRR&MED.

context.load_verify_locations: FFESASL_SSLIAMFRTPR{SFERIZE FimiE+H o

EIESASL»Au‘tE‘t
T2, IMMEREEEERALHEEEE.

from kafka import KafkaProducer

conf ={
'bootstrap_servers": ["ip1:port1","ip2:port2","ip3:port3"],
'topic_name": 'topic_name’,

}

print('start producer')
producer = KafkaProducer(bootstrap_servers=conf['bootstrap_servers'])

data = bytes("hello kafka!", encoding="utf-8")
producer.send(conf['topic_name'], data)
producer.close()

print(‘end producer')

HIRBHRNSHIRE, ISERRMQSEREERENSHIE.
- bootstrap_servers: MQSiEENEFNIFHO .
- topic_name: BEFEHERTopicEiR,

SASLi)\iEE‘ﬁ
T2, IERNEZESBIENLFEEERE.

from kafka import KafkaConsumer

import ssl

HIEEER

conf ={
'bootstrap_servers': ["ip1:port1","ip2:port2","ip3:port3"],
'topic_name": 'topic_name',
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'sasl_plain_username': 'username’,
'sasl_plain_password': 'password',
'‘consumer_id": 'consumer_id'

}

context = ssl.create_default_context()

context = ssl.SSLContext(ssl.PROTOCOL_SSLv23)
context.verify_mode = ss|.CERT_REQUIRED
#HIEBE

context.load_verify_locations("phy_ca.crt")

print('start consumer')

consumer = KafkaConsumer(conf['topic_name'],
bootstrap_servers=conf['bootstrap_servers'],
group_id=conf['consumer_id'],
sasl_mechanism="PLAIN",
ssl_context=context,
security_protocol='SASL_SSL',
sasl_plain_username=conf['sasl_plain_username'],
sasl_plain_password=conf['sasl_plain_password'])

for message in consumer:
print("%s:%d:%d: key=%s value=%s" % (message.topic, message.partition,message.offset,
message.key,message.value))

print(‘end consumer')

THIRBHRNSERE, TSERRMQSEREEIRINSHIE.
- bootstrap_servers: MQSiE#EtthhtFNixO .

- topic_name: EHZHBEAITopicEiR,

- sasl_plain_usernameflsasl_plain_password: FFESASL_SSLIAMERTFH{ERAY

RRPEME.

- consumer_id: jHEEHEBTR. RIEWSFEE, BENHEARBIR, MRIRER

HBEREE, RSB0,

- context.load_verify_locations: FFESASL_SSLIAMERTFT{FFEHYZS FiHiIEH o

JESASLIAIEA T
IR, NMERNSEESIRALHBEEERE.

from kafka import KafkaConsumer

conf ={
'bootstrap_servers": ["ip1:port1","ip2:port2","ip3:port3"],
'topic_name": 'topic_name',
'‘consumer_id": 'consumer_id'

}

print('start consumer')

consumer = KafkaConsumer(conf['topic_name'],
bootstrap_servers=conf['bootstrap_servers'],
group_id=conf['consumer_id'])

for message in consumer:
print("%s:%d:%d: key=%s value=%s" % (message.topic, message.partition,message.offset,
message.key,message.value))

print(‘end consumer')

TEUCIERRISEGREE, TSERBIMQSIEZSRIRINSHE.
- bootstrap_servers: MQSiEEtthhtFNIFO .

- topic_name: EHZEHERITopicEFR,

- consumer_id: jHZEHEBTR. RIEWSEFE, BENHEARIR, MRIRER

HBEREE, RESBE0IE,
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3.3.3 Go Eir{sEFHiRAA
BEFS

A3ZLALinux CentOSTRIE AR, NMBGokRAHIKafkaZRimEiZiES, BifKatkaZ P
im&sE, UREFT. HEHEE,

RURSRG
o ERBMQSERES, BNESIFRES.
o EREFLRIEMPythonFFRIESING, BHNESNFRES.

5|\ Kafka ZFif

MQSEFKafkatt XhrA1.1.0. 2.3.0. 2.7, EAILAFEROMA ConnectZLfli=HI &/
“SCEER” WE, & ‘MQSEARMER” TEEKafkahRAMEE . GoFFREEFinAYR
KERIBEENEFIHRAERREN .

HITLAT S, REXINMRAAIGo KafkaZ Fif

go get github.com/confluentinc/confluent-kafka-go/kafka

o SASLINIEAT
IR, INMERSEESIRALHBEEE.

package main

import (
"bufio"
"fmt"
"github.com/confluentinc/confluent-kafka-go/kafka"
|llog|l
og"
"os/signal"
"syscall"

)

var (
brokers = "ip1:port1,ip2:port2,ip3:port3"
topics = "topic_name"
user "username"
password = "password"
caFile ="phy_ca.crt"

)

func main() {
log.Println("Starting a new kafka producer")

config := &kafka.ConfigMap{
"bootstrap.servers": brokers,
"security.protocol": "SASL_SSL",

"sasl.mechanism": "PLAIN",
"sasl.username":  user,
"sasl.password":  password,
"ssl.ca.location": caFile,

}

producer, err := kafka.NewProducer(config)

if err !=nil {
log.Panicf("producer error, err: %v", err)
return

}
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go func() {
for e := range producer.Events() {
switch ev = e.(type) {
case *kafka.Message:
if ev.TopicPartition.Error != nil {
log.Printf("Delivery failed: %v\n", ev.TopicPartition)
}else {
log.Printf("Delivered message to %v\n", ev.TopicPartition)
}
}
}
30

// Produce messages to topic (asynchronously)
fmt.Println("please enter message:")
go func() {
for {
err := producer.Produce (&kafka.Message{
TopicPartition: kafka.TopicPartition{Topic: &topics, Partition: kafka.PartitionAny},

Value: Getlnput(),

}, nil)

if err !=nil {
log.Panicf("send message fail, err: %v", err)
return

}
}
{0

sigterm := make(chan os.Signal, 1)
signal.Notify(sigterm, syscall.SIGINT, syscall.SIGTERM)
select {
case <-sigterm:

log.Println("terminating: via signal")
}
// Wait for message deliveries before shutting down
producer.Flush(15 * 1000)
producer.Close()

}

func Getlnput() [Ibyte {
reader := bufio.NewReader(0s.Stdin)
data, _, _ := reader.ReadLine()
return data

}
TEUCIERRISEGREE, TSERBIMQSIERZE RIS HIE.
- brokers: MQSiEEF IR .
- topics: BEFHERITopicETR,
- userfllpassword: FFESASL_SSLIAERTFR{EFBRIFE R ZF 02509 o
- caFile: FFBSASL_SSLINIERIFH{ERRIZE FPIHIES
e IESASLINIERSTL
E2, IMEREEZESERAIIFIBEER
package main

import (
"bufio"
"fmt"
"github.com/confluentinc/confluent-kafka-go/kafka"
|llog|l
"og"
"os/signal"
"syscall"
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var (

)

brokers = "ip1:port1,ip2:port2,ip3:port3"
topics = "topic_name"

func main() {

}

log.Println("Starting a new kafka producer")

config := &kafka.ConfigMap{
"bootstrap.servers": brokers,

}
producer, err := kafka.NewProducer(config)
if err !=nil {
log.Panicf("producer error, err: %v", err)
return
}
go func() {

for e := range producer.Events() {
switch ev = e.(type) {
case *kafka.Message:
if ev.TopicPartition.Error != nil {
log.Printf("Delivery failed: %v\n", ev.TopicPartition)
}else {
log.Printf("Delivered message to %v\n", ev.TopicPartition)
}
}
}
30

// Produce messages to topic (asynchronously)
fmt.Println("please enter message:")
go func() {
for {
err := producer.Produce (&kafka.Message{
TopicPartition: kafka.TopicPartition{Topic: &topics, Partition: kafka.PartitionAny},

Value: Getlnput(),

}, nil)

if err !=nil {
log.Panicf("send message fail, err: %v", err)
return

}

}
30

sigterm := make(chan os.Signal, 1)
signal.Notify(sigterm, syscall.SIGINT, syscall.SIGTERM)
select {
case <-sigterm:

log.Println("terminating: via signal")
}
// Wait for message deliveries before shutting down
producer.Flush(15 * 1000)
producer.Close()

func Getlnput() [Ibyte {

}

reader := bufio.NewReader(0s.Stdin)
data, _, _ := reader.ReadLine()
return data

THRIBPISERE, TSEREMQSERERIRINZHIE.

brokers: MQSE#ZE AR -
topics: E4FEHERTopicETR,
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HEHE

o SASLINIEAT
IR, NMERSEESIRALHBEEEE.

package main

import (
"fmt"
"github.com/confluentinc/confluent-kafka-go/kafka"
Hlogll
"0s
"os/signal"
"syscall"

n

)

var (
brokers = "ip1:port1,ip2:port2,ip3:port3"
group = "group_id"
topics = "topic_name"
user = "username"
password = "password"
caFile ="phy_ca.crt"
)

func main() {
log.Println("Starting a new kafka consumer")

config := &kafka.ConfigMap{
"bootstrap.servers": brokers,
"group.id": group,
"auto.offset.reset": "earliest",
"security.protocol": "SASL_SSL",

"sasl.mechanism": "PLAIN",
"sasl.username":  user,
"sasl.password":  password,
"ssl.ca.location": caFile,
}
consumer, err := kafka.NewConsumer(config)
if err !=nil {
log.Panicf("Error creating consumer: %v", err)
return
}
err = consumer.SubscribeTopics([]string{topics}, nil)
if err !=nil {
log.Panicf("Error subscribe consumer: %v", err)
return
}
go func() {
for {
msg, err := consumer.ReadMessage(-1)
if err !=nil {
log.Printf("Consumer error: %v (%v)", err, msg)
}else {
fmt.Printf("Message on %s: %s\n", msg.TopicPartition, string(msg.Value))
}
}
30

sigterm := make(chan os.Signal, 1)
signal.Notify(sigterm, syscall.SIGINT, syscall.SIGTERM)
select {
case <-sigterm:

log.Println("terminating: via signal")
}

if err = consumer.Close(); err != nil {
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log.Panicf("Error closing consumer: %v", err)
}
}

RECIEHRRISEIREE, TTSERBMQSIER(SEIRENSHIE.,
- brokers: MQSIEEMNFNRO .,

- group: HEEAERR. RIEWSESFE, BEXHEARNR, WRRERHESA
MrE, RA=BntE.

- topics: EHZEEERITopicEIR,

- userfllpassword: FFESASL_SSLIMERTFRERHIAAEFIZG.
- caFile: FFESASL_SSLINIERSFA{EARIE FIRIES .
JESASLINIES T

TR, IMEASESERANTFEEEE.

package main

import (
"fmt"
"github.com/confluentinc/confluent-kafka-go/kafka"
|llog|l
"os"
"os/signal"
"syscall"

)

var (

brokers = "ip1:port1,ip2:port2,ip3:port3"
group = "group_id"

topics = "topic_name"

)

func main() {
log.Println("Starting a new kafka consumer™")

config := &kafka.ConfigMap{
"bootstrap.servers": brokers,
"group.id": group,
"auto.offset.reset": "earliest",

}
consumer, err := kafka.NewConsumer(config)
if err !=nil {
log.Panicf("Error creating consumer: %v", err)
return
}
err = consumer.SubscribeTopics([]string{topics}, nil)
if err !=nil {
log.Panicf("Error subscribe consumer: %v", err)
return
}
go func() {
for {
msg, err := consumer.ReadMessage(-1)
if err !=nil {
log.Printf("Consumer error: %v (%v)", err, msg)
}else {
fmt.Printf("Message on %s: %s\n", msg.TopicPartition, string(msg.Value))
}
}
30

sigterm := make(chan os.Signal, 1)
signal.Notify(sigterm, syscall.SIGINT, syscall. SIGTERM)
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select {
case <-sigterm:

log.Println("terminating: via signal")

}

if err = consumer.Close(); err != nil {

log.Panicf("Error closing consumer: %v", err)

}
}

THRIBPRSERE, JSERBMQSERERIRINSHIE.

- brokers: MQSZE#EEHUEFIR .
- group: HZEARIR, RIEWS

FEE, RRE=B8E,

- topics: BEHZEIEERITopicER,

3.3.4 C#E PimfsE iR
BEFE

FE, BENHEEAREN, NRRERHESA

RN BCHRPRIKafkaZ FIRIEEIES, BiFKafkaZFin%a, LUREF. HEH

=|

S Ne)

HURR SR

L4 EZkHyMQSl_itiﬁzl SNy ,~{Zt mﬁ&ﬁ%

8|\ Kafka ZFis

MQSEFKafkatt Xhr41.1.0. 2.3.0, 2.7

WIRES .

&R LATEROMA ConnectSEfA=HIERY

¢ ”'“@M*E'” E, £ ‘“MQSEARER” TEEKafkalk IR . CHFREFIRAINR

AERIBESNEF iR AERERN .

HATLA T ap < TR &= CHRIKafkatk iz

dotnet add package -v 1.5.2 Confluent.Kafka

= = 15
e SASLIAIEAT

IR, IMEAEEEERILABEER.

using System;
using Confluent.Kafka;

class Producer

{
public static void Main(string[] args)

{

var conf = new ProducerConfig {

bootstrap_servers = “ip1:port1,ip2:port2,ip3:port3” ,

context.load_verify_locations = ¢

sasl_mechanism = “PLAIN” ,

security_protocol= “SASL_SSL” ,

SaslUsername = “username” ,
SaslPassword = “password” ,

Y

Action<DeliveryReport<Null, string>> handler = r =>

Console.WriteLine(!r.Error.IsError
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? $” Delivered message to {r.TopicPartitionOffset}”
:$” Delivery Error: {r.Error.Reason}” );

string topic = “topic_name” ;
using (var p = new ProducerBuilder<Null, string>(conf).Build())

for (int i=0; i<100; ++i)
{
p.Produce(topic, new Message<Null, string> { Value = i.ToString() }, handler);

}
p.Flush(TimeSpan.FromSeconds(10));
}
}
}

RBHISEREE, TSERBIMQSIEREEERINSHIE.

- bootstrap_servers: MQSiEsEtthhtFNi%O .

- topic: BEFEEERITopicETR,

- SaslUsername#1SaslPassword: FFESASL_SSLIAMERTFH{ERERIFE R Z %%

=

- context.load_verify_locations: FFESASL_SSLIAMERTFH{ERRRIE FPIHIES .
e JESASLIAIEST

IR, IMNESFESRAOBEBEER.

using System;
using Confluent.Kafka;

class Producer

{
public static void Main(string[] args)
{
var conf = new ProducerConfig {
bootstrap_servers = “ip1:port1,ip2:port2,ip3:port3” ,
b
Action<DeliveryReport<Null, string>> handler = r =>
Console.WriteLine(!r.Error.IsError
? $” Delivered message to {r.TopicPartitionOffset}”
:$” Delivery Error: {r.Error.Reason}” );
string topic = “topic_name” ;
using (var p = new ProducerBuilder<Null, string>(conf).Build())
for (int i=0; i<100; ++i)
{
p.Produce(topic, new Message<Null, string> { Value = i.ToString() }, handler);
}
p.Flush(TimeSpan.FromSeconds(10));
}
}
}

THIRBHRNSHIRE, ISEREMQSEREERINSHIE.
- bootstrap_servers: MQSiEiEtthhtFNixO .
- topic: BEFEHERITopicETR,

HEER
o SASLINIEAT
IR, NMERSEESEMANLHBEEER.

using System;
using System.Threading;
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using Confluent.Kafka;

class Consumer

{
public static void Main(string[] args)

{

var conf = new ConsumerConfig {
Groupld = “group_id”
BootstrapServers = “ip1:port1,ip2:port2,ip3:port3”
SslCalocation = “phy_ca.crt”
SaslMechanism = “PLAIN” ,
SecurityProtocol = SASL_SSL,
SaslUsername = “username” ,
SaslPassword = “password”
AutoOffsetReset = “earliest”

1

string topic = “topic_name”

using (var c = new ConsumerBuilder<ignore, string>(conf).Build())
c.Subscribe(topic);

CancellationTokenSource cts = new CancellationTokenSource();
Console.CancelKeyPress += (_, e) => {

e.Cancel = true;

cts.Cancel();

If
t ry
{

while (true)
{
try
{
var cr = c.Consume(cts.Token);
Console.WriteLine($"Consumed message '{cr.Value}' at: '{cr.TopicPartitionOffset}'.");

}

catch (ConsumeException e)

Console.WriteLine($"Error occured: {e.Error.Reason}");
}
}
}

catch (OperationCanceledException)

c.Close();
}
}
}
}

REUCREFRISERE, TSERBMQSEREERENSHIE.,
- BootstrapServers: MQSiEiEtttFNiwO .

- Groupld: JHZEHEBIR, RIFEWSFER, BEMHEHBR, NRLKENEE
EAFE, RE=BmeE,

- topic: EHZEHEHTopicEFR,

- SaslUsername#SaslPassword: FFESASL_SSLIAIERTFR{ERRIA R ZF 02
=

SslCaLocation: FFESASL_SSLIAFRATFHERRIZ FiEE .
o EIIESAS LIAEF =X
T2, IMARETESRALIHIBEBEEE.

using System;
using System.Threading;
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using Confluent.Kafka;

class Consumer
{
public static void Main(string[] args)
{
var conf = new ConsumerConfig {
Groupld = “group_id” ,
BootstrapServers = “ip1:port1,ip2:port2,ip3:port3” ,
AutoOffsetReset = “earliest”

1
string topic = “topic_name” ;

using (var c = new ConsumerBuilder<ignore, string>(conf).Build())
{
c.Subscribe(topic);

CancellationTokenSource cts = new CancellationTokenSource();
Console.CancelKeyPress += (_, e) => {

e.Cancel = true;

cts.Cancel();

If
try
{

while (true)
{

try

{

var cr = c.Consume(cts.Token);
Console.WriteLine($"Consumed message '{cr.Value}' at: '{cr.TopicPartitionOffset}'.");

}

catch (ConsumeException e)

{
Console.WriteLine($"Error occured: {e.Error.Reason}");
}
}
}

catch (OperationCanceledException)

c.Close();
}
}
}
}

ROMCIEFRNSEGREE, TTSEIRBMQSERZEEIRINSHIE-
- BootstrapServers: MQSEZHEFNIH

- Groupld: JHEZRERTR. RFEWSFEE, BEHEEARR, WRRERHE
EARFE, REsEmEIE.

- topic: EBHEHEERITopicEFR,
3.3.5 HiE=SZE Fim{FHiHA

MQSsEEFAKafkaFFEE i, MREEREMES, tBALIMKafkaBERZREIEF
i, ZERKafkaEMIEMAGERIRE, SMQSHHE,

3.3.6 [fi3R: MRS ERAIERE

TEEAEFIE BT SEM Y REROMA Connect. =i E B R TIEABEF
IE, XHFEAROMA ConnectlVErF=EFIIHZEE B TAVMERZEIN
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BWHREFSHENATE

HB&E

4FEHBRE, £FEEERIEROMA ConnecttlUIREHEEMINEE 2B/ AIEMIN, M
RIREIXMEREHAIE.

BXREFFER, S HiEEEFEEREAPINNEES, LSAERESHINA
%, EHEERIREY, MREERE, £-&8EERRIRERINNGS, £7&
HORARRAETEEERLER . MRBEKEILERINNGES, WXRBIZEEEEH
ROMA ConnectB] £7Zfi

ERHE
HEHELN, HEEFEEWMARREECHKMAINEE,

R B IRORTEMEEROMA ConnectfUTEMEN R+ . SEZERHMKRIKEIROMA
ConnecthFERTER . BEBEREVEER, HTEBRFFICRBEZEMINSERAMRE,
HISEZRIRSIERZZIROMA Connect, FHROMA ConnectiRiEEZE F—HtERKENE
BIMEEHE,

HHELES, MRENEE, REREHEEWA, ZERSEREREEERF
FIRHBERE

HEREFSHENEFE®E

ROMA Connectigit 7 —RIIAEERIERENE, BRBEEAERX. FINERBEREE
FENSIRIER R SRS FEANREERNEIRE, ERERIA (ACK) HHgE
RBREMIREPBEINRE.

ERINEEEFNIRER, BRRTHFEREFSEENA, EHERS

ROMA Connect5ErkiBEAXESEENEEEHEIRIT

o IFEEMANBEERBEREMIN, £F-EFTEREEEERIXLEROMA
Connect,

o IESWFIELETNER, HEEFTESFROMA ConnectiBZRRINEFRIEAR
BEE,

HERA L EE T

PMRESERREMBREENR, EFEREEERENEE. BE, BABEH
HHUEEE, MEBKERAURERAMELRE, FLIBRRELCAPIRRIRE .

N TFEMRKREERILR, HRMEEFSEE, JLURL APIERRE, AR
B
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3-1 HEHMBEFSHE

| T T O wemas ) e g

Producers Queue Consumers

[0000IlIO

[0000])

ikl

MERXHRN, RXTEEBIZI10FKER, BRINABEBIZ512KB,

EEr (&RX) BRAUUREER, mERHFASHME, fERX, FrIH,
BERIE . XS ERDERIREAERMRIER S AIERISERE

3-2 [HREREF5HE

| o P — >

Producers GQueue Consumers

ommllo ®
O OO0

©)

ItEsh, WEHFHERE, HEENRBIRIRIRFI BRI TR A, SXE—
FHBAMBERMES, FBEFRAEMERIERTRIEEES, EENCIERGIERN
iH B THRIARDET

ISFIEZAED BT

FAF{ERROMA ConnectfENIHEEIER S, BEMIINERRENTFEMIRSE
HIRSZEEXEEN,

SERREFIEETEFBRIREE R, BT elEREEEER LRSEEM ST
IR ARSS X% . AP LIBIZ—MEGEERE, WERPIEREITEEHD
IMBERTRE, XFEFAEIEMRSIERALE,
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F&igEE 3 HEERFRIES (Kafka 5|2 )
3.3.7 ff§=: spring-kafka XJiZPRE|
iR
spring-kafkaFt S FiFEKafkaZ Pir, HESFHiREKafkaZPiwAIRAIRXRATS R
SpringEM . spring-kafkaEBHIKafkaZ PiwhRATEE 2. x.xiRA, MROMA
Connectid B &k IKafkalRSZimARA/91.1.0. 2.3.0. 2.7hRA, EULTESpring BootIi
B T fE4{#Mspring-kafkaiEiZROMA Connectt, iSHRE ik SRS IRAIKafkakR
.
& spring-kafkaiEZHIROMA ConnectsLfflgKafka 1.1.0MRASES, AEBHAITHEERILAE
BEA, (NOHFEINEER S . SHEEIE, AT ARSIFRITNEE, BRUELASMOE
ftEINsEERAINTR . MRAEFERIRFIETEHMER, ERERARSIF.
A3ZHF zstd [E4g2EE
Kafka?E2.1.0MRAHIE 7 zstd[E4828EY, M01.1.0MRAAIKafka ARz iFzstd B2
o FECENH:
src/main/resources/application.yml
o ERENR:
spring:
kafka:
producer:
compression-type: xxx
o {HFAMRH:

“compression-type” BYEAREEIREN “zstd” .

AHFHHEEEFRSARINAEE

KafkaZ FixfE2. MR AT 7 Consumer23 “group.instance.id” , 188 71%IDAJH

BEBIMI—EEESHR .
o MHCENE:

src/main/resources/application.yml
o FECEIN:
spring:
kafka:
consumer:

properties:
group.instance.id: xxx

o (EABRHI:
ABEAIN “group.instance.id” SEEE

3.4 MQS iE#ZH A& ( RESTful API)
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FRisE

3 HEEMRIES (Kafka 512 )

3.4.1 Java Demo {# iR

e S T
MR BIHEDNBEREREEKafkaZ Fifk, MQSSLAIARILAEIHTTP RESTfulls=t
piE, SiEaiEETopickRIXBEE.. IBEBEUNBIAEBEE.
XA EERTEREB WS EARLNE, HEFE—([FRAHTTPIMUZEN
BERIE
1. REMQSIHEE(EER, BINESERARES
(11 %88
o ZEROMA Connect=LHIRYiE B &K IEFESASL_SSLAYEIRT, tBFFE T VPCRMEBASZA
&, MVPCRTGIHERSASLA IIEREEE &R Topic,
o (FRSASLAERSHEERAITopichS, BINEZFIRFTEENAY “/etc/hosts” i
BoEhostFIPHIBET X R, BUES|INAIEE,
Hrp, PRI HEEERANERENE, host A NEMENRIZIR, TLIEEN,
{BABEEE . Hla0:
10.10.10.11 host01
10.10.10.12 host02
10.10.10.13 host03
2. ZEREULED, BEAPHSK, SIETAPIERIIESE .,
STAPIIEKRER , 15{FEASASLAIARZSZBIEAZEAXT, BiEKURL, HELRTS
BHERERNETHITER, HERKRSHTRE,
3. f{EFDemofaigETopickF=ERE . EEHBEEMMABRERT, REIAINGLNSE B
BEEEEEEEORE. BEEREONIBIEZMmAREORA,
BUIRSRE
RISt 7 JavaiE SHIRESTul APHER&ZIETRMBI . =BII— EIntelli) IDEAT B
FABIMavenIT 2, AL, SURERINSER, BALEHESUTIRE (LA
Windows 10& %1 ) :
o EFREIMQSIEIZIER, BINESIARES.
o CEXEFATIEMavaRdKEESHE, BfESIHRES.
e 3KEVDemo,
FEROMA ConnectsEfFliEHIGRY “TEEER MQS > TopicElE” RHE, BFHALE
B “TERE > FERESTful APl Java Demof,” T&;Demo.
ENTIE
1. #TFFintelli) IDEA, FESEZIEEE “Import Project”
3 “Select File or Directory to Import” SHEIE.
2. 1EsEHRIYHEIEARISIRARIESAYRESTful APl Java Demoi&fR, Btk “OK”
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FRisE

3 HEEMARIES (Kafka 5/1%)

3.

Select File or Directory to Import

Select directory with existing sources,

Eclipse project (.project) or classpath (.classpath)] file,
Maven project file (pom.axml),

End/Bndtools workspace (workspace/cnf),

Gradle build script (*.gradle),

Flash Builder project file (project, *fxp, *.fxpl).

Pt

D kafka.rest.client.demo

kafka.rest.client.demo

b settings
» libs
> src
= classpath
S .project
=+ pom.xl
Drag and drop a file inte the space asbove to guickly locate it in the tree

<

# O g K X S @ Hide path
L

“Import project from external model” %% “Eclipse” , B “Next” , #HA
T—REFRFENEERTE “Next” , HE “Please select project SDK” TH
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FF &I 3 HEEMFAIES (Kafka 5|88)

3-3 Import Project

mport Project X

(O Create project from existing sources
® Import project from external model

B Flash Builder
™ Gradle
M Maven

Cancel Help

4. BTE “Finish” , B TIES N,
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BUCED R

3-4 Finish

1J

Please select project SDK.
This SDK will be used by default by all project modules.

+ -
1.8

MName: 1.8

JDK home path: | C\Program Files\Java\jdk1.8.0_191

Classpath | Sourcepath | Annotations | Documentation Paths

C:\Program Files\Javatjdk1.8.0_191\jre\lib\charsets,jar
C:\Program Files\Java\jdk1.8.0_191jre\lib\deploy.jar

C\Program Files'Java'jdk1.8.0_191\jre\lib\ext\access-bridge-64,jar
C:\Program Files\Java\jdk1.8.0_191\jre\lib\ext\cldrdata.jar
C:\Program Files\Java\jdk1.8.0_191jre\lib\ext\dnsns.jar
C:\Program Files'Java'jdk1.8.0_191\jre\lib\ext\jaccess jar
C:\Program Files\Java\jdk1.8.0_191\jre\lib\ext\jfxrtjar
C\Program Files\Java\jdk1.8.0_191\jre\lib\ext\localedata jar
C\Program Files'Java'jdk1.8.0_191\jre\lib\ext\nashorn.jar
C:\Program Files\Java\jdk1.8.0_191\jre\lib\ext\sunec,jar
C\Program Files\Java\jdk1.8.0_191jre\lib\ext\sunjce_provider.jar
C:\Program Files\Java'jdk1.8.0_191\jre\lib\ext\sunmscapi.jar
C:\Program Files\Javayjdk1.8.0_191\jre\lib\ext\sunpkes11,jar
C\Program Files\Java\jdk1.8.0_191\jre\lib\ext\zipfs.jar
C:\Program Files'Java'jdk1.8.0_191\jre\lib\javaws.jar

C:\Program Files\Java\jdk1.8.0_191\jre\lib\jce jar

C\Program Files\Java\jdk1.8.0_191\jre\lib\jfr jar

C\Program Files\Java'jdk1.8.0_191\jre\libYyjfxswijar

C:\Program Files\Java\jdk1.8.0_191\jre\libYjsse jar

C\Program Files\Java\jdk1.8.0_191\jre\lib\management-agent.jar
C:\Program Files\Java'jdk1.8.0_191\jre\lib\plugin.jar

C:\Program Files\Java\jdk1.8.0_191\jre\lib\resources.jar

Previous II Cancel

“mtBrest-config.properties

X {#7Esrc/main/resourcesBR T . EIRENZIAIMQSLAIERZHBIE . TopicEIR,
UKSASLIEREIEERI T RECEFR . HFS#Hkafka.rest.group9iE#54HID, AJfEE

PiRtgE o

# Kafka rest endpoint.
kafka.rest.endpoint=https://{MQS_Instance_IP_Addr}:9292
# Kafka topic name.
kafka.rest.topic=topic_name_demo

# Kafka consume group.
kafka.rest.group=group_id_demo

# Kafka sasl username.
kafka.rest.username=sasl_username_demo
# Kafka sasl password.
kafka.rest.password=sasl_user_passwd_demo

#mi8log4j.properties
ENEHEFEER:

log.directory=D://workspace/logs

BITREIIRE, BEEREREFSHERM,

HEE R SEERIMainFA7ERestMain.javad, Llava Applicationf95 a7

Bhel,

TEAO:
T#EANOfERestMain javaX {4,

public class RestMain

{
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private static final Logger LOGGER = LoggerFactory.getLogger(RestMain.class);

public static void main(String[] args) throws InterruptedException

[IADIAERITR . FERestServicelmplZESZHFFIFE ZRESTIul APIZEEE, LARIHERES
IRestService restService = new RestServicelmpl();

Base64.Decoder decoder = Base64.getDecoder();

AT DBIREFEHE. . HEEESHERIA

// Produce message

ProduceReq messages = new ProduceReq();

messages.addMessage("{[{'id": '00001', 'name": 'John'}, {'id": '00002', 'name":

'Mike'}]}").addMessage("Kafka rest client demo!");

LOGGER.debug("produce message: {}", JsonUtils.convertObject2Str(messages));
restService.produce(messages);

// Consume message
List<ConsumeResp> consumeResps = restService.consume();
CommitReq commitReq = new CommitReq();
consumeResps.forEach(resp ->
{

LOGGER.debug("handler: {}, content: {}", resp.getHandler(), new

String(decoder.decode(resp.getMessage().getContent())));

commitReqg.addCommit(resp.getHandler());
b

// Commit message
if (commitReqg.getMessages().size() != 0)

{
CommitResp resp = restService.commit(commitReq);
LOGGER.info("Commit resp: success: {}, failed: {}", resp.getSuccess(), resp.getFail());
}
else
{
LOGGER.warn("Commit is empty.");
}

BEARSAIX:

LEF=BERA, BB EPAERARNEE . HPSE R EARRE, &
IREIFENEESL: AuthorizationFIX-Sdk-Date, Authorization&8& T IHERKAE
JEZER . BELIS— 1S Content-TypeFBEERBHIRIN, SERMIAY
createRequest() /%o

public List<ProduceResp> produce(ProduceReq messages)

List<ProduceResp> prodResp = null;
try
{
Request request = createRequest();
request.setUrl(produceURI);
request.setMethod("POST");
request.setBody (JsonUtils.convertObject2Str(messages));
[PHERABESR, EBE, BRLIMSHSIIERNSH: AuthorizationFIX-Sdk-Date,

AuthorizationE & 7 IHERABHNEZEE .

HttpRequestBase signedRequest = Client.sign(request);
LOGGER.debug("Request uri: {}, headers: {}", signedRequest.getURI(),

signedRequest.getAllHeaders());

LOGGER.debug("Request body: {}", request.getBody());

HttpResponse response = HttpUtils.execute(signedRequest);
if (response.getStatusLine().getStatusCode() == HttpStatus.SC_CREATED)

String jsonStr = EntityUtils.toString(response.getEntity(), "UTF-8");
prodResp = JsonUltils.convertStr2ListObject(jsonStr, new

TypeReference<List<ProduceResp>>() { });

LOGGER.info("Produce response: {}", jsonStr);
return prodResp;

}
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else
{

LOGGER.error("Produce message failed. statusCode: {}, error msg: {}",
response.getStatusLine().getStatusCode(),
EntityUtils.toString(response.getEntity(), "UTF-8"));

}

catch (Exception e)

LOGGER.error("Produce message failed.");

}
return prodResp;
}
3.4.2 &R EE R
INREN4A
miEEMIIEXER, AENAEZEFER.
o BIRZEZBRIXI0FK,
o BXERXRIBEESRFHAFEBIE2MB,
e endpoint/ghttps://{rest_connect_address}:9292, &EiIigELHIEOEH
rest_connect_addressHdIPittiit .
URI
POST /v1/topic/{topic_name}/messages
* 3-3 2H1%B
B8H ehy Wik 5BH
topic_nam | String 2 FRER
e
IBRER
KB
2% =it Wi k)2
messages | Array = BRI, HBX/NFEEBIZ10, BREATH
4,

Z 3-4 messages 2%

2H =it WhisE k)2
content Object |2 BEAS.
id String = BEFS, FIISAEEEE.
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=BGl
{

"messages": [

{

"content": "hello roma-1",
"id“: ll1 il

"content": "hello roma-2",
"id“: ll2 il

"content": "hello roma-3",
"id“: ll3 il

AGEE
MR SE

2% i) izhil:
state String ZEEIRE . I Isuccess, LM Afail,
id String HEFS

N Rz 7~ 451

[
{

state """ success",
"id"™:

b

state """ success",
"id"™:

b

{
state """ success",
"id"™:

—
-

3.4.3 iH&EHREERHA

HEIEEIIFRIER, JRINHEESEER.
o SPIREERIN, BIXNEFRONEEHETREDTIEERY, B2XH
BRETRNEHER . SRERTEE N éﬂlfﬁﬁj %Tﬂ% HERHR.

e endpointghttps://{rest_connect_address}:9292, i@idigELHEOEH
rest_connect_addressgIPtit
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URI

ERIHE

N RziHR

GET /v1/topic/{topic_name}/group/{group_name}/messages?ack_wait={ack_wait}&
time_wait={time_wait}&max_msgs={max_msgs}

& 3-5 2HRA

2% St WA i5BH

topic_nam | String = FRABZFR

e

group_na |String | & HEABR, KEABE249UNFHE, 88

me a~z, A~Z, 0~9, FRlL (-) FITRIZ (_)

ack_wait | Integer | & BB EAVEBINEYE, BRinEETixAtE
RIBREEIA, NREBIIEERE, ZEHIA
BE, ZRASRBEEMABRIZthandlerti,
MEASTEELW , BUEEE: 1~300s, BKIA
{&: 15s

time_wait | Integer | & REBNTAH AT E B H0RT A ZEGE B S5
8] o
WMREEFFRERNEHNES, WiZENREEZE
ZR, NMREFNENEEFIER, WEIERSF
iEEREIEEER ., BUESEE: 1~30s,
ZONE: 3s

max_msgs | Integer | & RENAEZRAYEERI5E . BUEBE: 1~10,
ZOAE: 10

max_bytes | Integer |& BXEENBERRERKNE. BUETEE: 1~
2097152, BRIANE: 524288,

BRSH

To

=G

To

)RS5

S8 3] 5488

handler String jEEhandler,

message Object HERIRNS.
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F&tEE 3 HEERFAIES (Kafka 5/2)
2K 3-6 message 2
B8H 258 izl
content String HEMRHIHNE . Baseb4IZZE ,
I Rz 7131
: {
"handler": "NCMxMDAjMTgjMA==",
"message": {
"content": "ImhlbGxvIGh1YXdlaWNsb3VKLTIi"
}
}
1
3.4.4 HEEAZE OIS
IHEEN4A
W K BEEEBE.
o TEEEAFZBEEHIE, HEMAMEBIESITR, BESMLBZETIERIZ0RK
TREIZ BERERIREE, X300 AREHERERMAEE, IMQSIAAHE
BRBERIN, BrILARSESEZ
e endpointfghttps://{rest_connect_address}:9292, i@idigELHEOEH
rest_connect_addressgYIPitiit,
URI
POST /v1/topic/{topic_name}/group/{group_name}/messages
% 3-7 S¥URA
S it Wik 15488
topic_nam | String 2 FRER
e
group_na | String 2 THEREZR,
me
=R =15
B3RS
S ESid] Wik ]
messages | Array = BESIE, HEXNFEEEE10, BAEE
N=EH,
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F&tEE 3 BEEMFRIES (Kafka 5|E)
* 3-8 2HHEA
2% E5i] WA 15488
handler String = iHEhandler,
status String = HEIRES . REeasuccess, zi&fail,
=Nl
{
"messages": [
"handler": "NCMxMDAjMTgjMA==",
"status": "success"
}
1
}
AR S
G NE= 5
2H 28 jizkilz
success Integer AN BERRINEYEE .
fail Integer FIANEZEREWAIEE .
M Sz 7351
{
"success": 1,
"fail": 0
}
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FRisE

4 BEEMFTRIES (RocketMQ 5|2 )

HEERFAIES ( RocketMQ 5|2 )

FFA&i5 88

FRES

JavaZ PR A
GoZE Fimfs A EA
PythonZ Fim{sE FHi5 BA

4.1 F& A

4.1.1 FRin=

=R

ROMA Connectf9iEEEMMQSEEFe S FFERocketMQMY ,
ERFFRERocketMQE i, SLIMSMQSHIHEIERE

4.1.2 FEIGE

FETERAFEK:

- Intelli IDEA: 2018.3.584 LA ERRZ .

- Eclipse: 3.6.08(LA EhRZAS
FRIESIERAZEK:

- Java: 1.8.1118LA EhRAHYJava Development Kit,
- Python: 2.78(3 XkRASAIPythonZZEE

- Go: 1.14RLAEMRANGoZER,
EFushRAEAERIN

WS NBREEFAFH

2024-04-30

196



MNMASHIEERMF A (ROMA Connect)

FRisE

4 BEEMFTRIES (RocketMQ 5|2 )

4.2 FA&RES

ROMA ConnectffJRocketMQiRZ RocketMQZE FimiEiN iR A

4.8.0 o Java: TiH4 208 LA ERRA, =
E/4.9.08% LA R

e Python: iF1.2.0KUALEMRA, #E
FER1.2.4% LA EIRA

o Go: X#52.0.0RLAEMA, #EFE
FA2.1.0% LA ERRA

IREY MQS iERHER
o IREVEREMESIHD

HEEFTARIMR

EROMA ConnectsEFliEHIGRY “SLHER" THE, &FE “‘BEXER L, &
EMQSEtLE

- HE&ER MQSTTEUEEEbIL: EARocketMQEFIRIEEMQS, BHEFiR
5MQSAMEERIER

- HEEER MQSTTEIE AN : {FRocketMQEFimiEEMQS, BE ik
5MQSAMBEE@RT{F A

FREXTopicZ TR

AEROMA Connectsefli=HIaRT “HEEERL MQS > TopicETE” WH, BETopic
BZFRo

ACLIAIEER
EHROMA ConnectLIlSATACLIAITES], MEZIRENFAFPZFNZEMG .

EROMA ConnectSEFIIZHIGRT “SEFNFE” WHE, BRETopicEi/EeErki RS
%’);Ri%)\%ﬁl?ﬁﬁﬁﬁii‘%ﬁﬁ, TEENMSRPUEEREMMNABRIKeyFISecret, BIJIA
FZRS

REFRTH
22£2018.3.58 LA LR ARYIntelli) IDEA, ZZEEiEZEIntelli) IDEAE 5/
T

- RE3.03%LLEMRAApache Maven, ZiEfiEEMavenES FERE T
#Ho

REFRESING

- Java: &¥1.8.11185LA EkRAHIava Development Kit, ZEEEIEZEOracle

BA FHRE .

Python: %%£2.7543 XhRAHIPythonZ3E, LREEIFEEPYthonES TEHIT

Tl N

- Go: TE1I4ARLALIRANGoREE, ZREIBEEGOES FHEIE M.
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FRisE

4 EBEERFFEIEE (RocketMQ 3|88 )

4.3 Java ZRiw{EHE3E8
4.3.1 R EES

Birin=

ZKEE% ;i BHRAM AT ZEIIRAIRE. B, SBERRELS AR AE

24

o [EFkIX: HEKESARE—FHERRSR, RBIZFEFMIERER, AEIR
BRI AIXT , AIXTTWEINN 2 AZil’éT——r,E,p o

o RIRIX: HEREARE—FHERE, FFRBZRELMLE, EERKIET—

HER.
BIRRSRM
o EREIMQSERER, BENSEIHARES.
o ELXEFARIEMavaFRIESEHE, BENESIARES.
5|\ RocketMQ Z i
FRERY)avaZ Finsz 5% 0 Il iH AR5 RocketMQhR , #EEFERRNE FimhR 4N/
4.9.0,
B LA MMES—F 05 A KE:
o {FEAMavenS BN,
<dependency>
<Z]roupIdzorg.apache.rocketmq</group|d>
<artifactld>rocketmq-client</artifactld>
<version>4.9.0</version>
</dependency>
o  TEHKHUARE,
EiEZ=aFS

BEAERERERAREDAE—FHERERSR, RBWEIEGTLHIERR, AEERO
MREE AT, REHZWEINNEA 4] %T—,\IEE'E’J Bl

SEM TR, :JZ%U_ProducerjavathXE§T4§J1tﬁ% LATHAERD BARRE
MQSHERIEE, WRIBK. ZFiREMSE, aTLABERI.

import org.apache.rocketmgq.client.producer.DefaultMQProducer;
import org.apache.rocketmg.client.producer.SendResult;

import org.apache.rocketmg.common.message.Message;

import org.apache.rocketmq.remoting.common.RemotingHelper;

public class Main {
public static void main(String[] args) {
DefaultMQProducer producer = new DefaultMQProducer("ProducerGroupName"); //{&293EFRAY4E
F=EEEFR

producer.setNamesrvAddr("192.168.0.1:8100"); /M&LJ9LRRHYTTEEIEZEIE
//producer.setUseTLS(true); //BUZESEHIRT, SNIRFE T EHIBINZEIMSSL, BEUHLITREER,
try {
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FRiER 4 HEEMFRIES (RocketMQ 5|2 )
producer.start();
Message msg = new Message("TopicName", /&M J9SEFRAITopicRFR
"TagName",
"OrderID",

"Message".getBytes(RemotingHelper.DEFAULT_CHARSET));
SendResult sendResult = producer.send(msg);
System.out.printf("%s%n", sendResult);

} catch (Exception e) {
e.printStackTrace();

}

producer.shutdown();

SERERISHEREFRE—FHBEEE, TFRBZmEENLN, EERIET—FR
BRIBIS .

ERARLEREREZ iR RLRIXEIFRED (SendCallback ) . BEERIESE
RET—FERE, THEESHRSRIDAZEERELE_FHE . KEHEIREE
MIEWBRSS IR, FHLIRIDAEESR o

S2EZIN TN, s&EiEidAsyncProducer.javai BN E SRS, LA THEAEERS
RARBMQSFERIER, YEKR . EFiREMS%, TLABERM.

import org.apache.rocketmgq.client.producer.DefaultMQProducer;
import org.apache.rocketmgq.client.producer.SendCallback;
import org.apache.rocketmg.client.producer.SendResult;

import org.apache.rocketmg.common.message.Message;

import org.apache.rocketmqg.remoting.common.RemotingHelper;

public class Main {
public static void main(String[] args) throws InterruptedException {
DefaultMQProducer producer = new DefaultMQProducer("ProducerGroupName"); //{&293EFRAYEE

FELEBTR
producersetNamesrvAddr("192.168.120.45:8200;192.168.123.150:8200"); //&ALIRAYTTEIREIERE
bichil
//producersetUseTLS(true); //GUEZSERIRY, WNSRFFE T HIEMZEMSSL, BEUHITHADIER .
try {
producer.start();
Message msg = new Message("TopicName", //EXALRRAYTopicEFR
"TagName",
"OrderID",

"Message".getBytes(RemotingHelper.DEFAULT_CHARSET));
producer.send(msg, new SendCallback() {
@Override
public void onSuccess(SendResult result) {
/] T BRRIERI .
System.out.println("send message success. msgld=" + result.getMsgld());

}

@Override
public void onException(Throwable throwable) {
[ BERXEEN, FEBHTERLE, JEHREXFEEIIFAXEEIBHITIMELIE,
System.out.println("send message failed.");
throwable.printStackTrace();
}
b

} catch (Exception e) {
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REBEEHR

e.printStackTrace();

}
Thread.sleep(2000);
producer.shutdown();

B

SEYTREULEE, 5ZEBTPushConsumerjavaiAENEZREINLID . LATHAZRSD
HRARMQSFERIER , YEKR ., EFinEMS%, TLABERIM.

import java.util.List;

import org.apache.rocketmg.client.consumer.DefaultMQPushConsumer;

import org.apache.rocketmg.client.consumer.listener.ConsumeConcurrentlyContext;
import org.apache.rocketmg.client.consumer.listener.ConsumeConcurrentlyStatus;
import org.apache.rocketmg.client.consumer.listener.MessageListenerConcurrently;
import org.apache.rocketmg.client.exception.MQClientException;

import org.apache.rocketmg.common.consumer.ConsumeFromWhere;

import org.apache.rocketmg.common.message.MessageExt;

public class PushConsumer {

public static void main(String[] args) throws InterruptedException, MQClientException {
DefaultMQPushConsumer consumer = new DefaultMQPushConsumer("ConsumerGroupName"); //{&

OSERRATHERAERTR

consumer.setNamesrvAddr("192.168.0.1:8100"); //ASXASEFRRYTTEEIEREE
//consumer.setUseTLS(true); //BUZESEAIRY, SIRFRE T HIBINIZEERSSL, BEUELTBIER.
consumer.subscribe("TopicName", "*"); /M&9SEFRAYTopicRFR
consumer.registerMessageListener(new MessagelListenerConcurrently() {
@Override
public ConsumeConcurrentlyStatus consumeMessage (List<MessageExt> msgs,
ConsumeConcurrentlyContext context) {
System.out.printf("%s Receive New Messages: %s %n", Thread.currentThread().getName(),
msgs);
return ConsumeConcurrentlyStatus. CONSUME_SUCCESS;
}
bk
consumer.start();
System.out.printf("Consumer Started.%n");
}
}

4.3.2 WERIRFER

BFim=

HIRR SR

I57H S 2 RocketM QIR (AT —F ™R IR BRI F R A AN H ZRRIIH B EEL
IFEE 5 AERIRFERMD XINFEE

e ZBIFHER: JWFHEEH— Topic, 4—;[3)\@]%(%&%?31, XABATIRERETH
EIRRBAERISE NS FIFO ( First In First Out ) AR #HIT R HBFA0ITIR

o HRIFFHEE: WFIEEO— 1 Topic, F—AFIRIEIESHEZIRTHEHIFIFOIRS
Lakfmﬂ@ AFEIEE S KHEEE, (BRI R S &
BE—NAF,

ERINFEEHS XINFERRX A ANIIHERE, KiErEX.

o DIREIMQSEREER, BREEIARES.
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o CLREAATEMavaFRIESHE, BNESUHRES.

5|\ RocketMQ Z i

FrERY)avaZ Fin > F5EZ D HhIliHE RS RocketMQIR , #EFEFRRIZ FimhR A<
4.9.0,

BE A ™MEE—MA 05 I N KH:
o {FAMavenS BN,

<dependency>
<groupld>org.apache.rocketmq</groupld>
<artifactld>rocketmq-client</artifactld>
<version>4.9.0</version>

</dependency>

o  TEHAKFUARE,

y.3+3 FIESIEIS

SEINTREULED, HEiBIProducer.javaifEXEZ RIS . LATHASES IRE
MQSHEBERIEE, YRIBK . ZEFiREMSE, aTLABERIN.

import java.nio.charset.StandardCharsets;

import java.util.List;

import org.apache.rocketmgq.client.exception.MQBrokerException;
import org.apache.rocketmg.client.exception.MQClientException;
import org.apache.rocketmgq.client.producer.DefaultMQProducer;
import org.apache.rocketmgq.client.producer.MessageQueueSelector;
import org.apache.rocketmg.client.producer.SendResult;

import org.apache.rocketmg.common.message.Message;

import org.apache.rocketmg.common.message.MessageQueue;
import org.apache.rocketmq.remoting.exception.RemotingException;

public class Producer {

public static void main(String[] args) {

try {
DefaultMQProducer producer = new DefaultMQProducer("ProducerGroupName"); //{E&XA3EFRAY
SRR

producer.setNamesrvAddr("192.168.0.1:8100"); //EMJ9SLRRAY TEUREIEREBIE
//producer.setUseTLS(true); //GIZESCHIRT, WNRFFETEHIBMEZ(ERSSL, SEGHLITRIDERE.

producer.start();

String[] tags = new String[] {"TagA", "TagB", "TagC", "TagD", "TagE"};
for (inti=0;i<100; i++) {
String orderld = "order" + (i % 10);
Message msg = new Message("TopicName", tags[i % tags.length], "KEY" +i, //A&OSERRAY
TopicRiR
("Message " + i).getBytes(StandardCharsets.UTF_8));
SendResult sendResult = producer.send(msg, new MessageQueueSelector() {
@Override
public MessageQueue select(List<MessageQueue> mqgs, Message msg, Object arg) {
String orderld = (String) arg;
int index = Math.abs(orderld.hashCode() % mgs.size());
return mqgs.get(index);

}
}, orderld);

System.out.printf("%s%n", sendResult);

}

producer.shutdown();
} catch (MQClientException | RemotingException | MQBrokerException | InterruptedException e) {
e.printStackTrace();

2024-04-30 201


https://archive.apache.org/dist/rocketmq/4.9.0/rocketmq-all-4.9.0-bin-release.zip
https://github.com/apache/rocketmq/blob/master/example/src/main/java/org/apache/rocketmq/example/ordermessage/Producer.java

MNMASHIEERMF A (ROMA Connect)
&g 4 HBERFAIES (RocketMQ 5|28 )

}
B

Fixi5, 1BEorderlddSBEEREFRILEINT, A EorderldiSEERAFEIRIEINF,
FLAE S RiEFEIEHLL “orderld/PAFINEBIRE” (EAEERIEAIBAT

U HIRFER

SEWTREIRE, EiBidConsumerjavaREXEZREULIE . IATRASD AR
EMQSHFERIER, wiEN . ERIREMSE, TLAEERIN.

import java.util.List;
import java.util.concurrent.atomic.AtomicLong;

import org.apache.rocketmg.client.consumer.DefaultMQPushConsumer;
import org.apache.rocketmg.client.consumer.listener.ConsumeOrderlyContext;
import org.apache.rocketmg.client.consumer.listener.ConsumeOrderlyStatus;
import org.apache.rocketmg.client.consumer.listener.MessageListenerOrderly;
import org.apache.rocketmg.client.exception.MQClientException;

import org.apache.rocketmg.common.message.MessageExt;

public class Consumer {

public static void main(String[] args) throws MQClientException {
DefaultMQPushConsumer consumer = new DefaultMQPushConsumer("ConsumerGroupName"); //{&

BUOERRATIHZRAERTR

consumer.setNamesrvAddr("192.168.0.1:8100"); //AEHUASEFRRYTTEUEIEREHbIE
//consumer.setUseTLS(true); //GUEESLAIRY, MIRFETHIBRINZEERSSL, BEELTARERE.

consumer.subscribe("TopicName", "*"); //{&J9EFRAYTopicRFR

consumer.registerMessageListener(new MessageListenerOrderly() {
AtomicLong consumeTimes = new AtomicLong(0);

@Override
public ConsumeOrderlyStatus consumeMessage(List<MessageExt> msgs, ConsumeOrderlyContext
context) {
context.setAutoCommit(true);
System.out.printf("%s Receive New Messages: %s %n", Thread.currentThread().getName(),

msgs);
this.consumeTimes.incrementAndGet();
if ((this.consumeTimes.get() % 3) ==0) {
context.setSuspendCurrentQueueTimeMillis(3000);
return ConsumeOrderlyStatus.SUSPEND_CURRENT_QUEUE_A_MOMENT;
}
return ConsumeOrderlyStatus.SUCCESS;
}
N;
consumer.start();

System.out.printf("Consumer Started.%n");
}
}

4.3.3 WAFFHE

BFn=

RocketMQRIESFIHESZIFE SIBIES KIXHE ZEIRMEESZFIE, BEMMERAYS
RN EZ BRI, ESERREMENEL-1FR.
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HIRRSRMG

4-1 FEHEXERE

7 RiER SRR EE

1EERHE
2 HHEAEATD
4 RREEFRSHE

3 MG SRS
S o

6 REFMFERES s FUEUBIBA, DEFSHS I —

EEHEBEFEBSAAEFHEE, ARRITAMES ., MRNITHII, WAIXESIE
R, BUAEFSEOR. RS iRE—RIEEINR—BEWAZHERSEIR, WAEE]
8, £FrEEWEINERENAIEFESRINMER. HERBERXZETRiEBGH
#HE, HEEMERIERRT L.

o EREIMQSEEER, BNESIARES.
o EXEFARIBMavaFRIESHE, BKESIARES.

5|\ RocketMQ Z i

RIXFESFHE

FiRRYavaZ Fin &S hIliH SRS RocketMQIR, HEFERRYE FimhRAJ9
4.9.0,

BEUATNMEE—MARS I NEKET:
e f{FAMavensR I NI,

<dependency>
<groupld>org.apache.rocketmq</groupld>
<artifactld>rocketmq-client</artifactld>
<version>4.9.0</version>

</dependency>

o  TEHAKFUARE,

SEWNTREIRES, & @EidTransactionProducer.javaikBVEZ RGNS, LITHE
AP AFREMQSHFBIIEE, YWRIEH. BEFRIHEMSHE, aTABERM.

import org.apache.rocketmg.client.exception.MQClientException;
import org.apache.rocketmgq.client.producer.LocalTransactionState;
import org.apache.rocketmgq.client.producer.SendResult;

import org.apache.rocketmg.client.producer.TransactionListener;
import org.apache.rocketmg.client.producer.TransactionMQProducer;
import org.apache.rocketmg.common.message.Message;

import org.apache.rocketmg.common.message.MessageExt;

import org.apache.rocketmg.remoting.common.RemotingHelper;

import java.io.UnsupportedEncodingException;

public class Main {
public static void main(String[] args) throws MQClientException, UnsupportedEncodingException {
TransactionListener transactionListener = new TransactionListener() {

@Override

public LocalTransactionState executeLocalTransaction(Message message, Object o) {
System.out.printin("FREHITAIESS: " + message);
return LocalTransactionState. COMMIT_MESSAGE;

}

2024-04-30

203


https://archive.apache.org/dist/rocketmq/4.9.0/rocketmq-all-4.9.0-bin-release.zip
https://github.com/apache/rocketmq/blob/master/example/src/main/java/org/apache/rocketmq/example/transaction/TransactionProducer.java

MNASHIEERM A (ROMA Connect)
&g 4 HBERFAIES (RocketMQ 5|28 )

@Override
public LocalTransactionState checkLocalTransaction(MessageExt messageExt) {
System.out.printin("KEIEE, EFHEEESIKE: " + messageExt);
return LocalTransactionState. COMMIT_MESSAGE;
}
I

TransactionMQProducer producer = new TransactionMQProducer("ProducerGroupName"); //{&X)9

SCRRRYLEF=LHZFR

producer.setNamesrvAddr("192.168.0.1:8100"); /AEXASLRRAYTTEIREIEEbIE
//producer.setUseTLS(true); //BIZESCHIRT, WNSRFFE T HIBNZEHSSL, BECHLTRIDER.
producer.setTransactionListener(transactionListener);

producer.start();

Message msg =
new Message("TopicName", "TagName", "KeyName", //M&H9SEFRAYTopic iR
"Message ".getBytes(RemotingHelper.DEFAULT_CHARSET));
SendResult sendResult = producer.sendMessagelnTransaction(msg, null);
System.out.printf("%s%n", sendResult);

producer.shutdown();

B

ESHESE T EEETMBANENAERS, EhexecuteLocalTransactionBiEREETEA
EEFESZEEEHER, B EEPHIEIMER, checkLocalTransaction[EliERETEU
FCIERSER, B EEFRIFEEMER . M EEREIIEIREIBMEZSIRE:

e LocalTransactionState. COMMIT_MESSAGE: 1E3%3E5S, niFHZEE EHEIZE

B,

e LocalTransactionState. ROLLBACK_MESSAGE: [E]}R5553, HEBHERADTF
HER,

e LocalTransactionState. UNKNOW: TEiEFIBPIRZS, H SimmEr~E B R EE
ZHERIRE.

UIRESER
UHESEHENRESITREEESMEE

4.3.4 KiXERHR

BIEES
RocketMQZiHEBHEAIUERTHE, BASRINERATE. FIthXISERHEE
ROB -
ERTH B R E £ HREIRocketMQIE, HERREMEEE, MRIEREIZE
EERIE A R RIS RE TS
ERERERTIUTHR:

o HEXINAISIZEEREEOZER, &D%ﬁ+%¢ﬁ_ﬁjik§1j‘9€f7ﬂiT$Eﬂiﬁ
5. EIRBNERE—RENER, SoMUGKRESRESEE, HAEEKEILHE
%E?%%ﬂl&’ﬁiﬁﬁﬁﬂ%%ﬁ%ﬁﬁiﬁ, SNERARZERLSZAY, MXARTE, WRES

) mul&\mﬁo

o BIFEEMAEIMESINR, NEREEENEROAFLIEREEES .
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pEI_E AU
o TEIESRISEXERIENE, ERBIIFHHEEHEAERK.
o ERNHERIERIRIEINREIRERHRIR AR BIRRE N, HRISIIZIRIES
BHEE.
o HIEEERT, T ERIRENIESERAERERNREENRIAA .. BEE
EHERIRIBEENT AR, SfRERERIRERENGE, BESEE
o TEMRABEAR, MREBESRENIFE. BIINREFEENERRIEIIEZE
EEERRLIA, SliHRERINFS el RERIRFTER R —.
o FTEWRENERMNIRE—R, EFfEEAREEESRE.
o TEINEERIERIERMRSS nF OB R iRIERIRE . INREEESIFER
R, BAEHBRSHHEERIEEEHE, BTSRRI ERIREHRITIR
N
o HTEFIRMIRSIRAIREFEREZE, HERYSEIRRERESEFimRErYREE
RIEZ B seFEmE, LABRSS iRiTE M.
o RETEIBEERRIENERE, KASZ2RATEEREFINSIRE . flal, REENH
BSREFREMIHE, MRFBSKE—EHRMWHEE, BPAXFHERISESRTREM
bR o
o TERNERBOASEBEHEELGNFETE, XEERAEHERNFEEIEFHES
E1f==p2 8
HURRSRF

o CEHEIMQSEEZR, BREEIFEES.
o CLREAATEMavaFRESHE, BNESIHRES.

5|\ RocketMQ Z i

RIXERER

FiERYavaZE Fin 2 HEE D HIUH SRS RocketMQIR , HEFFERNE FimiRA S
4.9.0,

BEUATEE—MARS I NKE:
e (FAMavenAR I NI,

<dependency>
<groupld>org.apache.rocketmqg</groupld>
<artifactld>rocketmq-client</artifactld>
<version>4.9.0</version>

</dependency>

o  TEHKFUARE,

REERBERARANIBINT . LITHEESSARRMQSIFERIER, “RIEN., &=
FimEfhS%, AILABERM.

import java.nio.charset.StandardCharsets;

import java.time.lnstant;

import org.apache.rocketmg.client.exception.MQBrokerException;
import org.apache.rocketmgq.client.exception.MQClientException;
import org.apache.rocketmgq.client.producer.DefaultMQProducer;
import org.apache.rocketmg.client.producer.SendResult;

import org.apache.rocketmqg.common.UtilAll;

import org.apache.rocketmg.common.message.Message;

import org.apache.rocketmqg.remoting.exception.RemotingException;

2024-04-30

205


https://archive.apache.org/dist/rocketmq/4.9.0/rocketmq-all-4.9.0-bin-release.zip

MNASHIEEMF A (ROMA Connect)

FRisEE

4 BEEMFTRIES (RocketMQ 5|2 )

EGHERER

public class ScheduledMessageProducer1 {
public static final String TOPIC_NAME = "ScheduledTopic";

public static void main(String[] args) throws MQClientException, InterruptedException,

MQBrokerException, RemotingException {

DefaultMQProducer producer = new DefaultMQProducer("ProducerGroupName");

FERBR

producersetNamesrvAddr("192.168.0.1:8100"); /A& HSLFRAYTTEIEIEZ/ELE

[ MNEBTIISERRRIE

//producer.setUseTLS(true); //BIZESCHIRT, WNSRFFE 7 HIBMNZEHSSL, BECHLTRIDER.

producer.start();

/| ERTESIENEE, ZEE10EIRIE
final long deliverTimestamp = Instant.now().plusSeconds(10).toEpochMilli();
/] BIEEENIR
Message msg = new Message(TopicName, //{EXJ95EFRAITopicEFR
"TagName",
"KeyName",
"scheduled message".getBytes(StandardCharsets.UTF_8));
[ R EEEEMZEN R B E
msg.putUserProperty("__STARTDELIVERTIME", String.valueOf(deliverTimestamp));
/| BIEEE, ZEEEETEI0WEIRE
SendResult sendResult = producer.send(msg);

[ FTEN RIS AR I AT E)

System.out.printf("%s %s%n", sendResult, UtilAll.timeMillisToHumanString2(deliverTimestamp));

producer.shutdown();

EVHERBERAIRAIZIIT . LITHEAESS AFRRMQSIFERIER,
FimE S5, AILABERD.

import java.nio.charset.StandardCharsets;

import java.time.lnstant;

import org.apache.rocketmgq.client.exception.MQBrokerException;
import org.apache.rocketmgq.client.exception.MQClientException;
import org.apache.rocketmgq.client.producer.DefaultMQProducer;
import org.apache.rocketmgq.client.producer.SendResult;

import org.apache.rocketmg.common.UtilAll;

import org.apache.rocketmg.common.message.Message;

import org.apache.rocketmqg.remoting.exception.RemotingException;

public class ScheduledMessageProducer1 {
public static final String TOPIC_NAME = "ScheduledTopic";

X
W
=
7

public static void main(String[] args) throws MQClientException, InterruptedException,

MQBrokerException, RemotingException {

DefaultMQProducer producer = new DefaultMQProducer("ProducerGroupName");

FEEEERR

producer.setNamesrvAddr("192.168.0.1:8100"); /M&J9LRRHYTTEEIEZEEIE

I NEBTIISERRATEE

//producer.setUseTLS(true); //GUEESCHIRY, WIRFETEHIBMZ(EHSSL, BEUELTREERE.

producer.start();

/| EREEIER AR, ZHE 10/ ERE
final long deliverTimestamp = Instant.now().plusSeconds(10).toEpochMilli();
/] BIEEHERIR
Message msg = new Message(TopicName, //{EEJ9sEFRAYTopic TR
"TagName",
"KeyName",
"scheduled message".getBytes(StandardCharsets.UTF_8));
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[/ REEE ISR BB
msg putUserProperty("__STARTDELIVERTIME", String.valueOf(deliverTimestamp));
/| BIEEE, ZEEEETEI0WEIRES
SendResult sendResult = producer.send(msg);
/] $TEN AR RANTRITHRIZEATE)
System.out.printf("%s %s%n", sendResult, UtilAll.timeMillisToHumanString2(deliverTimestamp));

[/ BB HIE SR
Message cancelMsg = new Message(TopicName, //{&XF93EFRAITopicEFR

’
nn

"cancel".getBytes(StandardCharsets.UTF_8));
/[ & ERGEEERRTEE, ZATE RS EEEIERTE S NER aE—E
cancelMsg.putUserProperty("__STARTDELIVERTIME", String.valueOf(deliverTimestamp));
/| REZEVHEERID, AREHSRE—ID (UNIQUE_KEY) , RILAMAIXEERIZESRPIREY
cancelMsg.putUserProperty("__CANCEL_SCHEDULED_MSG", sendResult.getMsgld());
/| RXEUEES., YWITEEREESIRIEZRIAIEZ AT LABGH
SendResult cancelSendResult = producer.send(cancelMsg, sendResult.getMessageQueue());
System.out.printf("cancel %s%n", cancelSendResult);

producershutdown(); 3}

4.3.5 {EF ACL X Ri5[a]

BEIE=R

BITES Y

FROMA ConnectsEfIFFE T MQSHIACLIS I‘Iﬂ?ﬁ"%J, Z FimE TopicE = EZEE
BY, SR ERIRINERRNBAIKeyFSecretit i TZEINIE

E3XEN TopicPTISt EE R N FBAIKeyFSecret, BMESNFARES .

EFEEIBAEER

S rEIRRTRZEI “rpcHook” S,
RPCHook rpcHook = new AclClientRPCHook(new SessionCredentials(ACL_ACCESS_KEY, ACL_SECRET_KEY));
DefaultMQProducer producer = new DefaultMQProducer("ProducerGroupName", rpcHook);

ACL_ACCESS_KEYFACL_SECRET_KEY9TopicPristNEE R M FBAYKeyFSecret

HEEBIDALERER

4.3.6 ;H&in

THEBEVIAATEEEIN “rpcHook” 23,

RPCHook rpcHook = new AclClientRPCHook(new SessionCredentials(ACL_ACCESS_KEY, ACL_SECRET_KEY));
DefaultMQPushConsumer consumer = new DefaultMQPushConsumer(null, "ConsumerGroupName",
rpcHook);

ACL_ACCESS_KEYFIACL_SECRET_KEY g TopicPrigt & p M FIRYKeyFSecret

I)Ib
f£RocketMQH, HEEBHEIBEREAT, T%‘E%HﬂfL}iﬁﬁLH&%ﬁT}ﬁﬁﬂﬂ%T R4Ab1ERY
i%g,% FMRFRENE . AEDNBEEZ IR TIRRARACES, LURER
FAIRRTE

LITHEASD AREMQSIFEIER , ©AIENR . BEFIRESE, AILABERN.

package org.apache.rocketmqg.example.simple;
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import java.util.List;
import java.util.concurrent.TimeUnit;

import com.google.common.util.concurrent.RateLimiter;

import org.apache.rocketmg.client.consumer.DefaultMQPushConsumer;

import org.apache.rocketmg.client.consumer.listener.ConsumeConcurrentlyContext;
import org.apache.rocketmg.client.consumer.listener.ConsumeConcurrentlyStatus;
import org.apache.rocketmg.client.consumer.listener.MessageListenerConcurrently;
import org.apache.rocketmgq.client.exception.MQClientException;

import org.apache.rocketmg.common.consumer.ConsumeFromWhere;

import org.apache.rocketmg.common.message.MessageExt;

public class PushConsumer {

public static void main(String[] args) throws InterruptedException, MQClientException {
DefaultMQPushConsumer consumer = new DefaultMQPushConsumer("ConsumerGroupName"); //{&
BURERRAY HER A Z R
consumer.subscribe("TopicName", "*"); //{&XJ9EFRAYTopic TR
consumer.setConsumeFromWhere(ConsumeFromWhere. CONSUME_FROM_FIRST_OFFSET);
RateLimiter rateLimiter = RateLimiter.create(200);
consumer.registerMessageListener(new MessagelListenerConcurrently() {

@Override
public ConsumeConcurrentlyStatus consumeMessage (List<MessageExt> msgs,
ConsumeConcurrentlyContext context) {
if (IrateLimiter.tryAcquire(msgs.size(),3, TimeUnit.SECONDS)) {
return ConsumeConcurrentlyStatus. RECONSUME_LATER;
}
System.out.printf("%s Receive New Messages: %s %n", Thread.currentThread().getName(),
msgs);
return ConsumeConcurrentlyStatus. CONSUME_SUCCESS;
}
b
consumer.start();
System.out.printf("Consumer Started.%n");
}
}

4.4 Go E P im{sEFEixAs

4.4.1 WEEEHR

Bria=
AEGNMEEBERIWE S EZIRAIRE. B, EBERRELSIELRE
MELERIE,
o [RZKE: BHEREHDAE—FEEIRS, RSREUFEIEBR, ARR
[EMNEARIXTS, RKIEBWEINNEZ2RET—FER.
o RIRIX: HEREARE—FHEE, TFRBZmEENLN, EERIET—F

e
~

IR/ o

ElE=-S et
o DREIMQSERER, BNESIFRER.
o EREFRIBNGOFRESIG, BINESIFREE.

5|\ RocketMQ Z i
7£ “go.mod” HIBANLATACES, ARINMKER
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all

FHRIE

module rocketmqg-example-go

go 1.13

require (
github.com/apache/rocketmqg-client-go/v2 v2.1.0

)

BEXREREHERESRE—FEEEIRSIR, RSIRFEWFLIERR, ARERE
MR ZE&RIXTS, RIEBWERINNGF 2&E T—FBERMERSH.

SENMTREIRBE . IITHRESS AFRRMQSIFERIES, YIEH . BEFiHEMS
8, FJLABER.

package main

import (
"context"
l|fmt|l
"github.com/apache/rocketmg-client-go/v2"
"github.com/apache/rocketmqg-client-go/v2/primitive"
"github.com/apache/rocketmqg-client-go/v2/producer"
"og"

)

// implements a simple producer to send message.
func main() {
p, _ := rocketmq.NewProducer(
producer.WithNsResolver (primitive.NewPassthroughResolver([]string{"192.168.0.1:8100"})), /&
SERRRYTTERE L
producer.WithRetry(2),
)

err := p.Start()

if err !=nil {
fmt.Printf("start producer error: %s", err.Error())
os.Exit(1)

}

msg := &primitive.Message{
Topic: "TopicName", //{&2XJ9EFRRYTopicEFR
Body: []byte("Message"),

msg.WithTag("TagName")
msg.WithKeys([]string{"KeyName"})
res, err := p.SendSync(context.Background(), msg)

if err !=nil {
fmt.Printf("send message error: %s\n", err)
}else {
fmt.Printf("send message success: result=%s\n", res.String())
}
err = p.Shutdown()
if err !=nil {
fmt.Printf("shutdown producer error: %s", err.Error())
}

}

RERERIBHEAEDAE—FHEEE, FFRBmEREMN, EERET—FH
BRIBERS .

ERRLAREFEEFIREMFLRIXEEED (SendCallback ) . BNEERIXLE
RET—FEEE, THEESHRSIRMAZEERELE_FHE . KEHEIEFE
MRS iR, FHIEBIIALESR o
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i]- I‘Hj %J‘Ei‘ | I%\

SENMTREIRE . UTEASD ATEMQSIFERIER., YIEN ., ERimEMS
£, FLIBER.

package main

import (
"context"
"fmt"
"os
"sync"

"github.com/apache/rocketmqg-client-go/v2"
"github.com/apache/rocketmq-client-go/v2/primitive"
"github.com/apache/rocketmg-client-go/v2/producer"

)

// implements a async producer to send message.
func main() {
p, _ = rocketmq.NewProducer(
producer.WithNsResolver(primitive.NewPassthroughResolver([]string{"192.168.0.1:8100"})), //M&XA
SCRRRYTTE R b
producer.WithRetry(2))

err := p.Start()

if err !=nil {
fmt.Printf("start producer error: %s", err.Error())
os.Exit(1)

}

var wg sync.WaitGroup

wg.Add(1)

callback := func(ctx context.Context, result *primitive.SendResult, e error) {
if e 1= nil {
fmt.Printf("receive message error: %s\n", err)
}else {
fmt.Printf("send message success: result=%s\n", result.String())
}
wg.Done()

message := primitive.NewMessage("TopicName", [Ibyte("Message")) //EXJI9EFRAITopicRIR
err = p.SendAsync(context.Background(), callback, message)
if err !=nil {
fmt.Printf("send message error: %s\n", err)
wg.Done()
}

wg.Wait()
err = p.Shutdown()
if err !=nil {
fmt.Printf("shutdown producer error: %s", err.Error())
}

}

SEINREANE . LUITEESDATEMQHFHRIESR, L. ERiREMS
#, FJLABER.

package main

import (
"context"
l|fmt|l
"og!
"time"

"github.com/apache/rocketmg-client-go/v2"
"github.com/apache/rocketmg-client-go/v2/consumer"
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"github.com/apache/rocketmg-client-go/v2/primitive"

)

func main() {
¢, _ := rocketmg.NewPushConsumer(
consumer.WithGroupName("ConsumerGroupName"),

SERRAYTT R E S
)

err := c.Subscribe("TopicName", consumer.MessageSelector{}, func(ctx context.Context,

TopicRTR
msgs ...*
for i := range msgs {

fmt.Printf("subscribe callback: %v \n", msgs[i])

}

return consumer.ConsumeSuccess, nil
b
if err !=nil {
fmt.Println(err.Error())
}
// Note: start after subscribe
err = c.Start()
if err !=nil {
fmt.Println(err.Error())
os.Exit(-1)
}
time.Sleep(time.Hour)
err = c.Shutdown()
if err !=nil {
fmt.Printf("shutdown Consumer error: %s", err.Error())
}
}

4.4.2 WEIRFER
RIS

[ NERFIEBRAYiE 2R 4R Z TR
consumer.WithNsResolver(primitive.NewPassthroughResolver([]string{"192.168.0.1:8100"})),

Vi,

IMEIEITRAY

primitive.MessageExt) (consumer.ConsumeResult, error) {

I 2 ERocketMQIR A — T 1EIZ RIF R A AliH ERYH 2 RE

I ER S IERINFREMS XIFER

o ZRBINFBER: MFEEN— 1 Topic, ¥IIIHEIRENT, X1 NIIRFAEH
BB AYSE NSCHFIFO ( First In First Out ) YRR T&AFITIE

o HDEXIRFER: JIFI5
LﬁZV‘J‘E *IIILTIFE rEREED X
FE—1 BT

eS| EEESEIve)

BUIRSRE
o CEIREIMQSERRER, BERESNARES,
o CLREAATEMGoHAXKESKHE, BFEEN

5|\ RocketMQ Z i
7£ “go.mod” HIBANLATACES, ARINMKER

module rocketmq-example-go

go 1.13

require (
github.com/apache/rocketmqg-client-go/v2 v2.1.0

)

ERI—Topic, E—BAFIRRYES LR FSAIFIFOIRF
EEEE, RIEFERINFHEZEREEW ST

XIFESRX AU ST IEERRE, LEiREXE.

NI R ER .
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y,53+3 IESIEIS

IR ER

SEWNTROIRIE . LITEESD AREMQSIFERIER, Yilgl. BEFinEMS
#, FLABER.

package main

import (
"context"
"fmt"
"os"
"strconv"

"github.com/apache/rocketmqg-client-go/v2"
"github.com/apache/rocketmqg-client-go/v2/primitive"
"github.com/apache/rocketmg-client-go/v2/producer"

)

// Package main implements a simple producer to send message.
func main() {
p, _ = rocketmg.NewProducer(
producer.WithNsResolver(primitive.NewPassthroughResolver([Jstring{"192.168.0.1:8100"})), /&
SERRAYTCERERE I
producer.WithRetry(2),
)
err := p.Start()
if err = nil {
fmt.Printf("start producer error: %s", err.Error())
0s.Exit(1)
}
topic := "TopicName" /&K F9EFRHITopicEFR

fori:=0;i< 100; i++ {
msg := &primitive.Message{
Topic: topic,
Body: []byte("Message " + strconv.ltoa(i)),

orderld := strconv.ltoa(i % 10)
msg.WithShardingKey(orderld)
res, err := p.SendSync(context.Background(), msg)

if err = nil {
fmt.Printf("send message error: %s\n", err)
}else {
fmt.Printf("send message success: result=%s\n", res.String())

}

err = p.Shutdown()
if err = nil {
fmt.Printf("shutdown producer error: %s", err.Error())
}
}

iR, BRlorderldfSEEFBRIEINE, AEorderldiSEEARTEBIRILIRF,
FrL G orderldVEi%IRBATRYsharding key .

NEEET RS EEEBEM EEiNconsumer.WithConsumerOrder (true), &%
WMTREULES . A TFHEEASED AFARMQSIFERIEE, YRIEK . ERinEMMSE],
aILAB ERD.

package main

import (
"context"
l|fmtll
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"os"
"time"

"github.com/apache/rocketmg-client-go/v2"
"github.com/apache/rocketmg-client-go/v2/consumer"
"github.com/apache/rocketmqg-client-go/v2/primitive"

)

func main() {
¢, _ := rocketmq.NewPushConsumer(
consumer.WithGroupName("ConsumerGroupName"), JNEBUIEEFRA BB Z IR
consumer.WithNsResolver (primitive.NewPassthroughResolver([]string{"192.168.0.1:8100"})), JMEK
REFRAITCEUEIE R I
consumer.WithConsumerModel(consumer.Clustering),
consumer.WithConsumeFromWhere(consumer.ConsumeFromFirstOffset),
consumer.WithConsumerOrder(true),
)
err := c.Subscribe("TopicName", consumer.MessageSelector{}, func(ctx context.Context, //EXJISEFRAY
TopicRTR
msgs ...*primitive.MessageExt) (consumer.ConsumeResult, error) {
orderlyCtx, _ := primitive.GetOrderlyCtx(ctx)
fmt.Printf("orderly context: %v\n", orderlyCtx)
fmt.Printf("subscribe orderly callback: %v \n", msgs)
return consumer.ConsumeSuccess, nil
)
if err !=nil {
fmt.Println(err.Error())
}

// Note: start after subscribe
err = c.Start()
if err !=nil {
fmt.Println(err.Error())
os.Exit(-1)
time.Sleep(time.Hour)
err = c.Shutdown()
if err !=nil {
fmt.Printf("Shutdown Consumer error: %s", err.Error())
}

}
4.4.3 WEEFHE

B

RocketMQRISESZIHESZIFESIBIES AIXHE ZEIRMEESZMRIE, BEMMERAYS
RN FESEENXE, FSHEREMENEAL-2F7R.

4-2 FFHEREME

7 RIER SIS REEEE
1 REEHE R
P T N 23 RiEEe
3 2FRE
S HiTEIBERS FiHBEERT
AR EERFEE
6 B REARE 5 FHEARNEELL, OERFRSE i mEEe

FEEHBEFEBSRAEFHEE, ARRITAMES . MNRAITHII, WAIXESIRE
X, BUAIXFSOER. BRSIRE — BN AENE—EKR R ZE[ELR, MAIEE]
E, ErEE WEU@EFirﬁZiL$R¢E ZER . HERBAERXZEZIRESH
#E, HEREVEREER
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HUESRM

o EREIMQSEEER, BNESIARES.
o EREARTIBNGoHKESHER, BRESIARES.

5|\ RocketMQ Z i
£ “go.mod” FHEINLATAES, ARDINHKES

module rocketmg-example-go

go 1.13

require (
github.com/apache/rocketmqg-client-go/v2 v2.1.0

)

RIXSFSZHE

SENTREIRE . ITHEESD AFREMQSIFERIESR, YIEN . EFRimEMS
£, FJLABER.

package main

import (
"context"
l|fmt|l
"og!
"strconv"
"sync"
"sync/atomic"
"time"

"github.com/apache/rocketmg-client-go/v2"
"github.com/apache/rocketmqg-client-go/v2/primitive"
"github.com/apache/rocketmqg-client-go/v2/producer"

)

type Demolistener struct {
localTrans *sync.Map
transactionindex int32

}

func NewDemolListener() *DemolListener {
return &DemolListener{
localTrans: new(sync.Map),
}
}

func (dl *DemolListener) ExecuteLocalTransaction(msg *primitive.Message) primitive.LocalTransactionState {
nextIndex := atomic.AddInt32(&dl.transactionindex, 1)
fmt.Printf("nextindex: %v for transactionlID: %v\n", nextIndex, msg.Transactionld)
status := nextIndex % 3
dl.localTrans.Store(msg.Transactionld, primitive.LocalTransactionState(status+1))

fmt.Printf("dl")
return primitive.UnknowState

}

func (dl *DemolListener) CheckLocalTransaction(msg *primitive.MessageExt) primitive.LocalTransactionState

fmt.Printf("%v msg transactionID : %v\n", time.Now(), msg.Transactionld)
v, existed := dl.localTrans.Load(msg.Transactionld)
if lexisted {
fmt.Printf("unknow msg: %yv, return Commit", msg)
return primitive.CommitMessageState
}
state := v.(primitive.LocalTransactionState)
switch state {
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IJBESER

case 1:
fmt.Printf("checkLocalTransaction COMMIT_MESSAGE: %v\n", msg)
return primitive.CommitMessageState

case 2:
fmt.Printf("checkLocalTransaction ROLLBACK_MESSAGE: %v\n", msg)
return primitive.RollbackMessageState

case 3:
fmt.Printf("checkLocalTransaction unknow: %v\n", msg)
return primitive.UnknowState

default:
fmt.Printf("checkLocalTransaction default COMMIT_MESSAGE: %v\n", msg)
return primitive.CommitMessageState

}

}

func main() {
p, _ := rocketmqg.NewTransactionProducer(
NewDemolistener(),
producer.WithNsResolver(primitive.NewPassthroughResolver([]string{"192.168.0.1:8100"})), //{&XH
SERRRYTTERE L
producer.WithRetry(1),

)

err := p.Start()

if err !=nil {
fmt.Printf("start producer error: %s\n", err.Error())
os.Exit(1)

}

fori:==0;i<10;i++ {
res, err := p.SendMessagelnTransaction(context.Background(),
primitive.NewMessage("TopicName", []byte("Message "+strconv.ltoa(i)))) /MESEFRAYTopicE
R

if err !=nil {
fmt.Printf("send message error: %s\n", err)
}else {
fmt.Printf("send message success: result=%s\n", res.String())
}
}
time.Sleep(5 * time.Minute)
err = p.Shutdown()
if err !=nil {
fmt.Printf("shutdown producer error: %s", err.Error())
}
}

EESEBREFTETELMAENOLERE, HExecuteLocalTransaction[EliEEHIEA
ERFESHERWRBR, B LESRIZEIMER, CheckLocalTransaction[ElEERE7E
WRIEERER, BN EEFHIZEEMER . M EIEREYANREBHESIKRES:

e primitive.CommitMessageState: 123XES, AIFHEEHEZEE.

e primitive.RollbackMessageState: [BiRESS, HEBHERARIFEE.

e primitive.UnknowState: FLEFIMPIAZT, ARG ImOEFEBREEZHEM
4*“—!‘0

JRAESERIBSITNEEREMEE .
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4.4.4 ZXETER

B’rin=

ER’S)Ck:M QZFHERMIERIEIHEE, &R EMAR1F. FEiftEISERER
YEGH o

ERHBREFEEFHEEIRocketMQfE, HEARIMAKEEE, MELEZEIRER
fERET S REEHEEHITHE.

EIERERTIATHR:

HEX AL SSZIEAREEOER, MNEERS DB ARSI XAIT LA
5. AITREIEINRX—EENHEE, SHMLIGIRBSHES, HEEKIILHE
iﬁ%%ﬂl&’ﬁiﬁﬁiﬁ%%é%ﬁﬁﬁﬁ, NRARZeRSZ(T, NXEFTEH, WMREE
\5 mulb\mﬂo

BEHEMAEIHESHZSR, IERLEEREROBRLEREERS

RSB AERIEN 1, BRES 1 FATHSE R RN,
S R R B SR B A 2 AR DB RO, S IR
EEEE .

FEIREIER T, ERE SIS E SRR MRS RN . (B
EESIRBETAR, SMLEHERISERENG, BELTE,
FERRIBER, TRIESSIBBIONFE . RS SERaaE
BEFERRIAM, EAREMIRT S TR RIS AR .
FARREEBUEE—R, ENEETELESRE.

RS R R LIRSS U T T B I A0RT ). NS LT e
IR, PATIEESHEIREEIEE, B R BT
o

BT EPHIRSHAIRFENEAE, MO S S PR
a2 ATAAFERE, IUBS AT,

SEENESMNSENEE, KAZIRIESRFIRIEN . I, SEE
S5XEA NS, MREKE—ESREE, PAXKHDSES R EH
3

ERSEEIS SR E RS LSEEE, AREREN SRR
B

BIREBMQSEEER, BNEESIARIESR.
BREALRTENGORAKIES NG, BRESIHRES.

5|\ RocketMQ Z i
7£ “go.mod” HIBANLATACES, ARINMKER

module rocketmq-example-go
go 1.13
require (

)

github.com/apache/rocketmqg-client-go/v2 v2.1.0
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RIETERTHR

LSRRI . LUFEASS I REMQSISEIEE, MRER. =
FisEfbSY, AILEERN.

package main

import (
"context"
"fmt"
"github.com/apache/rocketmqg-client-go/v2"
"github.com/apache/rocketmq-client-go/v2/primitive"
"github.com/apache/rocketmg-client-go/v2/producer"
nos"

)

func main() {
p, _ = rocketmq.NewProducer(
producer.WithNsResolver(primitive.NewPassthroughResolver([]string{"192.168.0.1:8100"})), //M&XA
SCRRAYTCEIRERE B IE
producer.WithRetry(2),

err := p.Start()
if err !=nil {

fmt.Printf("start producer error: %s", err.Error())

0s.Exit(1)
}
msg := primitive.NewMessage("TopicName", []byte("Message")) //AEXJILFRAITopicZTR
msg.WithProperty("__STARTDELIVERTIME", strconv.FormatInt(time.Now().UnixMilli()+3000, 10))
res, err := p.SendSync(context.Background(), msg)

if err !=nil {
fmt.Printf("send message error: %s\n", err)
}else {
fmt.Printf("send message success: result=%s\n", res.String())
}
err = p.Shutdown()
if err !=nil {
fmt.Printf("shutdown producer error: %s", err.Error())
}

}

4.4.5 (£ ACL S PRiAIE]
BEGS

ZROMA ConnectZEfIFFE T MQSHIACLIGIaNZH], ZFimaTopickmfliHEEE
BY, HE(FAEEINERMNARIKeyFlSecretit T2 2IAILE,

BUiRSRE
E3RENTopic SN EERL R FIRYKeyF0Secret, BRIES WA IHES

EFEREIBALEER
4B MRS CRIB I FIMERED, REIIT.

func main() {
p, err := rocketmqg.NewProducer(
producer.WithNsResolver (primitive.NewPassthroughResolver([]string{"192.168.0.1:8100"})),
producer.WithRetry(2),
producer.WithCredentials(primitive.Credentials{
ACL_ACCESS_KEY: "RocketMQ",
ACL_SECRET_KEY: "xxxxxxxx",
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b,
)
}

ACL_ACCESS_KEYFIACL_SECRET_KEY g TopicPrigtR & s i FIRYKeyFSecret

HEERIMALER
SRR RGN FAMENEE, RAIIT.

func main() {
¢, err := rocketmqg.NewPushConsumer (
consumer.WithGroupName("ConsumerGroupName"),
consumer.WithNsResolver (primitive.NewPassthroughResolver([]string{"192.168.0.1:83100"})),
consumer.WithCredentials(primitive.Credentials{
ACL_ACCESS_KEY: "RocketMQ",
ACL_SECRET_KEY: "xxxxxxxx",
b,
)
}

ACL_ACCESS_KEYFIACL_SECRET_KEY g TopicFriZt & RN FAHIKeyFISecret

4.5 Python ZFimfEFHiEH

4.5.1 AEEBER

BEnS
FEHNBLEEEHRETENREIRE. B, TEESRXARDHEERR
MBS KX,
o ELER: HERXARH—RHEHRSE, REFBIHIZES, ARR
BRI RIXT , REFUFIMMIEA R&% T—REE.

o SUERIE: BEAESAL—SHEE, FERSHRENL, BEAET S
e,

o EREIMQSEEER, BNESIARES.
o EXREALKIEBMPythonFRIESIER, BRBESIFARES.

5|\ RocketMQ Z i

1. ZElibrocketmgZEFIrocketmg-client-python, BE{KE{EiEZ&Erocketmq-
client-python,

2. Zlibrocketmq.soiINEI R FRSEIERIZR
a. B#librocketmq.soRII&R,

find / -name librocketmq.so

b. ¥§librocketmq.soiMINEIRFENSEILRIZER .
In -s /& EIRYlibrocketmq.soit&1&/librocketmq.so /usr/lib
sudo ldconfig
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EEZZ°3S

JiREEH

lU\

IEifﬁt%’z?bﬁuk)_ﬁ&tij—“é%l:’éUHEn s SinEWHAIEEE, AEIRE
MR LE&IXTS, RIEHDWEINNEF &K% ié,_\EI’J Bifl5,

SENT RO, UTHEASESAFREMQSIFEIIEE, YiRlEH. BFimEMS
éﬁ ) _.“’J\EHEI/J\\’JI] o

from rocketmg.client import Producer, Message

topic = 'TopicName' /& SEFRAYTopicRFR
gid = 'ProducerGroupName' /& SERRAVLEFBZFR
name_srv = '192.168.0.1:8100' //{E 9L TcEURIEZE IIE

def create_message():
msg = Message(topic)
msg.set_keys("XXX')
msg.set_tags('XXX')
msg.set_property('property’, 'test')
msg.set_body('message body')
return msg

def send_message_sync():
producer = Producer(gid)
producer.set_name_server_address(name_srv)
producer.start()
msg = create_message()
ret = producer.send_sync(msg)
print(‘'send message status: ' + str(ret.status) + ' msgld: ' + ret.msg_id)
producer.shutdown()
if _name__=='_main__
send_message_sync()

SENMTRARBE . IUTHRASSAFRRMQSIFEIIES., YK . EFiHEMS
ﬁ, __I-LJ\QEEIIJ\\DDO

import time
from rocketmg.client import PushConsumer, ConsumeStatus

def callback(msg):
print(msg.id, msg.body, msg.get_property('property'))
return ConsumeStatus.CONSUME_SUCCESS

def start_consume_message():
consumer = PushConsumer('ConsumerGroupName') /&M ISLFRAYEZEREZIR
consumer.set_name_server_address('192.168.0.1:8100') //IEXHSEFRAYTCEIEIEE L
consumer.subscribe('TopicName', callback) /MEXJ9SEFRAITopicRFR
print('start consume message')
consumer.start()

while True:
time.sleep(3600)
if _name__=="'_main__
start_consume_message()

4.5.2 WrlhrriER

Brin=

575 S 2 RocketM QIR AT —F 1R IR BRI R A A H ZERDIHE 2
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IRFEED AEBIFEEEMDXIRFER
o 2RIFFHE: }WFEEN—"Topic, BAFIEEZENT, XMAIIRFEH
BRSNS FIFO (First In First Out ) BRI TAHBFITIE
o HXIFFHEE: IFFIEEN—"Topic, B—BATIRHYEEIREBTHEAIFIFOlRE
BITEHBINTR. £SFEEEsXKIEESE%, FRIESERINFEEEERDE
EIE—BAFY
2BIRFERMNS XINFEENXCANIIHEERRE, RKIEREX5],.
BUESRIS

o CEREIMQSEEER, BNESIARES.
o EZEFRTIEMPythonFRESHE, BRBESIARES.

5|\ RocketMQ Z i

HiEIFER

1. ZZ%ElibrocketmqgZEFOrocketmqg-client-python, B{KE{EiEZ&Erocketmq-
client-python,

2. Zlibrocketmq.soiINEI R ARNSEERIER
a. B#librocketmq.soRII&R

find / -name librocketmqg.so

b. ¥§librocketmq.soiMINEIRFENSEILE R,
In -s /&E#ZIRYlibrocketmq.sof&12/librocketmq.so /usr/lib
sudo ldconfig

SENTROIRE, LITHEASDAREMQSIFEIIER, “ilgN . BEFimEMS
#, ALABER.

from rocketmg.client import Producer, Message

topic = 'TopicName' //{EXJ9SEFRHITopicRFR
gid = 'ProducerGroupName' //{EXJ9EFRAIEEF=HZFR
name_srv = '192.168.0.1:8100' //{E 9L TCEUEIEZ IE

def create_message():
msg = Message(topic)
msg.set_keys("XXX')
msg.set_tags('XXX')
msg.set_property('property’, 'test')
msg.set_body('message body')
return msg

def send_orderly_with_sharding_key():
producer = Producer(gid, True)
producer.set_name_server_address(name_srv)
producer.start()
msg = create_message()
ret = producer.send_orderly_with_sharding_key(msg, 'orderld')
print(‘'send message status: ' + str(ret.status) + ' msgld: ' + ret.msg_id)
producer.shutdown()

if _name__=='_main_"
send_orderly_with_sharding_key()

Fi&tmB, 1BEorderldiSEEERREINF, AEorderldiHEARERIRIEIRF,
FrL %G orderldEIEEAFIRYsharding key.
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RIRFER

REEMINEEERRCEEL Eiflorderly=True, SFIWNTRANIE . LATHEK
MR ATEMQSHFERIER, WIEN . ERIREMSE, TLIBERI.

import time

from rocketmag.client import PushConsumer, ConsumeStatus

def callback(msg):
print(msg.id, msg.body, msg.get_property('property'))
return ConsumeStatus.CONSUME_SUCCESS

def start_consume_message():
consumer = PushConsumer('ConsumerGroupName', orderly=True) //EOEFRAYHEEEZTR
consumer.set_name_server_address('192.168.0.1:8100') //1&E9sEFRHYTTEEIEZE L
consumer.subscribe(‘TopicName', callback) //&9SLhRAYTopicHFR
print('start consume message')
consumer.start()

while True:
time.sleep(3600)

if _name__=="'_main__
start_consume_message()

4.5.3 WAFFHR

BFn=

RocketMQRIESZHE SIS SIBIES KIXHE ZEIRMESZFIE, BEMMERRYS
RN ESZ BRI, S ERREMENEA4-3FR.

4-3 FEHERXERE

I REEBRSETEE
| e
3 i S P
FhEE il =
RS EEEEES
6 RERHEEMRS 5 RUEIAOBIA, DEESRS A —

FEEHEBEFEBSRAEFHEE, ARRITAMES . MNRAITHII, WAIXFESIE
X, BUAEXFSEOR. RS iRE—RIYEEINR—BEWAZHERGEIR, WAIEE]
E, FrEAREIRIERERREESZRERUEIR. HERBERERZEFIRIESLHE
#E, HEBMERIERRTR

Elaes
[ ] EIJZjCH'RMQSL}KLZIIu’ ,\{Z’Sl%z )LJFEE%
o EREAATEMPythonARIESINE, BERESIARES.

5|\ RocketMQ Z i

1. Z%librocketmqgZEFIrocketmg-client-python, B{KiE{Ei5&%Erocketmq-
client-python,
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RIXZFZHE

2. f&librocketmq.soiMINEI R AN ELERIER
a. B#klibrocketmq.soR9E&1Z,

find / -name librocketmq.so

b. ¥librocketmq.soiMINEIRFENSEILERIZER .
In -s /& EIRYlibrocketmq.soit&12/librocketmq.so /usr/lib
sudo ldconfig

SEWNTRORIE . LITHEESD AREMQSIFBRIER, Yilg. EFimHEt
&: __I-LJ\EEEIIJ\\H”O

import time

W

from rocketmg.client import Message, TransactionMQProducer, TransactionStatus

topic = 'TopicName' //{EXJ95LFREITopicRFR
gid = 'ProducerGroupName' /& SERRAYLEFZHZFR
name_srv = '192.168.0.1:8100' //{&X9SEPrAYTTEEZEEEAE

def create_message():
msg = Message(topic)
msg.set_keys ('XXX')
msg.set_tags('XXX')
msg.set_property('property’, 'test')
msg.set_body(‘message body')
return msg

def check_callback(msg):
print('check: ' + msg.body.decode('utf-8'))
return TransactionStatus.COMMIT

def local_execute(msg, user_args):
print('local: '+ msg.body.decode('utf-8'))
return TransactionStatus. UNKNOWN

def send_transaction_message(count):
producer = TransactionMQProducer(gid, check_callback)
producer.set_name_server_address(name_srv)
producer.start()
for n in range(count):
msg = create_message()
ret = producer.send_message_in_transaction(msg, local_execute, None)
print('send message status: ' + str(ret.status) + ' msgld: ' + ret.msg_id)
print('send transaction message done')

while True:
time.sleep(3600)
if _name__=="'_main_"

send_transaction_message(10)

EZHEELEFETELUWAEIERE, HAlocal executeElFREERIXTHES
HEEWEAR, BN LEEFAISEIMER, check_callbackElEREEWEIEIZERER, B
TFEFRIFEEMER . A EEREIIEIREBMEZSIRE:

e TransactionStatus.COMMIT: EZRZESS, RDiFEHRBEHEBZEE,

e TransactionStatus.ROLLBACK: [o]}Z %,;, EHEEERARITEE,

e TransactionStatus.UNKNOWN: FTiZFIWRZE, BIFIRSimDEFEBXEIEZ
HERRE.
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FisE 4 HEERMITRIES (RocketMQ 31 )
IJHESHR

HRESEENRB ST REEEEREE.
4.5.4 ZEERHEER

BFn=

ER’S)Ck:M QZHHERMIERIEIHEE , AR EAAR1F. FEIFtEISERER
YEGH o

ERHEREFEEFHEEIRocketMQfE, HEARIMAIRHEE, MELEEIRER
REREA S REEEEERITHE.

EIERERTIATHR:

EEEIN

HEXI MR SSBERREEOER, MBRRS BRI XTI R
=, AITREIENARX—FENRE, SHMLIGIRBSHES, HEZEKIILHE
%E?ﬁ%ﬂ%ﬁiﬂ‘ﬁiﬂ%%é%ﬁiiﬁ, INRAKRFeZT, WXKATE. WMRE5
‘7 )rl\l IL‘a\HI:IO

BEEE MR EIHESIZSR, IERLEEREROBRLEREERS

EHRRIRAIERIIENE, EREIS1FRIEERSKIER
x"EEa‘iiﬁ,%'\ESZFEEG‘EU‘I‘EMD%?&i&%ﬁﬁé’lﬁﬁﬁﬁ@&ﬁzmﬂ’ﬂiﬁ\HG‘ZU, HRNSIIZIRIE
HHEE.

AEEERT, EiERIRERINESEIRAIEERNREER RN BEE
EHERIRIEENT AL, SfRERERIREREG, BESEE
TEVRAIBER, AMRLESRIERINFIE. BIANREEERESIIEREZE
PEERRLIA, SliHRERINFS el &ERIRFTER R —.
TEBREREENIRE—X, EEEIRSERERE.

EiYE SR ER I EERS mtiamiE & iniiEaIidE . WREHEESREER
R, BAEHBRSHHEERIEEGEE, SRS ERIREHRITIR
N

T & PintlikSSin Al sEFERTE)E, (HERYSERRRER B 5% FimiR ERYIRIE
RIEZ B seFERE, LRSS IRiTE .

IREEBERANRIEREE, RAZ2RANHEEREIKIRS . fa0, REERHE
S5SREZEEMREE, WRFSKE—EHRWEE, BIAXFHRISERTREM
PRo

ENHER O AEEEEOMENEMETE, REFEREIEENZERIEFMHES
CIf=yac e

BIRBMQSIEEER, BREESIARES
EREFRTEHGoARIESINE, BAESIARER.

5|\ RocketMQ Z %
7£ “go.mod” HIBHNLATACES, ARINMKER
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FRisE

4 BEEMFTRIES (RocketMQ 5|2 )

RIXEIHE

module rocketmqg-example-go

go 1.13

require (
github.com/apache/rocketmqg-client-go/v2 v2.1.0

)

REERERARAIEIT .. LITHESSARRMQSIFERIER, URIEN. &=
FimE S5, AILABERD.

import time
from rocketmg.client import Producer, Message

topic = 'TopicName' //{EISEFRAITopicEFR
gid = 'ProducerGroupName' /& SEFRAVLEF=AZFR
name_srv = '192.168.0.1:8100' //{EXHSERRAYTTEURIEEbIE

def create_message():
msg = Message(topic)
msg.set_keys('XXX')
msg.set_tags('XXX')
msg.set_property('property’, 'test')
msg.set_body(‘message body')
return msg

def send_delay_message():
producer = Producer(gid)
producer.set_name_server_address(name_srv)
producer.start()
msg = create_message()
msg.set_property('__STARTDELIVERTIME', str(int(round((time.time() + 3) * 1000))))
ret = producer.send_sync(msg)
print('send message status: ' + str(ret.status) + ' msgld: ' + ret.msg_id)
producer.shutdown()

if _name__=='_main_"
send_delay_message()

4.5.5 {5 ACL RO

Brns

ZROMA ConnectZEfIIFFE T MQSHIACLIGIaNZH, ZFimaTopick=fliHEEE
BY, HEE(FAEEINERMNAIKeyFlSecretifH T2 2IAILE,

EIREN Topic it EE R M FIRYKeyFSecret, BAES N RES .

EFEEIDALER

SRR RIRE P IE NI IR, RAEIEIT .

def send_message_sync():
producer = Producer(gid)
producer.set_name_server_address(name_srv)
producer.set_session_credentials("ACL_ACCESS_KEY", "ACL_SECRET_KEY", "")
producer.start()
msg = create_message()
ret = producer.send_sync(msg)
print(‘send message status: ' + str(ret.status) + ' msgld: ' + ret.msg_id)
producer.shutdown()
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FHAIgE 4 HBERFAIES (RocketMQ 5|28 )

ACL_ACCESS_KEYFACL_SECRET_KEY9TopicFristN EE R R FBAYKeyFSecret

HEERINALEER
S ARSI FAMARES, R

def start_consume_message():
consumer = PushConsumer('ConsumerGroupName')
consumer.set_name_server_address('192.168.0.1:8100')
consumer.set_session_credentials("ACL_ACCESS_KEY", "ACL_SECRET_KEY", "")
consumer.subscribe('TopicName', callback)
print('start consume message')
consumer.start()
while True:
time.sleep(3600)

ACL_ACCESS_KEYFOACL_SECRET_KEY A TopicPigt &R M FIRYKeyFSecret
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HAIgE 5IRBERALIES

IREENRTTAES

FFA& 5B

FRES
REERTTA
MQTTHMY TopickisE

5.1 FF &5

5.1.1 F&Eiz=
=R

ROMA ConnectHi B EMLINKSZIFREBIMQTTIHMUIEANF LIREIE . 8B FHFF
ARHEMMQTITERiR, HEEBIREFENKZIENEE, AATHERSE LS
HELR, BPaJE2AROMA Connect.,

5.1.2 FF&EHE

o FERTEIWRAEKR:
- Intelli) IDEA: 2018.3.58%LA_EhRAS,
- Eclipse: 3.6.085LA_ERRA,
o HRIESHERAEK:
1.8.1118kLA_EhRAHI)ava Development Kit,
o BEHREX:
- BEMQTTHMMIENIRERT, HEIXEHEMQTTIMYAAIQ0S0FIQOST,

- ABLEERMERRESLHA RS RE SBIREEZE TR, BNERETA
ISRERIENBEEEENF . ANREFAROMA ConnectiZ2HHYiZFdemo, MIEL
INEFBEENS . RERAFREMQITEFin, NEEIREFRISEE
FiENE . AEEMEER, IREEEL, BERins—EHBMEERS
2%, HEEEMINALL,
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&g 5IRBERALIES

5.2 FFaitEs
REUREIEN SR

FEROMA ConnectSClEHIGIEIRE “IREBER LINK > IRFEE” , EREFIEE
MQTTiEE I/ MQTTSIEE L, 7£ “I88 7 MEBANKRIIERF, o EEEEANIRE
B “ZRiRID” . “HAP{” M ‘BB 58,

HEEFRNR
o LTEFARIH
Z4£2018.3.58( LA EhRAHIntelli) IDEA, ZZEEiEZEIntelli) IDEAETSRIULT
o
o LTEAKRESHE
Z4£1.8.1118¢LA EhRAAY)ava Development Kit, Z2EEiEZEOracleBES FHRR

E_Fﬁo
ML
5.3 1&FENFA
1B(Eips
AR T BB EMSINIRZHIEAN . IBEATIEEHIRIEIES, TESNEE
SEEEED. KAHERES .
T
REEMSIFIRENMQTTIMY, SR LAERFRECclipse paho MQTT Client5LINK
{TXHE, AMIFDemofE)avalRAAISDK
BUtESR(G

o CEIREURBHIENEER, BERESNFFRES.
o ETEAATIBEMavaFkIESHE, BNESIHEESR.
e TZLINK Demo:

FEROMA ConnectSLlfEHIEH “IREER LINK > 2B EIE” WHE, P& “TH
Demo” , TZLINK Demo,

DemofiFER N34, DeviceConnectDemo.javafBFiEiEIRE,
DeviceControlDemo.javaFi TR ARIEFS FHIAPI,

BCEIREERER
1. f#EDemo/E458, & “src” BRMIEREIRR T#ZEIDeviceConnectDemo.javaX
5.
2. {ERavafmiE TEATHIXAN XY, RERSEEZNER. BTHNE, & ‘8%
BIE” NHEALEIEERERE
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FRigE

KAHE

AR

Demo T F2AKIAIIHEEIDERT, FHDemolTEEEdemofilibEFIRE H4EIT
ERlibER.

[/ EEEEREIE, 8 tepy//ip:port

final String host = "";

] REZEFiRKID

final String clientld = "";

1/ FOBENRETE, REMEEFRSANREE, BERDER
final String userName = "";

/| REUXBIEIIR SRR, RENENBIEAMRMER, 1B20@EMRSER
final String password = "";

// 1&&EPublishifRAITopic

final String pubTopic = "";

// 1&%&SubscribetXfRAYTopic

final String subTopic = ""

[ RERXAGEEAS

final String payload = "hello world.";

DeviceConnectDemo.javafisEig & 7 & ﬁE*ﬁWBEE’Jtopm,HU o WREEFLINKA
EEHIREFIBERIAPI, REULIZEIKEES

client.subscribe(subTopic, (s, mqgttMessage) -> {

String recieveMsg = "Receive message from topic:" + s + "\n";
System.out.println(recieveMsg + new String(mqttMessage.getPayload(),

StandardCharsets.UTF_8));

1. TARESIRERIAPL,

a.

{EﬁﬁJavaJﬁE“”“HFFDewceControlDemo java, IBAXEEHIEERIAPIRISEL
ERNECRIFINEHER .

TEIEENSEEE: appKey. appSecret. BFEFIHRID. BEHEITENE
MTopic. AiEfEEERIAPIRYAEMELE . HiEmO. EHERNS.

public static void main(String[] args)
{
// TWME%VE,LM:ET-% APRAIERJappKey HEURHMES., B0 RIDIER
String appKey =

/! BN e = APRAIERYappSecret ABURMER. , 1BDRIRASEER
String appSecret = "";

/] BEREEHIHEE R FIRID

String clientld = "";

/] BERE=HIHEE HU}z%HQSUb’fXBEH@JTOpic
String subTopic =

/] BIELEH EEE’JAPIE’Jlﬁlﬂﬂ’E,ﬂt

String host = "";

/] BRI HEERIAPIRTIElR O

String port = "";

/| BERRBREGEHEAS

String payload = "hello world.";

String url = "https://" + host + ":" + port + "/v1/devices/" + clientld;
controlDevice(url, appKey, appSecret, clientld, subTopic, payload);

= appKey. appSecretZ2# T LAMROMA ConnectsLHliEHIEHY “ SERLMN
B’ WEY, PHEESEMEEMNBNGTR, EEMNBIHEREEF
¥REXKey#F[Secret,

" Portg7443; clientld. subTopic. hosta] LAE##MROMA ConnectSL{F|
=GR “RFEMN LINK > IREEIR” REY, RHEXNFISENETR,
HEIREIFIETEIRE
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HAIgE 5IRBERALIES

b. EFRIEFIEI{TDeviceControlDemoiX N, WNRIMAHZIZEFEREIRS
FHiTi5 T subt R Topic, IRFEMBEIWEI—EHE, FHEIDERHISFIENS
XK. APIRIIERIPAIIRZIEZAIIPERERNY, HO=27443,

2. RXEE.

EOLARERFAREBENASTIRER, fa0, EojllanSikE 8RR 103
LINKZE—RIBE, i8iz17/E, LINKERI10MSKEIES..
try
{
final MqttClient client = new MqttClient(host, clientld);
client.connect(mgttConnectOptions);
System.out.println("Device connect success. client id is " + clientld + ", host is " + host);

final MgttMessage message = new MqttMessage();
message.setQos(1);

message.setRetained(false);

message.setPayload (payload.getBytes(StandardCharsets.UTF_8));

Runnable pubTask = () -> {
try
{

client.publish(pubTopic, message);
iatch (MqttException e)
{ System.out.println(e.getMessage());
b :

client.subscribe(subTopic, (s, mgttMessage) -> {
String recieveMsg = "Receive message from topic:" +s + "\n";
System.out.println(recieveMsg + new String(mqttMessage.getPayload(),
StandardCharsets.UTF_8));
N;

ScheduledExecutorService service = Executors
.newSingleThreadScheduledExecutor();
service.scheduleAtFixedRate(pubTask, 0, 10, TimeUnit.SECONDS);

}

AR
ConnectfUAHEIIAIRMQTT.HXE FIRERIRERIINEE, FILUEELE, RE|ET ‘B&
EE

5.4 MQTT MY Topic #5&

5.4.1 {ERARIUE
o VBRTAENESEISE, BEMTETIE Topic, REQBMIRTopick
S, VBT ARALUE

o IRE(FNIBEERISRS, FETITYHEXTopic, XIFIEAME S EXIN Topickix
HERY, REABEHRIE . REFZREEALIAIISSRIREITIHBL Topic.
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FRi5E

Topic ¥ | HERREXS | EEE | BE

¥ | (publishe |5

B | ) (Subscri

i ber)

P4
/v1/devices/{gatewayld}/ MQ | ig&F WIEX | IS ERINTFIRE
topo/add TT e
/v1/devices/{gatewayld}/ MEARFE | WRE | MEARFEEIREAY
topo/addResponse AINFIR RN
/v1/devices/{gatewayld}/ gE BN | ISR ERTFIRE
topo/update ¥a K&
/v1/devices/{gatewayld}/ MBS | 13RE | MENESIREDN
topo/updateResponse B AR SIS

M3 Rz

/v1/devices/{gatewayld}/ MBS | 13RE | MENESHIERF
topo/delete %%
/v1/devices/{gatewayld}/ gE BN | IDIRBEIEMNXE
topo/query Ea B
/v1/devices/{gatewayld}/ MBS | 18R B EIREIRY
topo/queryResponse FPSESEIv
/v1/devices/{gatewayld}/ MEMTES | BIRE | MENFESLIRE
command T AN i
/v1/devices/{gatewayld}/ gE YIEX | IDIRSFIRBILEHIEL
commandResponse Ea MF &S IER
/v1/devices/{gatewayld}/ gE WIEXN | DI HIREEE
datas e

AR

{gatewayldHEIREIRIR . HdeletefEA T ZRIFRAIFTE, deleteResponseB i,

5.4.2 NXEF

‘"-‘i?—,rMQTT’dJ\l){E'Jconnect,ﬁE&D FREVERERE “clientld”

“Username” .

“password”
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FRisE

SRR

5.4.3 HINMXFIE

F & Topic

2%

i)
Ak

SH IR

clientld

Strin
g(256

—HN—ZH9IR Fclientld B4 EBHSERE: deviceld/
nodeld, LR ZOEZER | [HaE, @I T
Xk “7 ohR.
o EREER: KEI1FT, HApisdFi i
“07 , ‘RFEA——Z18F I deviceldizE
No
“27 , BRER—N—FZEMInodeldiEN .
o HIIEZAEA: KEI1FT, HpISIF2MhER,
“0” £EHMACSHA256 A KKRIE A E)E%; .
“1” £LEHMACSHA256#3%38 A 1B o
o HYEEL: IRBEEFEITAIUTCEYE, A
YYYYMMDDHH, #UTC B4/8]2018/7/24
17:56:20, MIfZR3:92018072417,

LAdeviceldafIagclientld7=45) 79 :
D39564861q3gDa_0_0_2018072417

Usernam
e

Strin
g(256

—H—FHIRE “Username” ,
o {#deviceldIZE NIHEE MR FEMAAIIEIREIRY
“deviceld” {H,

o {FMnodeldZE NFES 1% & MR IHATEY
“nodeld” {8,

Password

Strin
g(256

Password BB I{ER “HMACSHA256” &iXLARTE
BA=ZE, Msecret#1TIIZEHIE.
secret 9 EAME BT FEEIR[EAYsecret, SiE BIREE
Bfsecret,

Topic | /v1/devices/{gatewayld}/topo/add

HE | LigsE

BiX

HE | MENTES

-0
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FRIER 5 REERFRIES
SHIRA
FEBE W aliE | KB S¥EA
mid Wi Integer #aID,
devicelnfos DAvid List<Devicelnf | FIREFEEIIE, FIFEK/NM
0s> 1~100,
DevicelnfosZEra{Ai5i AR
FEBE Wik/mlik | R SR
nodeld WAsE String IRBIRIR
IR KNG, HFHPRIZE,
KE2-64,
name Bk String BB
IR KNG, HF, $FRIZ%N
#5 ﬁrgz_64o
description aJi% String REA,
R K EAGEBIZ 200,
manufacturerld | ®4i% String I ®&ID,
XIFRN KNG, HF, PRl
TXIZ, KE2-50,
model W String RS,
XEFRN KNG, HF, PRI
TXI%, KE2-50,
=~

"devicelnfos": [{
"manufacturerld": "Test_n",
"model": "A_n",

"nodeld": "n—device"

1

"mid": 7

}

5.4.4 FINMIKFIR AL

F7F Topic

Topic

/v1/devices/{gatewayld}/topo/addResponse
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SEREA

YIEX S

HE | 0iRE

FiRENMIANESERENY, ERESHENFIREES, DXFATRITEAL
RERENFREER, HEPRENdeviceldZESRATFREHIBLIR. BEREE

=S MR
M) Mz S %835 BB
FBE Wik /mliE | KB SR
mid WAIZE Integer <D,
statusCode Whisk Integer R EBRVE RS,
o “07 FREI-
e IF “0” XREM.,
statusDesc Ak String N PR ASHEA o
data WA List< FINFRENERER
AddDeviceRsp
>
AddDeviceRsp£5ta{Aisiag
FEBA WK AT | KB SR
statusCode DS Integer BRAIBRILERD
o “07 FREI-
o JF “07 TREM.,
statusDesc Ak String N REAR A o
devicelnfo A% Devicelnfo REER.

Devicelnfof5ta{A15AH
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FF&IER 5 IREEMFRIES
FEBH W/l | KB SR
nodeld DAy String IREIRR .

TEHENANG, HFF$L)
%, KE2-64,

deviceld DA v String FEEEMENREHE—IRR, XM
RBEFinID,
name DAy String RERBMR

XIFPRIANG, #F, ¥l
2%*[]#, 'LQJ_E._Z-64O

description [E1pviA String REAR,
R K EAEEBIZ 200,
manufacturerl | &% String J &ID,
d SIEXANS, HF,
T, KE2-50,
model Wigk String FmEs,

XIFRNANE, HF, PU%
MT %, KE2-50,

5l
{
"data": [{
"devicelnfo": {
manufacturerld": "Test_n",
"name": "n-device",
"model": "A_n",
nodeld": "n-device",
deviceld": "D59eGSxy"
h?
"statusCode": 0
1
"mid": 7,
"statusCode": 0
}
\n ~
5.4.5 B FRBIRS
F7 Topic
Topic | /v1/devices/{gatewayld}/topo/update
HE | L&
Bix
B
HE | MENES
=i
B
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F &I

SRR

FER3 3wl pri ESit) SR
mid Wik Integer <D,
deviceStatuses | Wik List<DeviceS | IREIRETIFE, FIFKK/N1~100,
tatus>
deviceStatus
FEBE WA AT i) SR
deviceld Wik String "“EEZB’JW%U’E PR, IR
E gD,
status Whigk String FIREIRE
e OFFLINE: I#EB%
e ONLINE: IR%JZ%

Nl

"deviceStatuses": [{
"deviceld": "D59eGSxy",
"status": "ONLINE"
1
"mid": 9
}

5.4.6 BHFTMX-FIREZINENIRL

F 7 Topic

Topic | /v1/devices/{gatewayld}/topo/updateResponse
HE | MENES
KiX
ys]
HE | OgE
=
ys]
S#15PE
FEBE Wk [ATE | KR SR
mid WA Integer #<ID,
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FF &I

FBE2 WNE[ATIE | REY SR
statusCode Wik Integer B IBRVEE R
o “07 FRELII,
e I “0” TREM.
statusDesc aJifk String N REAR S HIA o
data Bk List< BN EREER
UpdateStatus
Rsp >
UpdateStatusRspZE#a{aisiig
FEBH WNE[AE | KRB SR
statusCode DAy Integer B IBRVEE RS
o “07 FREII,
e I “07 TREM.
statusDesc aJifk String LERIER
deviceld DA String FEEMBNREHE—IRR, XIR
ZRixlD,
=~
{
"data": [{
"deviceld": "D59eGSxy",
"statusCode": 0
1
"mid": 9,

"statusCode": 0
}

5.4.7 HIBRMXFIRE

F=; Topic
Topic | /v1/devices/{gatewayld}/topo/delete
HE | MENES
Y3+
bo]
BHE | LRE
=
bo]
2024-04-30 236



NS EIEER TS (ROMA Connect)
F &I

SRR

FEBE 03w ] pri St SR

id WAIsE Integer kR FIRFEWSID,

deviceld DAV String FEaEMENREHEE—IRR, XM
IREEFiwID,

requestTime DA Timestamp TBERATEIEE

request WhisE JsonObject FIRBER

JsonObjectZ5#{AiBR

FERE Wik /mliE | SKEY SR

manufacturerN | #4i% String ISEZS T

ame XIFIKE2-64

manufacturerl | #4i% String I #ID,

d SHENANS, HF, RIS
TXI%, KE2-50,

model WA String s,
IR KNG, HF, $FRlZ%N
TXIZ, KE2-50,

ANl

"requestTime": 1576639584536,
"request": {

"model": ||A7n||
T
"id": 8,

"deviceld": "n-device"

}

5.4.8 X (EE

F3& Topic

Topic | /v1/devices/{gatewayld}/topo/query

S
HE

KX

Wi
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F&tEE 5 IRBERARIES
HE | MENES
=i
B
S5
FEH WA [ETE il SR
mid Wik Integer #<ID,
nodeld Wik String RERR
TIEFEKXNE, FHFFPL
%, KE2-64,
Al
{
"mid": 2,

"nodeld": "test123"
}

5.4.9 Ei8R (5 BNy,

F7; Topic
Topic | /v1/devices/{gatewayld}/queryResponse
BER | YENES
Kik
B
HE | gE
=
ys]
SR
FEBA 055 = B it SHEA
mid D%V Integer @D,
statusCode Wik Integer R RRVEE R,
o “07 XRHIN
o iF “0” TREM,
statusDesc Elpvi String I RAR AR o
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FRiER 5 IRBERARIES
FBE2 03wl pri i) SHEAR
data Elpuic List<Deviceln | BEIg&EEE,
fo>
count Elpuic String REHS.
marker E1pvis String PR,
3 5-1 Devicelnfo £5f3{KixBB
FEBE WAk/mTiE | SRBY SR
deviceld Wik String FEEMBNREE—IRR, XINIR
BEFiRID,
nodeld WA String IREIRR o
YRR KNEG, HFIPILE,
KE2-64,
name WA String BB
SRR KNE, HF, Pk
f#, KE2-64,
description AJik String WA,
A EABERBIZ 200,
manufactureld | W35 String I &ID,
IR KNG, HF, $FRlZ%N
TXZ, KE2-50,
model %S Vi String FmiEs,
SIFRNKNE, HF, PRI
TX%, KE2-50,
Al
{
"mid": 2,
"statusCode": 0,
"statusDesc": "",
"marker": "",
"count": "1",
"data™: [
{
"deviceld": "D59eGSxy",
"nodeld": "test123",
name": "n-device",
"description": "addsSubDevice",
"manufacturerld": "Test_n",
"model": "A_n"
}
1
}
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FRiER 5 REBERFRIES
S N >
54.10 RFHRLS TR
F Topic
Topic | /v1/devices/{gatewayld}/command
HE | MENES
Y3+
bl
BHE | LrE
=
bjo]
SHIRE
FEBE WA /AT -] SR
deviceld Wik String FEERINRSEH—IRR, XAIZ
BEFixID,.
msgType WIS String EEE"cloudReq", ¥RFAET
KHNEK
serviceld WAIZE String ARS31D,
cmd DSV String RBIITHSE
paras Wik ObjectNode | SESHISEL,
mid D%Svi Int #<ID,
=~
{
"msgType": "cloudReq",
"mid": 54132,
"emd": "command1",
"paras": {
"temperature": 123
L
"serviceld": "service1",
"deviceld": "D23pigXo"
}
N A A ~
5.4.11 & s S T AN
F&H Topic
Topic | /v1/devices/{gatewayld}/commandResponse
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FRiER 5 REERARIES
HE | RS
Rix
5
HE | MBS
=
)]
SR
FERA Wik [rliE | 2R SHEE
msgType | W%k String ElxE{E"deviceRsp", FTNZHAINEH
=
mid WA Int #<ID,
errcode Whisk Int TERAMIERIEE RS,
o “07 FREI.
o IF “07 FRREM.
body 1pvid ObjectNo | AsHIRIE .
de
ANl
{
"body": {
"orginParameters": {
"temperature™: 123
%
"state": "ok"
%
"errcode": 0,
"mid": 54132,
"msgType": "deviceRsp"
}

5.4.12 B EHIE LR

FH Topic
Topic | /v1/devices/{gatewayld}/datas
HE | LigE
Y3+
B
HE | MENES
=
bjo]
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FRisE

SRR

Nl

FEH Sy =1 it SR
devices Wik DeviceS[] REBHIE.
DeviceSZEHa{A15 A
FEHZ Wik /aTik | 3SEY SEEIA
deviceld WA String(256) FEEMANSEHE—IRR, XL
REZEFiRID,
services %Svi List<Services> | IREZ%IZE.,
ServicesZEHa A
FEH WAk [alE | SERY SR
serviceld Wik String(256) RSZID,
data Wik ObjectNode BRSZEURE
eventTime DA3vid String(256) AFES=L: yyyyMMdd” T’
HHmmss’ Z’ 0:
20151212T1212127Z,
{
"devices": [{
"deviceld": "D68NZxB4",
"services": [{
"data": {
"key": "value"
h
"eventTime": "20191023T173625Z",
"serviceld": "serviceName"
1
1
}

2024-04-30

242



	目  录
	1 数据集成开发指导
	1.1 开发说明
	1.1.1 开发场景
	1.1.2 开发规范

	1.2 连接器RESTful接口规范

	2 服务集成开发指导
	2.1 开发说明
	2.1.1 开发场景
	2.1.2 开发规范

	2.2 API调用认证开发（APP认证）
	2.2.1 开发准备
	2.2.2 APP认证工作原理
	2.2.3 Java SDK使用说明
	2.2.4 Go SDK使用说明
	2.2.5 Python SDK使用说明
	2.2.6 C# SDK使用说明
	2.2.7 JavaScript SDK使用说明
	2.2.8 PHP SDK使用说明
	2.2.9 C++ SDK使用说明
	2.2.10 C SDK使用说明
	2.2.11 Android SDK使用说明
	2.2.12 curl SDK使用说明

	2.3 API调用认证开发（IAM认证）
	2.3.1 IAM认证开发（Token）
	2.3.2 IAM认证开发（AK/SK）

	2.4 自定义后端开发（函数后端）
	2.4.1 函数后端脚本开发说明
	2.4.2 AesUtils类说明
	2.4.3 APIConnectResponse类说明
	2.4.4 ApicShaUtils类说明
	2.4.5 Base64Utils类说明
	2.4.6 CacheUtils类说明
	2.4.7 CipherUtils类说明
	2.4.8 ConnectionConfig类说明
	2.4.9 DataSourceClient类说明
	2.4.10 DataSourceConfig类说明
	2.4.11 ExchangeConfig类说明
	2.4.12 HttpClient类说明
	2.4.13 HttpConfig类说明
	2.4.14 JedisConfig类说明
	2.4.15 JSON2XMLHelper类说明
	2.4.16 JSONHelper类说明
	2.4.17 JsonUtils类说明
	2.4.18 JWTUtils类说明
	2.4.19 KafkaConsumer类说明
	2.4.20 KafkaProducer类说明
	2.4.21 KafkaConfig类说明
	2.4.22 MD5Encoder类说明
	2.4.23 Md5Utils类说明
	2.4.24 QueueConfig类说明
	2.4.25 RabbitMqConfig类说明
	2.4.26 RabbitMqProducer类说明
	2.4.27 RedisClient类说明
	2.4.28 RomaWebConfig类说明
	2.4.29 RSAUtils类说明
	2.4.30 SapRfcClient类说明
	2.4.31 SapRfcConfig类说明
	2.4.32 SoapClient类说明
	2.4.33 SoapConfig类说明
	2.4.34 StringUtils类说明
	2.4.35 TextUtils类说明
	2.4.36 XmlUtils类说明

	2.5 自定义后端开发（数据后端）
	2.5.1 SQL语法
	2.5.2 存储过程调用
	2.5.3 多个数据源编排
	2.5.4 可选参数的使用

	2.6 后端服务签名校验开发
	2.6.1 开发准备
	2.6.2 Java SDK使用说明
	2.6.3 Python SDK使用说明
	2.6.4 C# SDK使用说明


	3 消息集成开发指导（Kafka引擎）
	3.1 开发说明
	3.1.1 开发场景
	3.1.2 开发规范
	3.1.3 客户端使用建议
	3.1.4 客户端参数配置建议

	3.2 开发准备
	3.3 MQS连接开发（开源客户端）
	3.3.1 Java客户端使用说明
	3.3.2 Python客户端使用说明
	3.3.3 Go客户端使用说明
	3.3.4 C#客户端使用说明
	3.3.5 其他语言客户端使用说明
	3.3.6 附录：如何提高消息处理效率
	3.3.7 附录：spring-kafka对接限制

	3.4 MQS连接开发（RESTful API）
	3.4.1 Java Demo使用说明
	3.4.2 生产消息接口说明
	3.4.3 消费消息接口说明
	3.4.4 消费确认接口说明


	4 消息集成开发指导（RocketMQ引擎）
	4.1 开发说明
	4.1.1 开发场景
	4.1.2 开发规范

	4.2 开发准备
	4.3 Java客户端使用说明
	4.3.1 收发普通消息
	4.3.2 收发顺序消息
	4.3.3 收发事务消息
	4.3.4 发送定时消息
	4.3.5 使用ACL权限访问
	4.3.6 消费端限流

	4.4 Go客户端使用说明
	4.4.1 收发普通消息
	4.4.2 收发顺序消息
	4.4.3 收发事务消息
	4.4.4 发送定时消息
	4.4.5 使用ACL权限访问

	4.5 Python客户端使用说明
	4.5.1 收发普通消息
	4.5.2 收发顺序消息
	4.5.3 收发事务消息
	4.5.4 发送定时消息
	4.5.5 使用ACL权限访问


	5 设备集成开发指导
	5.1 开发说明
	5.1.1 开发场景
	5.1.2 开发规范

	5.2 开发准备
	5.3 设备集成开发
	5.4 MQTT协议Topic规范
	5.4.1 使用前必读
	5.4.2 网关登录
	5.4.3 添加网关子设备
	5.4.4 添加网关子设备响应
	5.4.5 更新网关子设备状态
	5.4.6 更新网关子设备状态响应
	5.4.7 删除网关子设备
	5.4.8 查询网关信息
	5.4.9 查询网关信息响应
	5.4.10 设备命令下发
	5.4.11 设备命令下发响应
	5.4.12 设备数据上报



