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JEiRSS SDK &%

1.1 A
ANIIESAPIEBEEIHIERS SDKCZEAREUEAPI, HpiEiERSS SO
HEBAPIIZE .,

HUEIRSS SDK 48

HIEIRSSSDK2E FDataArts StudioFiEIRSS CIFERIEIEAPIETSAISDKE . BT IEH
LY SDKEIRHAVCIBIER, BIE I TEURIRS PEUBAPIRVEAR, BEIALEHTR. R’
RIS EEAPIRENE FFEUE .

HIEIRSS SDK (FHiz=

HIBAPIRB/NBITHIEIRSSSOKIBA8EAR, SEIBAPIBSANESEX. Hi@
T EIEIRSE G EUEAPE B AIAPPIGE S AT, SANEBITSDKA ORI TEIEAPIE
B; X“EREMIAMEARAS, aTLUBSAPIEARIRIEA, tallu@EidSDKAHITH
EAPIRER

“APPINIEAT” : APIEREBITAPPINESIEFAPI, Appkey & Appsecret®
RS, EEER.

EFIAPPIAIERY, FEIBIISDKiAE, EHASDKiGalt TEFlava. Go.
Python. JavaScript, C#. PHP. C++. C. Android&EZiESHISDKE ., RiES
ERAPIRAIESE ( iR AEH( 2.10.1 SDKEE ) 89 “(FARAPPIAIEREF
API” B3,

“IAMINIE” @ BEEBIAMIRSHITZEINE. IAMINERRF=BFGE, &
2RAPE,

{FRIAMIAIERT, FBEBISERIAMIRSSHIZRENAE P TokeniZ3KEX Token, ARG
BTSSR EELRRI “X-Auth-Token” S FHIZFFAEAITokenfEISE
8, BiBZAPIERETI BaiSDKANAREAMHIAPI,

“TINE” @ AFBINLE. ZE2KFE, FrERAFYENAEGE, EXENSEO
RIER, NEFERER. SRABAAREERAR, WEFEHIEEFELZE XK
(WBUEtE . HIRESHAHESEHSET. SQLEANEXK ) .
FERLINESAT, BEEROAIEER .. BIZAPIABIENSDKA R, EiEFR
EABAPIEZHIES NS TAR.




1.2 SDK f&EF3RIES

1 THSDK, HEATRMSDKEIARBHATER,

ok N =

ZFDataArts Studioiz#l &

BE “HUERS” 1B,

BFEAMSRE “E=ZhR > SDK” ,

BBESDKERS S XIFEXRIESAISDK, TEHSDKEEIAM,
H17SDKEEEMRIE . WindowsiBERFA T, 1THARMAGSIRTRFFE, WAL
T#s, ERMERE FEHSDKERISHA256(E, B, “D:\java-sdk.zip” 3
SDKEHIAHIZFRIRIZFISDKEZ , iBRIESCIRIE RIEM .

certutil -hashfile D:|java-sdk.zip SHA256

mSHITERRGI, TR

SHA256 9 D:\java-sdk.zip I§%5:
becff4310645f3734344897ffdcabb1853d4b7d93b59a6ea187c5ae40543b36b
CertUtil: -hashfile &< BTN
becff4310645f3734344897ffdcabb1853d4b7d93b59a6ea187c5ae40543b36b

SXTELEr R & SDKEAYSHA256{EFT F RPN IE S SDKERISHA256{H, AIR—
¥, WERRTHIEAFAEEELNES,

AEREZSDK SHA256{H

&

Java becff4310645f3734344897ffdcabb1853d4b7d93b59a6ea18
7c5ae40543b36b

Go bcf8cf19a21226e247195f2e584¢8414da39b8d05840fb0294
8e1375d9bbb7e6

Python c3da3b5814f828d6217963e856563d558d938b3da28993a8a
13c8a7ebff5b95d

C# a880b47e63ab35bfe216592e340a8135b866aef8f756ef7738f
ff3287885f33a

JavaScript 53261387f5fcf46e61d0bef5e890bea97952717f327¢c356412c
3128389e848d6

PHP 29bf711144e77ad4adaea1257cd6dedd2220e57b729a8fd000
c51e68ccb42ad4b

C++ f604c6386¢62cccb7c358007778037d5b15480987dc2860eef
1b7bad37cb21d7

C 7086012c2d0569d5938830926b19fbea0d46682a983e04e52
924978e8720c2f8

Android 89962b186707828b06b0c9f50c010b2f4cefd6a8e7cad9bdefb
616bbbf6e739¢c8

$H2 TRHIBERBEBASHES.




11 2%

SRR | S¥ORA EFRRBI
path2# | IRZS%, {F | 2% param = xxx
urll—a&to, B .
fEagrl b min | BUrt http://8/p1 /{param}/p2
25 SCRRurl: http://13&/p1/xxx/p2
queryZ HASH, (B S# param = xxx
2 urlg*h a8 S¥2: param2 = xxx2
I
ARG ERINquery2# (LAZIESSDKuitE )
f5: request.addQueryStringParam("param",
xxx");
2:
BiEHEEIurUEmE, LT, B10S8UER
[Rurl: http://18%2/p1
SCRRurl: http://184&/p1?
param=xxx&param2=xxx2
header2 | iB5KLS#, £ | 28 param = xxx
: BRELAI—RB, | VN
& e o | Am s headerk B By i RAT RIS
= (LI&E=SSDKAEE )
f5]: request.addHeader("param"," xxx");
bodyZ2#{ | iBKFSE, SDK | "{}"
FREINRE Jgjson
FHFER (BRET
%§F)

$E3 (BKSDK, FEIEREZR, FKEUSKRLFEZSE Authorization, FFEriE

SHx-

Authorization, {E5AuthorizationfB[E, SKEVSFIZH I, 1EFNEZESERANEIAILE

e,
.

1.3 SDKiAHENR

AR/ fRIRER

% 1-2 EIEIRL/EIRER

HI=E HIRER ERER BRAR
DLM.O null £ <APIEHR FERMIN, T
IjJ o %%i@ o




ERS S IS Hi=ER BRBER
APIG.0101 The APl does not | 1. APIRA& % 1. &%API
existor has not | 5 rjgtiea 2. HAERAUrl
been published in FSCRRurl2 s
the environment R
APIG.0106 Orchestration SDKZRiZRI0x- SDK{ERRIESRE
error: Invalid Authorization 3
header parameter:
x-Authorization,
required
APIG.0106 Orchestration KIEIEESH BRI _ EEIL S
error: Invalid ___
parameter: __,
required
APIG.0201 Backend timeout | [FimiBHY (APIM | IBSCHIAZIBIRSS
KIEKREFS0E | HDEE, WNRIB
FUENREILER, B HEHREHIE
SIRE|LEIRF ( BUBRIEBIE
2) iR) , NSAREHE
BELNESRIEIDUR S
BREMAEEsql
ZiE .
WNRipEIEEPL
iR, BtA (&
=hi: HIEIRSSEE
B ) 2REE1TH.
APIG.0303 Incorrect app R tIAIERAYkeyF
authentication secret2 A
information: app
not found
APIG.0304 The app is not NBTAGHEHEET | 1. #HIAAPIEIEIN
authorized to API SN A
access the API 2. HHASERAkey
Flsecret24 7
3z
APIG.0308 The throttling HBRNERORELE | 1. I EAPIN

threshold has
been reached:
policy domain
over ratelimit,
limit:1000, time:1
day

BT EERI LR
1X1000)R%

x, NOBEGE
&

2. IimAgALEE: )i
DH. TELS
HRBN,
géﬁﬂﬁﬁﬂiﬂl‘zﬁ




IR

BIRER

EixEE

fRRTIZE

DLM.4018

Api is not exist

APIRTFIE

20200630kRAH
AHIAPI:
BHEIAE RIS
x-api-idi9{E, 2
B (ZERFR
IBIEIAPINID, &
EILLAPIRIIR A E
¥REX )
20200630k R A5
A THIAPI:

1. fIAIEkA9url
FOSEPRurl 25
Gzl

2. EREZRNIL
FRHYAPI, 15T
EE#E, APIT
REERFER
EHIZERT

Hith (BURERER

)

1. R/ &I
API, AIEIRE/
EEO

2. BiNEREER
(BN TRER
EIpiiN =
M )

DLM.4094

Call api failed.

A FRAPILY

1. BINBREHIT
AUSQLIEHE, oI
VAIEEER (Fr
HITSQLIENS
BHE, {XAPI
BER)

2. CDMA{IES
E, BRERE
TIR[EIRIDLGEHS
=MEE.

3. AREEN, &A
DWSEERE,
ENAPIRAEER
EMPR,

4. BT, 1B
LEEED,
REEE+ RS
SRIEINER%

17




=I=h HIREE ERREE BRAER
DLM.4211 Token invalid tokenfEEAIEIT | 1. HiAtoken2E
1EHfa
2. WiAtokenFf/E
AR, 25eE
e EMNTFHESR
Egrh
DLM.4312 Missing RMEESH AR _ Bt S
parameters: ___
400 App does not MNEBTAGHIEHET | 1. FEIAAPIEER
have permission | API LR A
to access API. 2. HAisKEkey
Flsecret28 7
3
3. HAAPIFIAPP
USSR R TE
BXEN
401 Authorization not | £Z{EEKx#3 1. NMAAIE: SDK
found. FREESESE
3,
2. KMEIMENE
ZRRIAMIAILE:
IAMIAIERIAPI
EmEIMEE,
A¥EEERE
B 9tokenIA
iIEﬁ;J; o
401 Authorization BEELEIR EIN(EFSDKER
format incorrect. o x =
401 Signing key not BEREARKE I IEKAYkey N
found. secret2 & M
401 Signed header ___ | &&3LKk#3 BARTEEZM
not found. headersL &#1TE
At EET
401 Header x-sdk-date | &:Lx-sdk-date | LS HAEZITE

not found.

RiE!

EERE, BBETHE
A ER, BB
SDKEZERILtS
KT BBt T
g




IR

BIRER

EixEE

fRRTIZE

401

Signature expired.

Z\Y

1. EFREE—EN
BXHEE, S
ZEedE, B8
EMESZ

2. BEIAKIBATE
ISR EIP SRS
—

3. WMRAMASER
R, BEER
EXA RIS
BT =AdE, |
BET AT EEE

E,-ﬁl-‘-
FFb

401

Verify
authroization
failed.

SRl e S

IBIIARITEERY
FrESH, HEL
B ZRIHE
@, SiEERREF
url. path.
header. query.
body%% .

#h7E:

1. NRBITIHET
F=AMKF, B
kit FNEHRARSS
RRAYittE A —
H, FEEERL
RIS x-
forwarded-host,
BERZZRERRY
=il

2. YNR(FERHgetid

DLG.0902

Fail to call the
agent. For details
about No
matching
constant for [-1],

see the CDM logs.

CDM _ERYCIEE4E

Rss

1. SQLIAfTHIENS
K

2. C(DMEBARE
T

1. BIASQLIA TR
K, WSRATES
K, BifiisqQL
( BAS TRROIERY
EWERBRENS
m)

2. ANERSQLAITHY
BE4E, HEHkE
HAbARSS IEE/E Y
#9iE, EFECDM




IR HIRER IR BRSZ
DAYU.1088 Failed to process | CDMZGIRL 1. =iXERCDM
the request sent 2. AIAEECDMFF
by the agent. ME|E, EEW
S—/CDM

1.4 {EF APP IA\UEE R API
1.4.1 INFENES

1BIISDKIEAPIET,

EERBIITALEER:

1H0iRSERT, BEEEERAPIBID. IBERKURLFIIE KRG X

EHIERSHY “APIER” IMHE, BHAPIBIR, £ “‘TB(EE” REEEAPIRY
ID. i&ERURLFIER G X

=] 1-1 APl EftEN

2022/05/06 15:31:28 GMT+08:00

Q GET select 1;
SFFAPPIAIERIAPI, BRI EA9AppKey . AppSecret 7 BEASAE BIIAIESS

Fo

£ “RFEEIE” PAER—1APP, FHISAPPYIEZIAPI, FLATLAERIAPPITRAY
AppKey#lAppSecertif[aliZAPl, BITER FHIFMESEFEFAppKeyFlAppSecret,

1-2 &FE AppKey F1 AppSecret

app0l 5b449752-7e91-4271-bf70-d3c0645¢e913

d9a88ade-106b-40a2-b810-90d69cbllebd Grerx] &

2018/01/23 09:54:52 GMT+08:00




MERTY::
e AppKey: APPILIRIZSHID, SFABILIRIEHXEBRIE—IRIRE; HIa%BIDMIAGH
BEA—EE(ER, ERETINEES,
o AppSecret: SipiaZEIDESFERNZR, MNERKFTNEES, m&kEs, #
B LETERIRIER
o KIXAPIEKEY, FEBHRIRTEIETFTHTTPAIX-Sdk-Datesk, BEREEET
Authorizationzk, & RE—1EIRMATERNESENE, BRI .

1.4.2 Java
e S T
{FH)avaiB SEFAPPIMIERIAPIRY , RFEESLIRENSDK, AREFHEIENSATLIE,
RESEABAPIRGIERBAPI,
ARETLAEClipse 4.5.28RAFFINE
1-3 BEERE
&
Y
FEISDK
]
=]
BUIRSRY
o CEIRENAPIAYIER . ID. iEKurl, i5KF5i%. AppKeyFlAppSecretFEE, B3
DOINIERINES
o BZ%%Eclipse 3.6.0akLA LA, WNRFKZE, {EEEclipseBEAMULTE
o BE%%lava Development Kit 1.8.1118¢LALIRA, NRKZEE, iEEOracleBES
TERE &,
$XEN SDK

$1B1 EFRDataArts StudiolzdlE .
TE2 BF “HURRS ™ &R,
TE3 BFAMESR “E=R > SDK” ,



https://www.eclipse.org/downloads/
https://www.oracle.com/technetwork/java/javase/downloads/index.html
https://www.oracle.com/technetwork/java/javase/downloads/index.html

B4 PISDKFERS|ISXIFHEIIMIESAISDK, TEHSDKEEIAIf

L5 HITSDKETEMRIG . WindowsBIERF T, ITHAMGHIRRFHE, WA TH
<, EAMAERE TEHSDKERISHA2S6(E, HA, “D:\java-sdk.zip” JISDKEAIA
M IFMERFFNISDKE S, SIRIBLIrERIEK .

certutil -hashfile D:|java-sdk.zip SHA256
aHITERTA, WNTRAR:

SHA256 RY D:\java-sdk.zip I&%5:
becff4310645f3734344897ffdcabb1853d4b7d93b59a6ea187c5ae40543b36b
CertUtil: -hashfile 55 R INTER o
becff4310645f3734344897ffdcabb1853d4b7d93b59a6ea187c5ae40543b36b

XIELEr T2 SDKERISHA256/EF N FERAPIIMIES SODKERISHA256{E . TNR—E, N
FR FEHIEAFEERINES.

FEIESSDKE | SHA256(H

Java becff4310645f3734344897ffdcabb1853d4b7d93b59a6ea187c5
ae40543b36b

Go bcf8cf19a21226e247195f2e584c8414da39b8d05840fb02948e1
375d9bbb7e6

Python c3da3b5814f828d6217963e856563d558d938b3da28993a8a13c
8a7ebff5b95d

C# a880b47e63ab35bfe216592e340a8135b866aef8f756ef7738fff3
287885f33a

JavaScript 53261387f5fcf46e61d0bef5e890bea97952717f327c356412¢c312
8389e848d6

PHP 29bf711144e77ad4adaeal1257cd6dedd2220e57b729a8fd000c51
e68ccb42ad4b

C++ f604c6386¢c62cccb7¢c358007778037d5b15480987dc2860eef1b7
bad37cb21d7

C 7086012c2d0569d5938830926b19fbea0d46682a983e04e52924
978e8720c2f8

Android 89962b186707828b06b0c9f50c010b2f4cefd6a8e7ca9bdefb616
bbbf6e739c8

AR

¥REX “ApiGateway-java-sdk.zip” 486, BEEEREENT:

EFR 1588
libs\ SDK{KFfiZE

libs\java-sdk-core-x.x.xjar | SDKE

10



2R

ol

src\com\apig\sdk\demo
\Main.java

src\com\apig\sdk\demo
\OkHttpDemo.java

src\com\apig\sdk\demo
\LargeFileUploadDemo.jav
a

src\com\apig\sdk\demo
\WebSocketDemo.java

{EASDKERIBRIAEULEI

.classpath

.project

JavaTi2Ec &4

SAIE

LB FTHEclipse, FEXEBIZEEE “File > Import” o

S8 “Import” XHEIE.

EI2 E#E “General > Existing Projects into Workspace” , 85 “Next” ,

s “Import Projects” IHEIE,

11




1-4 Import

Create new projects from an archive file or directory.

Select an import source:

|tj|pr,‘ filter text

4 (= General
Archive File
[ Existing Projects into Workspacel
[, File System
] Preferences
= Git
> = Gradle
@ | = Back | Mext = | Finish | ’ Cancel

H$I,3 BE “Browse” , EHRHARNEEFILERIESAISDKIER

12



1-5 %% demo T2

= Import

Import Projects

Select a directory to search for existing Eclipse projects.

@ Select root directory: | DtYjava©\ApiGateway-java-sdk-

- Browse...

—

() Select archive file:

Projects:

Browse...

java-sdk-demo (D¥\java\ApiGateway-java-sdhk-

| Select All

Deselect All

Refresh

i

Options
[[] Search for nested projects
[C] Copy projects into workspace
[[|Hide projects that already exist in the workspace
Working sets
[[] Add project to working sets

Working sets:

Select...

®

Finish ] ’ Cancel

T4 B “Finish” , BEEITESAN,
BEARTEBREHNT:

13



FETIE

1-6 SATERIERE

i Project Explorer x

=

i3

v 7y > java-sdk-demo (in ApiGateway-ja

=\ JRE System Library [jre]
v B > src

v i = com.apig.sdk.demo

7§ =0

va-sdk-3.1.2)

[ Main.java
[} OkHttpDemo.java

[} WebSocketDemo.java

% LargeFileUploadDemo.java

Bl Referenced Libraries
v [ = libs

=: httpclient-4.5.14.jar
=: httpcore-4.4.14.jar
=: java-sdk-core-3.2.3.jar

=: logback-core-1.2.11.jar
=: okhttp-3.14.9.jar

=: okio-1.17.2.jar

= slf4j-api-1.7.36.jar

=: commons-codec-1.11 jar
=: commons-logging-1.2.jar

=: logback-classic-1.2.11 jar

mal

= changelog

“Mainjava” JARGIRE, BRIBLFERENSHEER . BEAERBIESEE

FAAPIIRAI
TR

HIB1 FTFFEclipse, 7EFEFZEIR “File > New > Java Project”

$E2 BENX “Project name” , LA “java-sdk-demo” Jfil, HhSEHIRIFEOA, BE

o “New Java Project” XHEIE .

“Finish” .

14



1-7 FETiE
&= New Java Project = @

Create a Java Project —
Create a Java project in the workspace or in an external location.

Project name: java-sdk-demo

Use default location

Location: | ChUsersylwx52902 3 \workspace'java-sdk-demo Browse...
JRE
@ Use an execution enviranment JRE: JavaSE-1.8 -
i7) Use a project specific JRE: jrel.8.0 191
(71 Use default JRE {currently jrel.8.0 191" Configure JREs...

Project layout

(71 Use project folder as root for sources and class files

@ Create separate folders for sources and class files  Configure default...

Working sets
[[] Add project to working sets

"Waorking sets: Select...

@ <Back | Next= || Fnish || cCancel

FIE3 S AAPI Gateway Java SDKAY “jar” X4,

1. %R “java-sdk-demo” , BAERIRARE, & “Build Path > Add External
Archives” ,

15



1-8 8 jar 14k

a | java=dl-d

&2 5
> mi

i

2. J&$ESDKA “\libs”

S

MNew

Go Into

Open in New Window
Open Type Hierarchy
Show In

& Copy
B2 Copy Qualified Name

Paste

¥ Delete

Remove from Context

[ BuldPath | ]

Source

Refactor

Import...

g Export.

5  Refresh

1-9 i5%&4E jar X4

httpcli
P

okio-1

commons-codec-1.11.jar

F4
Alt+Shift+W »

Ctrl+C

Cirl+V
Delete

Cirl+Alt+Shift+ Down
3

Alt+Shift+5 »
Alt+Shift+T »

2

F5

2021/3/1 12:10

% % &

Link Source...

MNew Source Folder...

Use as Source Folder

Add External Archives...

L H

Add Libraries...

Configure Build Path...

WinRAR archive

BRTHRBIL “jar” SR, BE T

328 KB

commons-logging-1.2.jar

ent-4.5.14.jar

httpcore-4.4.14.jar
java-sdk-core-3.2.3.jar
logback-classic-1.2.11.jar
logback-core-1.2.11.jar
okhttp-3.14.9.jar

7.2 ar

slf4j-api-1.7.36.jar

LA #hiE “Package” K “Main” {4,
1. EEFE “src” , BERIRGHE, EF “New > Package” o

2021/3/1 12:10
2023/5/12 12:02
2022/9/2 17:54
2023/6/13 12:17
2023/4/19 21:26
2023/4/19 21:26
2021/3/1 12:10
2021/3/1 12:10
2022/7/30 9:51

WiInRAR archive
WinRAR archive
WiInRAR archive
WiInRAR archive
WinRAR archive
WiInRAR archive
WiInRAR archive
WiInRAR archive
WiInRAR archive

61 KB
768 KB
321 KB

31 KB
227 KB
439 KB
421 KB

90 KB

41 KB

1-10 $f#£ Package
4 [ java-sdk-demo

. f; 1 b | 2% Java Project
4 m) R Open in New Window | TEE
T Open Type Hierarchy F4 2
. 'E Show In Ale+Shift+W r | & Class
i :E e Copy Cirl+C & Interface
A B Conv Oualified Name L J B

2. 7 “Name” #ig\ “com.apig.sdk.demo” ,




1-11 i&E& Package FIZFR

& Mew Java Package = @
Java Package

Create a new Java package.

Creates folders corresponding to packages.

Source folder: java-sdk-demojfsrc

Mame: com.apig.sdk.demo

[| Create package-infojava

?\ Einish l ’ Cancel

3. B “Finish” .
Fehk “Package” HIBIE
4. % “com.apig.sdk.demo” , BEEIRGAE, &R “New > Class” .

1-12 #73E Class
4 [ java-sdk-demo

4 (B src
{JEEE 1 b | 2% Java Project
.
4 m) Refe Open in New Window i Project..
R Open Type Hierarchy F4 |§ Package
» B¢ Showln Alt+Shift+W » 2
5w K
. fm B2 Copy ctrlec | & Interface
> s i 5= Copy Qualified Name G Enum .
» jms i [ Paste Crl+V @ Annotation
5. 1 “Name” i\ “Main” , @ik “public static void main(String[]
”»
args) " o

17



1-13 i & Class RIECE

= New Java Class

Java Class

Create a new Java class.

5]l

i

Browse...

Source folder: Java-sdk-demo/src

Package: com.apig.sdk.demo

[[]Enclosing type:

Browse...

i e

Browse...

Modifiers: @ public (") package private protected
[] abstract [ final static
Superclass: java.lang.Object
Interfaces: Add...
Eemove
Which method stubs would you like to create?
| [lipublic static void main(String[] args);
[7] Constructors from superclass
[¥] Inherited abstract methods
Do you want to add comments? (Configure templates and default value here
|:| Generate comments
[ Finish J [ Cancel

©)

6. B “Finish” .
SRk “Main” SHRIBIEE,

SIS TR TiztliEfE, REEREMNT.
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1-14 FEE TIZRIEREEH
v 2 java-sdk-demo
=\ JRE System Library [JavaSE-1.8]
v (2 src
~ # com.apig.sdk.demo
U] Main.java

v B\ Referenced Libraries

@ commons-codec-1.11.jar - P\0O1.Code)
@ commons-logging-1.2.jar - D:\01.Code’
wa httpclient-4.5.14.jar - D:\01|Code\dayu
e httpcore-4.4.14.jar - D\0O1.Jode\dayu-
eo java-sdk-core-3.2.3.jar - D[

1.Code\da
m logback-classic-1.2.11.jar - P:\01.Code)

= logback-core-1.2.11.jar - D:\01.Code\d

ws okhttp-3.14.9.jar - D:\01.Code\dayu-co
e okio-1.17.2.jar - D:\01.Codef\dayu-comi

w s|fdj-api-1.7.36.jar - D:\01.Cpde\dayu-c

“Mainjava” TEE#EER, BRIELMERSEEBAPIRGIBAFRE.

—--4ET
VA API <51
(0 B8

o REETRAMIIIERTBAIAPI

o BRETHERSIEFEBTEEMAG—1AP, SIZRATAPINSESES ( HEa1E
f(y(DataArts Studio) FIF#ERE ) B9 “ BIEZAPIFIREAPI” &15,

o REAPIIEIRAITHEAIHTTPIRSS, LthEimREI— “200” IWRASR “Congratulations,
sdk demo is running” JEEF,

F¥1 £ “Mainjava” FIIANLATSIA.

import com.cloud.apigateway.sdk.utils.Client;

import com.cloud.apigateway.sdk.utils.Request;

import org.apache.http.Header;

import org.apache.http.HttpEntity;

import org.apache.http.HttpResponse;

import org.apache.http.client. methods.HttpRequestBase;
import org.apache.http.impl.client.CloseableHttpClient;
import org.apache.http.impl.client.HttpClients;

import org.apache.http.util.EntityUtils;

£82 tliErequest, BIEFHFEMIUM TS,

e AppKey: BITIAIERNERIAE, INEARRYakFIskIRBEMCE L E BN ZF g
RARNZENE, BNEREXHSENETSPENGFN, FHNHES, fix
Ze, KREINIRETEHIKEL
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e AppSecret: BITINIERTERIKRE . INERRakFIskimiBEMLIS-RaE B R EED
BRANZENGE, BNERENHNENELEPENFN, ERINEE,
F®EE, NROINMETEFIRE.

J Method: IBRATTIES . IRIBAPISEIRERIES, REMCISEER “POST” {EHtF
Bl

o url: iBXRAYurl, FBEQueryStringMfragment3Bsy . &SP IBERAPIFRTERY
PEENSE SRS . EUCEBEER “http://serviceEndpoint/java-
sdk” {EJ9HEH

e queryString: urliEFFSERIERS, RIFAPISLIRIBIRES . SIFRIFHFEN0-%a-
ZA-Z[;[I\-=~#%"&_+: "] o HICIDER “name=value” {ES9tFH,

e header: 153K, RIFAPIELFRIERIES, AFHMANTLIZ% . ~EUCHBE
FB “Content-Type:text/plain” {EJ9t£451,

e body: ERIIEN . RIEAPISEFMERIES, RHUCESEER “demo” 1B,
=LA

Request request = new Request();
try

[/ NIEFBRTakiOskIRiDEI TS PE B I FEH B RANZE NG, BNAEREXHSENETEFER
XER, ERNGRE, WRLE;

/] BRBIAakFIskiRFENBE T EPRIUMEHIIE ARG, BITARGIRISEEATEREEINNET
ESDK_AKFISDK_SK,

String ak = System.getenv("SDK_AK");

String sk = System.getenv("SDK_SK");

request.setKey (ak);
request.setSecret(sk);

request.setMethod ("POST");

request.setUrl("http://serviceEndpoint/java-sdk");

[{urlitshit FE I API > 4ERTISE

request.addQueryStringParam("name", "value");

request.addHeader("Content-Type", "text/plain");

//request.addHeader("x-stage", "publish_env_name"); //#ISRAPILEIIERELEASEIME, HBEIEINE
EMRIMEZIR

request.setBody("demo");

} catch (Exception e)

{
e.printStackTrace();
return;
}
I3 WHERFTEZ . Fix-Authorizationsk. I5EIAPIFFFTENLLER :
HEFHBENT
CloseableHttpClient client = null;
try
{

HttpRequestBase signedRequest = Client.sign(request);
Header[] authorization = signedRequest.getHeaders("Authorization");
signedRequest.addHeader ("x-Authorization",authorization[0].getValue());

client = HttpClients.custom().build();
HttpResponse response = client.execute(signedRequest);
System.out.println(response.getStatusLine().toString());
Header[] resHeaders = response.getAllHeaders();
for (Header h : resHeaders)
{

System.out.printin(h.getName() + ":" + h.getValue());
}
HttpEntity resEntity = response.getEntity();
if (resEntity != null)
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System.out.println(System.getProperty("line.separator") + EntityUtils.toString(resEntity, "UTF-8"));
}

} catch (Exception e)
{

e.printStackTrace();
} finally
{

try

{

if (client !'= null)

client.close();

}
} catch (IOException e)

{
}

e.printStackTrace();

}

$£B4 ER “Mainjava” , BERRGEE, % “Run As > Java Application” , =17 IfE
MRS .

& 1-15 iz17 LS
o o v comm il e

src
com.apig.sdk.demo

4+ import com.cloud.apigateway.sdk.utils.Client;

ileUploadDemo java 16 public class Main {
Mainjaa
(= > lic static void main(String(] ares) {
o £3 | //Create a new request
s Referencec  Open With , | Request request = new Request();
. £
libs Open Type Hierarchy Mo v
+ changelog  ghow In Alt+Shift+W > IR BE L —
Show inLocal Terminal > s i BruavEICLOUD u_SoK_sK

String ak = System.getenv("HUAWEICLOUD_SDK_AK")

Copy Cnti String sk = System.getenv("HUAWEICLOUD_SDK_SK");
Copy Qualified Name S
@ Paste Curlsv request. setKey(ak);
X Delete Delete request. setSecret(sk);
Build Path > S
PR request. setMethod("POST");
Source Alt+Shift+$ tp://c067a237-cdbc-470e-906F -aB655461807¢ . apigw. cn-north-1. huaweicloud. con{apig-endpoint }serviceEndpoint/java-sdk");
Refactor AlteshiftT > a5
. Import.
i Export.. - R
o 2 0RAPT AT FIFERELEASE 00 & =X M FR AT
References > request. setBody("deno");
Declarations 5 |} eateh (Exception ©)
ICSLTR D e.printStackTrace();
" Refresh Fs return;
Assign Working Sets.. )
Q_Coverage A > R . -
O RunAs 514 1 Runon Server Alt+Shift =X, R
T DebugAs 7| =2 Java Application Alteshift+X,
9. Profile As > Run Configurations.. lient. sign(request);
Restore from Local History. meager]] aTmorTTETION = getHeaders ("Authorization®);
b ET > signedRequest .addHeader ("x-Authorization”, authorization[0].getValue());
Team > ,
) ) Send the request
(Gomperc With client = HttpClients.custom().build();
Replace With 2 HttpResponse response = client.execute(signedRequest);
Configure >
2 Validate print the stetus line of the response
Propertics Atetnter System.out.println(response. getStatusLine(). tostring());

£S5 £ “Console” W, BEFITLER.
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1.4.3 Go
S s

HURSR

1-16 BAAEKINENREER

'*| Problems |5\ Declaration B Conscle 2

=terminated= Main [Java Application] C:\Program Files\Javaijrel.8.0_191\bin\javaw.exe

HTTP/1.1

Date:Tue, 19 Mar 2019 @8:38:28 GMT
Content-Type:application/json
Transfer-Encoding:chunked
Connection:keep-alive

Server:api-gateway
X-Request-Id:844732a996756668d8d312ea362c9ea4)]
Access-Control-Allow-Origin:®

knngratulatians, sdk demo is runningl

-

(EFAGOIESEHAPPINIERIAPIRY, SFEESIRENSDK, AEHETRE, xESEFH
API7=GIEFBAPI

A UIntelli) IDEA 2018.3. 5 RAFEIN4E

o EIRENAPIRYIEZ . ID. iBKurl. 153K7Gi%. AppKeyFlAppSecretFEE, BES
DOINIERES o

o FRENHZLEGOLER, MRKLE, BEGCOEH ML T

o IREWFZLEIntell) IDEA, WIRKRLEE, 5= Intelli) IDEAEL ML TE .

o EfEintelli) IDEAFRZIEGOIHM, MRKLE, BIREEN-17TREE
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https://go.dev/
https://www.jetbrains.com/idea/

1-17 %% Go &t

Settings B
Plugins Marketplace 2 Installed Updates (0) o ] Reset
Appearance & Behavior 3
Keymap
. Search Results (191)
Editor
B - - Go Template
Version Control M Languages M Languages
Build, Execution, Deployment This plugin extends Intelli) Support for Go template
f ith Go-specific engi

Languages & Frameworks

tance and tool (httpsi//golang.org/pkg /ftext/t

s 019 L78L2K 4. < 2019 £59.1K w47
4

GoToTabs Go To Project

Navigation Navigation
The plugin adds menu actions Enables opening project
allowing you to go to a
specific tab. You can of.
C+—H 08 2015 +7.3K &5

2] Cancel Apply

REX SDK
$I¥1 ZRDataArts StudiolzFE
SR BE “HERST &R,
£I|W3 BEAMRE “E=hR > SDK” ,
L4 PESDKEASISXIFEXMIESAISDK, TESDKEEIAL

S5 HITSDKETEMRIE . WindowsiEERA T, FTHAMGSIRRGIE, MAW TG
<, EAMAERE THISDKERISHA256(E, H, “D:\java-sdk.zip” JISDKERIA
HITF IR EFNSDKE S, BRIBLIRERIEK .

certutil -hashfile D:|java-sdk.zip SHA256

B LHUTERTHI, WTFFR:

SHA256 RY D:\java-sdk.zip I8%5:
becff4310645f3734344897ffdcabb1853d4b7d93b59a6ea187c5ae40543b36b
CertUtil: -hashfile a5 RIhTER o
becff4310645f3734344897ffdcabb1853d4b7d93b59a6ea187c5ae40543b36b

STELER & SDKERISHA256EF N FERPITRIE S SDKEHISHA256(E . TNER—E, NI
TR FHEEAFEEEXNNER,

FAEESSDKE | SHA256{8H

Java becff4310645f3734344897ffdcabb1853d4b7d93b59a6ea187¢c5
ae40543b36b

Go bcf8cf19a21226e247195f2e584c8414da39b8d05840fb02948e1
375d9bbb7e6

Python c3da3b5814f828d6217963e856563d558d938b3da28993a8a13c
8a7ebff5b95d
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AEIESSDKE | SHA256{8
C# a880b47e63ab35bfe216592e340a8135b866aef8f756ef7738fff3
287885f33a
JavaScript 53261387f5fcf46e61d0bef5e890bea97952717f327c356412c312
8389e848d6
PHP 29bf711144e77a4adaeal1257cd6dedd2220e57b729a8fd000c51
e68ccb42ad4b
C++ f604c6386¢62cccb7c358007778037d5b15480987dc2860eef1b7
bad37cb21d7
C 7086012c2d0569d5938830926b19fbea0d46682a983e04e52924
978e8720c2f8
Android 89962b186707828b06b0c9f50c010b2f4cefd6a8e7ca9bdefb616
bbbf6e739c8
o5
¥REX “ApiGateway-go-sdk.zip” E4E6, BEEBREHUNT:
e jizhil:
core\escape.go SDKftHS
core\signer.go
demo.go ~ECES

FETIE

E181 1 TFFIntelli) IDEA,

RS2 “File > New > Project” ,

58 “New Project” STIEIE, &R “Go” , B&E “Next” .
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1-18 New Project

MNew Praoject

u Java =No SDK= ~
Java Enterprise [ Index entire GOPATH (7
~. JBoss . \ \
g Additional Libraries and Frameworks:
6t J2ME
[ 0 SQL Support
W Clouds
Spring
= Java FX
Android

Intelli) Platform Plugin

© Spring Initializr

M Maven
Gradle

& Groowy Default Dialect:
Grails

Application Forge

¢ Go Modules (vga) 2

I Cancel Help
W2 BE 7, ERHAINEERISEREFAISDKIRRE, 8E “Finish”




1-19 IEEfEE/SRI SDK B812
Mew Project @

Project name: |g::|| |

Project location: | Di\java\go

b More Settings

Previous Cancel Help
£33 T ITiRCERE, BREWNT.

1-20 FETEAIB RSN

go D\javalgo

b Jidea
v ApiGateway-go-sdk-

v core
o escape.go
“ signer.go
> go
b licenses

* demo.go

mgo.iml
“demo.go” JRBIES, BIRIEEIRERMENSEHEER . BRABIRBIESERE
FAAPIRAI,

e

AR API 7~f
$B1 FEILEFS5| Asdk (signer.go)

import "apig-sdk/go/core"
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SHR2

+IR6

£ p— N #rRYSigner, fIAAppKeyFlAppSecret,

[/ INIERRYakFskgmi3EM LIRS BN FE B RANZ LXK, BNTEREENHHENETEPENFH,
EFRREE, RIREE;

/] BB akF KR FERREZEPRELMEMIVENG, EITARABHELEAMKEFIRENETS
SDK_AK#FASDK_SK,

ak = os.Getenv("SDK_AK");

sk = os.Getenv("SDK_SK");

s := core.Signer{
Key: ak,
Secret: sk,

}

ERk— 1 #rBYRequest, IEEEFA . FiER . 15Kurl. queryFibody.,

r, _ := http.NewRequest("POST", "http:/serviceEndpoint/api?a=1&b=2",
ioutil. NopCloser(bytes.NewBuffer([]byte("foo=bar"))))

taiEkiRlheadersk, ABAHEGRSHEIE. IEFE, MNEESZAVEMLIE,
r.Header.Add("x-stage", "RELEASE")

r.HeaderAdd("name","value")

HITER, PITHRHESEERPRINAFERZAIX-Sdk-DatesLFAuthorizationsk,
SRR JIERKFINx-Authorizationsk, {E5Authorization3ki8[E .

s.Sign(r)
authorization := r.Header.Get("Authorization")
r.Header. Add("x-Authorization", authorization)

ILIEIAPI, BEFILIEER.
resp, err := http.DefaultClient.Do(r)
body, err := ioutil.ReadAll(resp.Body)

-

1.4.4 Python

Brn=

HERRE

{EFAPYythoniESEAHAPPINIERIAPIRY, GFESIRENSDK, AEHETR, =E5%E
EFBAPI=BEIERAPI,

AELIntelli) IDEA 2018.3 5kRASFFINE o

o CIREVAPIRYIEEZ . i53Rurl. 1EXKFGi%. AppKeyFlAppSecretZHE8, BAS A
IFRNERS -

o FRENFZEEPythonZZEE (BI{FEM2.7.9+8K3.X ) , WMRKZE, iEEPythonES
TERE T
Python&3e5ehkfE, EapiTH{FEMpip%ix “requests” &,

pip install requests

MERLY::
NRpipZikrequestsiBENEREIR, 15 FEFEMAPythonTILX M, Fpip, AEH
PITUA Ef &R,

o FRENFFZEIntelli) IDEA, INRFZEE, i5EIntelli) IDEAE B RIUETE .
o BfEIntelli) IDEARRZEEPythontfift, TNRAKRZEE, BIZREN-21FIREE,
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https://www.python.org/downloads/
https://www.python.org/downloads/
https://bootstrap.pypa.io/get-pip.py
https://www.jetbrains.com/idea/

1-21 &% Python 1G4

Settings ]
Plugins Marketplace 2 Installed Updates -
Appearance & Behavior -
Python 3
Keymap
) Search Results (41)

Editor
B e Micropython

Version Control Languages Framework integration

Build, Execution, Deployment
Languages & Frameworks

Tools

Live Coding in Python python-typing-adder

Code tools Code tools

Cancel

ZERDataArts StudioizHl& .

BE “HUERSS” B,

BERAMSRR “E=hR > SDK”

B SDKERS | SXIHENMWIESHAISDK, TESDKEEIZAI

BHTSDKBFTEEMIRIE . WindowsIBERA T, FIHAMGSIRTMIE, MAWNT®
<, EAMAERNE TEHSDKEAISHA2S6(E, HA, “D:\java-sdk.zip” JISDKEAIA
M IFMERRFNISDKE S, SIRIBLIrERIEX .

certutil -hashfile D:|java-sdk.zip SHA256
B HUTESR G, WTAR:

SHA256 RY D:\java-sdk.zip la%s:
becff4310645f3734344897ffdcabb1853d4b7d93b59a6ea187c5ae40543b36b
CertUtil: -hashfile 55 BINTR
becff4310645f3734344897ffdcabb1853d4b7d93b59a6ea187c5ae40543b36b

XTEEER 2 SDKEAISHA256{EF] FERFITAIIE S SDKERISHA25618 . ANE—E, T
FR FEEREAFEENNES

FAEESSDKE | SHA256{8

Java becff4310645f3734344897ffdcabb1853d4b7d93b59a6eal187¢c5
ae40543b36b

Go bcf8cf19a21226e247195f2e584c8414da39b8d05840fb02948e1
375d9bbb7e6

Python c3da3b5814f828d6217963e856563d558d938b3da28993a8a13c
8a7ebff5b95d
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AEIESSDKE | SHA256{8

C# a880b47e63ab35bfe216592e340a8135b866aef8f756ef7738fff3
287885f33a

JavaScript 53261387f5fcf46e61d0bef5e890bea97952717f327¢356412c312
8389e848d6

PHP 29bf711144e77a4adaeal257cd6dedd2220e57b729a8fd000c51
e68ccb42ad4b

C++ f604c6386¢c62cccb7c358007778037d5b15480987dc2860eef1b7
bad37cb21d7

C 7086012c2d0569d5938830926b19fbea0d46682a983e04e52924
978e8720c2f8

Android 89962b186707828b06b0c9f50c010b2f4cefd6a8e7ca9bdefb616
bbbf6e739c8

----£55R
SREX “ ApiGateway-python-sdk.zip” [£456, REEEREMUT:

2R 5iRH

apig_sdk\__init__.py SDK{HS

apig_sdk\signer.py

main.py ~HIHS

backend_signature.py ISl =N A E!

licenses\license-requests FE=FElicenseX {4

METTE

£181 FTFFIDEA, i%EIRZEE “File > New > Project” o
58 “New Project” XHiEHE, ©E#E “Python” , B “Next” .
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1-22 New Project

Mew Project

Maven

Gradle

& Groovy
Grails

Application Forge
o Go
“ Go Modules (vga)
® Dep
‘s App Engine
Static Web
E Flash

Project SDK: | [ Python 3.7.2 (D57 python.exe)

Additional Libraries and Framewarks:
CJEf Diango

O Google App Engine (Python)
(]2 SOL Support

Template language:

Templates folder: templates
& Python

K Kotlin

& Empty Project

Application name:

Enable Django admin

2

Cancel

Help

FIR2 BIRETEH “Next” , sBHUUTMHEE, BF .7 , EEENEERIEZEEER
SDKE&fR, B85 “Finish” .

1-23 JEIFAEESAY SDK B8R

Mew Praoject

Project name: | py‘thonl

Project location: | D:\java\python

b More Settings

Previous Cancel

Help
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43

B F8 API 7=:{51
gy

SER2

S+IR3

T4

gz

e TiECEfE, BREWUT.

1-24 FETEANB RS

v python
b Jidea
v ApiGateway-python-sdk-
v apig_sdk
_init__.py
signer.py
» licenses
main.py

test_signer.py
m DPython.iml

“maigljpy T AR, BIRIELRERENSHEER . BEAREBIRBIESEEA
API7=A1

R

EI#ZE5| Napig_sdk,

from apig_sdk import signer
import requests
import os

S — A HTRYSigner, IEAAppKeyFAppSecret,

# INIEFERYakFNskgmfBEM LB E BB FEE B R ANZENXE, BINTERENHHENETEPEFY,
(EFRREE, RIRRE;

# RRBILAakFIsSKIRFERMR SRS MDIVERR, BITARGBIELEANFEFRERETS
SDK_AK#FNSDK_SK,

ak = os.environ("SDK_AK");

sk = os.environ("SDK_SK");

sig = signer.Signer()
sig.Key = ak
sig.Secret = sk

&ER— 1 "RequestIIR, BESIER. 1BKuri. headerfllbody,

r = signer.HttpRequest("POST",
"https://serviceEndpoint/app1?a=1",
{"x-stage": "RELEASE", "name": "value"},
"body")

HITER, NITLRHSEEKRSEHPIRINBTERRIX-Sdk-DatesLF1Authorization
3L, SREERTDNX-Authorizationsk, {E5AuthorizationsktBE .,

sig.Sign(r)

r.headers["x-Authorization"] = r.headers["Authorization"]

BIBAPI, BEIHOGER,

resp = requests.request(r.method, rscheme + "://" + r.host + r.uri, headers=r.headers, data=r.body)

print(resp.status_code, resp.reason)
print(resp.content)

-
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1.4.5 C#

LEI S
FERCHESARBAPPINIERIAPIRY, SEZESIRENSDK, AGFIFHSDKEAHRIIIEX
%, RESZAPLIERREERBAPI,
EEINR
o EIRENAPIRYIER . 1EKurl. 1B53KGiE. AppKeyFllAppSecretFEE, BASIA
IFRER -
o IRENHZZVisual Studio, WNERKZE, i5ZEVisual StudioEAMUL T .
$%HY SDK

$1 B RDataArts StudiotzHlE
TE2 BE “HUERS B,
TE,3 BHRAMSESE “E=HR > SDK” .
£R4 BESDKFEAS|ISXIFENRIESHISDK, THSDKEEIAM
S£I®5 EESDK@,;:U%'ETQE@O Windowsis{ERFE T, HIHRNBASIRRGIE, WA TS
TZIKiﬂ%EEJZET%ZSDK@,EI’\JSHAZSME, Hrh, “D:\java-sdk.zip” J9SDKERIA
iﬂz?‘ﬁﬂzﬁ ZFNSDKEE , BIRIELIRIERIEXR .

certutil -hashfile D:|java-sdk.zip SHA256

mSHITERTB, WTFR:

SHA256 RY D:\java-sdk.zip I8%5:
becff4310645f3734344897ffdcabb1853d4b7d93b59a6ea187c5ae40543b36b
CertUtil: -hashfile 55 INTER o
becff4310645f3734344897ffdcabb1853d4b7d93b59a6ea187c5ae40543b36b

XTELEr T2 SDKERISHA256/EF FERAPXIMIES SDKERISHA256{E ., TNR—E, N

FR FEEEAFEENNES .,

FEIESSDKE | SHA256(H

Java becff4310645f3734344897ffdcabb1853d4b7d93b59a6ea187c5
ae40543b36b

Go bcf8cf19a21226e247195f2e584c8414da39b8d05840fb02948e1
375d9bbb7e6

Python c3da3b5814f828d6217963e856563d558d938b3da28993a8a13c
8a7ebff5b95d

C# a880b47e63ab35bfe216592e340a8135b866aef8f756ef7738fff3
287885f33a

JavaScript 53261387f5fcf46e61d0bef5e890bea97952717f327¢c356412¢c312
8389e848d6

PHP 29bf711144e77ad4adaea1257cd6dedd2220e57b729a8fd000c51
e68ccb42ad4b
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https://www.visualstudio.com/zh-hans/downloads/

fIFIRE

A API <31
S

S£IR2

AEIESSDKE | SHA256{H

C++ f604c6386¢c62cccb7c358007778037d5b15480987dc2860eef1b7
bad37cb21d7

C 7086012c2d0569d5938830926b19fbea0d46682a983e04e52924
978e8720c2f8

Android 89962b186707828b06b0c9f50c010b2f4cefd6a8e7ca9bdefb616
bbbf6e739¢c8

-t

5%HY “ ApiGateway-csharp-sdk.zip” E4E8, RIEFEEFREWWT:

B 588
apigateway-signature SDK{tHES

\Signer.cs

apigateway-signature

\HttpEncoder.cs

sdk-request\Program.cs B RAEKRREIE
backend-signature\ BinEanE Iz
csharp.sin TiEXH
licenses\license- FE=FElicenseX {4
referencesource

WHESDKEAHRY “csharpsin” 2, FTHIE. TEPEEWT3MIAE:

e apigateway-signature: SCIIEZEXAIHLZE, vJHF Net Framework5.Net
CorelliH

e backend-signature: FiRIREZEZRA,

o sdk-request: EZEERVEARRA, BIRELIRERMENSEEER . BEA3
RS2 EERAAPIRA

FEIREPS|Asdko

using APIGATEWAY_SDK;

HR—NFRYSigner, IEAAppKeyFlAppSecret,

/1 INIEFRYak#skgmA3E M CRAP S EH A FEE B R AL EXK, BINERENHHENNETEPEIIF,
FRNEE, RIREE;

/] BBILAakFIskRFERBEZEPREMEMIVENG, BITARGBIELSEAKETRENETE
SDK_AK#F[SDK_SK,

string ak = System.Environment.GetEnvironmentVariable("SDK_AK");
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string sk = System.Environment.GetEnvironmentVariable("SDK_SK");

Signer signer = new Signer();
signer.Key = ak;
signer.Secret = sk;

FEM— 1 HttpRequestXIR, FEEHTTIEZE . iBXKurlFllbody.

HttpRequest r = new HttpRequest("POST",
new Uri("https://serviceEndpoint/app1?query=value"));
r-body = |l{\|la\ll:1}|l’.

BiEKiANNheadersk, ABNEARSHEE. WBFE, FIIFEEZAIEIE,

rheaders.Add("x-stage", "RELEASE");
r.headers.Add("name","value");

HITEE, PITHRBEER— D EIIHttpWebRequest, FEBRSHPRINATE
B RYX-Sdk-DateskFlAuthorizationsk . RS AIEKIRMNx-Authorizationsk, BES
AuthorizationsLt8[E] .

HttpWebRequest req = signer.Sign(r);
req.Headers.Add("x-Authorization", string.Join(", ", req.Headers.GetValues("x-Authorization")));

IBIEAPI, BEIHESER.

var writer = new StreamWriter(req.GetRequestStream());
writer.Write(r.body);

writer.Flush();

HttpWebResponse resp = (HttpWebResponse)req.GetResponse();
var reader = newStreamReader (resp.GetResponseStream());
Console.WriteLine(reader.ReadToEnd());

-

1.4.6 JavaScript

BEE=R

R

{ER)avaScriptiESiERAPPINEAIAPIRT, EELIKENSDK, ARHETE, &2
ZAPIERRBIERAPI,

AETLAntelli) IDEA 2018.3.55rA . B#ENode. j[sFFAIMEAHINE

o EIREVAPIRYIEZ . iB3Kurl. 1B53K757%. AppKeyFlAppSecretFEE, BAS A
RS -
o FREVHZZENodejsTt, MNERKXLE, 5ENodejsEA ML TE

]

Nodejs%Zicfg, Eap<1TH, AnpmZiE “moment” 1 “moment-timezone”
&R,

npm install moment --save
npm install moment-timezone --save

o JFRENFHZ%EIntell) IDEA, IRKZE, i5=Intelli) IDEAEB ML T
e EffIntell) IDEARZZENodeSIRY, WRKXLTE, BIZEE1-25TRTE,
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https://nodejs.org/
https://www.jetbrains.com/idea/

& 1-25 L% NodelS ¥4

Settings X ]
Plugins 2 Installed Updates e ]
Appearance & Behavior
MNode,js 3
Keymap
. Search Results (6)
Editor
BT e Nodies Remote Interpreter
Version Control I JavaScrip Network
Build, Execution, Deployment projects. Run and debug Node,js

Support for JCdEJ

Languages & Frameworks applications in the remote

environm such as Docker
Tools 2018 £96.1K ¥3
LiveEdit Beame Insta-ssl plugin
= Network
With Live Edit you can see the Beame.io Jetbrains plugin
changes you made in your Beame-insta-ss| provides
HTML and CSS files HTTPS tunnel for exposing
G+—H 07, 2018 +3.9M 1rd G815, 2017 25K
Py Cancl

ZFDataArts Studioizdl &

B HIERS” BR,

BEAEMZE “E=hR > SDK”

EESDKERS | SXIFHEXIMIESHISDK, TEHSDKEZIALM

LUSDK@,;E%TE&LO WindowsiRERFE T, FIHAMaGSIRTHHE, AW Tap
<, EARMARLE TESDKERISHA256(E, HA, “D:\java-sdk.zip” JISDKERIA
HIFERIZFISDKEE , BIRIEEIRERIES -

certutil -hashfile D:|java-sdk.zip SHA256

B LHITERTA, TR

SHA256 RY D:\java-sdk.zip I8%5:
becff4310645f3734344897ffdcabb1853d4b7d93b59a6ea187c5ae40543b36b
CertUtil: -hashfile a5< RIhTER o
becff4310645f3734344897ffdcabb1853d4b7d93b59a6ea187c5ae40543b36b

XTELEr T2 SDKERISHA256/EF N FERPITMIES SDKERISHA256{E . TNR—E, N
FR FHIEAFEEXRINES.

FAEESSDKE | SHA256{8

Java becff4310645f3734344897ffdcabb1853d4b7d93b59a6ea187¢c5
ae40543b36b

Go bcf8cf19a21226e247195f2e584c8414da39b8d05840fb02948e1
375d9bbb7e6

Python c3da3b5814f828d6217963e856563d558d938b3da28993a8a13c
8a7ebff5b95d
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AEIESSDKE | SHA256{H

C# a880b47e63ab35bfe216592e340a8135b866aef8f756ef7738fff3
287885f33a

JavaScript 53261387f5fcf46e61d0bef5e890bea97952717f327¢356412¢c312
8389e848d6

PHP 29bf711144e77ad4adaeal1257cd6dedd2220e57b729a8fd000c51
e68ccb42ad4b

C++ f604c6386c62cccb7¢358007778037d5b15480987dc2860eef1b7
bad37cb21d7

C 7086012c2d0569d5938830926b19fbea0d46682a983e04e52924
978e8720c2f8

Android 89962b186707828b06b0c9f50c010b2f4cefd6a8e7ca9bdefb616
bbbf6e739c8

o5

SXEY “ ApiGateway-javascript-sdk.zip” E486, RESEFREMNT:

B 5iEA

signer.js SDK{tHES

node_demo.js Nodejs; <3

demo.html XSS~
demo_require.html NSRRI RBUCED ({FERBrequireiE; )
test.js M= Fa

js\hmac-sha256.js TS

js\moment.min.js

js\moment-timezone-
with-data.min.js

licenses\license-crypto-js

licenses\license-moment

licenses\license-moment-
timezone

licenses\license-node

FE=Flicense3 {4
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BIETE
$E1 $T7FFIntelli) IDEA, R

B2 “File > New > Project” ,

S8 “New Project” XHEHE, E#F “Static Web” , BT “Next” .

1-26 New Project

MNew Project

Gradle

& Groowvy

Grails

Application Forge
© Go
“ Go Modules (vgo)
¥ Dep
‘s App Engine

=
(2 Nodejs and NPM
E Flash

K Kotlin
& Python

= Empty Project

=)

Static Web

El HTMLS Boilerplate
& React App
Foundation

[ Bootstrap

Y Angular)s

Y Angular CLI

&b React Native

Web modules are used for developing Web applications using
technologies such as HTMLJCSS, JavaScript, PHP and so on. They do
not support developing Java applications.

Il Cancel Help

$B|2 BE 7, ERBAHEERIEEMEESRISDKEREE, 2 “Finish” .

37



1-27 IEFRMEERR SDK BZ
New Praject @

Project name: |JavaScript |

Project location: | Di\java'JavaScript

P More Settings

Previous Cancel Help
S$I|3 eRIiEClEfE, BREWUT.

1-28 #FHE TIERVE R
W JavaScript
> idea
v ApiGateway-javascript-sdl-2.0.0
> IE
> licenses
i dema.html
i demo_require.html
5= node_demojs
1 package-lockjsan
i signergs
5 testjs
mJavaScriptiml
Il External Libraries

Scratches and Consoles

e node_demo,js: NodejsRBIUES, BIRIBESLIRBENSHEER . BIFMUEIR
BRiESEEMAPI ( Node.js ) .

FU84 B “Edit Configurations” , 384 “Run/Debug Configurations” SHiEHE.
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1-29 Edit Configurations

Edit Configurations...

FH Save 'main’ Configuration

main

W5 B ‘47, EEFE “Nodejs” o

1-30 1%&#E Node.js
Run/Debug Configurations

1] - = # w

Add Mew Configuration

b | UU\'J‘

£ Gruntjs

i

¥ Gulpjs
| JAR Application
[ JavaScript Debug
ﬁ Jest

4b JUnit

i Jupyter Notebook

K Kotlin

K Kotlin script

D Lettuce

M Maven

@ Mocha

!“!! Modeunit

16 “JavaScript file” i%&#E “node_demo.js” , Bd “OK” , ZELE.

1-31 #%#% node_demo.js

Run/Debug Configurations
+ — B & s MName: | node_demoijs [ share [ Allow parallel run
~ (2 Nodejs . . . X
. Configuration Browser / Live Edit V8 Profiling Logs
Confousier
> @ Python Node interpreter: Project node (D:\ \node.exe) 10153 ~ || om

> Templates
Node parameters:

Working directory: Di\java\JavaScript\ApiGateway-javascript-sdk-2.0.0

JavaScript file: node_dema,js

Application parameters:

Environment variables:

.
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iAFB API ( Node.js ) 7~f5l

gz

SER2

1.4.7 PHP
BEm=

HERRE

fETEH5| \signerjs,

var signer = require('./signer)
var http = require('http')

&R —NFTRYSigner, SE\AppKeyF1AppSecret.

[/ INIERRYakFskgmA3EM CRBP S E AN FEE B R AL EXK, BNERENHHENETEPEIIF,
(FRNRE, RIRRE;

/] BRBILAakFIskRFERREZEPRELMEMIVENG, BITARABIESEAKEPRERNETE
SDK_AK#SDK_SK,

var ak = process.env.SDK_AK;

var sk = process.env.SDK_SK;

var sig = new signer.Signer();
sig.Key = ak;
sig.Secret = sk;

ER— 1 RequestIR, IBERIER. 15Kuriflbody.

var r = new signer.HttpRequest("POST", "serviceEndpoint/app1?a=1");
rbody ='{"a":1}'

BiERiANNheadersk, RBNERSHEE. WBFTE, FIIFEEZAVELE,

rheaders = { "x-stage":"RELEASE", "name":"value"}

BTG, HUITIHRHASEMIBERSY, AFCEhttp(s)iBR, BRESKFFMTH
FEZHIX-Sdk-DateskFIAuthorizationsk . ZAS AIBRESEFx-Authorizationsk,
{B5AuthorizationsLt8[E

var opt = sig.Sign(r)
opt.headers["x-Authorization"] = opt.headers["Authorization"]

BIBAPI, BEILOSER, WREMttpsizal, WS “http.request” 29
“https.request” ,
var reg=http.request(opt, function(res){
console.log(res.statusCode)
res.on("data", function(chunk){
console.log(chunk.toString())
)
)
reg.on("error",function(err){
console.log(err.message)

)
req.write(r.body)
reg.end()

-

{EFRPHPIES ARAPPIAIERIAPIRY, BFEBELIRENSDK, AEHETE, RESER
FAPIIRBEREAPI,

AL Intelli) IDEA 2018.3. 5kRAS I/ M4E

o CIREVAPIRIEZ . i53Rurl. &K%, AppKeyFlAppSecretZFZ8, BAESIIA
IFRNERS -
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¥REX SDK
gz
G
S£IR3
LR4
IR

N

o IRENHZZEIntelli) IDEA, INRFKZE, iB5EIntelli) IDEAES ML TE .
o FREHZEPHPLRER, NBRKRLTE, BEPHPES THIRE Mo

o BPHPZLERZRHHY “php.ini-production” XHEHIF “C\windows” , HK&ZH
“php.ini” , FHEXHFFREINNMTHS.

extension_dir = "phpZZBEF/ext"
extension=openssl

extension=curl

e EffIntelll) IDEARZEEPHPIGEM, MNRKZE, 1BIRIRE-32FiRg%E,

1-32 %% PHP &4

Settings =)
Q- Plugins Marketplace Installed Updates e
Appearance & Behavior
PP affe ] 2
Keymap
. Search Results (129)
Editor
Version Control =

Languages Framework integration

Build, Execution, Deployment

Languages & Frameworks

Tools .3
PHP Toolbox PHP composer.json support
Framework integration Code editing
PHP Toolbox GitHub | Jsen PHP composer,json support
Examples | Donate This plugin Donate using PayPal or
Bitcoin Th n adds auto
T3 ¢ 2019 + 3114K w3
P Carcel

EFDataArts StudiotzHl& .

B “HIEIRS” ER,

BEAMES “E=hik > SDK” .

B SDKfERS | SXIHENMWIESAISDK, TESDKEEIZAI

BHTSDKESTEMAREE . WindowsIEMERA T, FTAAMGSIRRGIE, BMAN TS
<, EARMARLE TESDKERISHA256(E, HA, “D:\java-sdk.zip” JISDKERIA
HEREREIISDKE R, SRIELRERIES .

certutil -hashfile D:|java-sdk.zip SHA256
B SHUTERRG, WTAR:

SHA256 RY D:\java-sdk.zip la%s:
becff4310645f3734344897ffdcabb1853d4b7d93b59a6ea187c5ae40543b36b
CertUtil: -hashfile S5 BINTR
becff4310645f3734344897ffdcabb1853d4b7d93b59a6ea187c5ae40543b36b

XTEEER T SDKEAISHA256{EF] FERFITAIE S SDKERISHA256{8 ., AR —E, T
=R FHIREAFEEEXRINES.
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https://www.jetbrains.com/idea/
https://windows.php.net/download/

AEIESSDKE | SHA256{8

Java becff4310645f3734344897ffdcabb1853d4b7d93b59a6ea187c5
ae40543b36b

Go bcf8cf19a21226e247195f2e584c8414da39b8d05840fb02948e1
375d9bbb7e6

Python c3da3b5814f828d6217963e856563d558d938b3da28993a8a13c
8a7ebff5b95d

C# a880b47e63ab35bfe216592e340a8135b866aef8f756ef7738fff3
287885f33a

JavaScript 53261387f5fcf46e61d0bef5e890bea97952717f327c356412¢c312
8389e848d6

PHP 29bf711144e77a4adaeal1257cd6dedd2220e57b729a8fd000c51
e68ccb42ad4b

C++ f604c6386¢62cccb7c358007778037d5b15480987dc2860eef1b7
bad37cb21d7

C 7086012c2d0569d5938830926b19fbea0d46682a983e04e52924
978e8720c2f8

Android 89962b186707828b06b0c9f50c010b2f4cefd6a8e7ca9bdefb616
bbbf6e739¢8

S
SREX “ApiGateway-php-sdk.zip” 4860, MIEREBEREWIT:

2R yLalilz

signer.php SDKALHS

index.php RIS

2T

FIB1 FTFFIDEA, EIFEZEE “File > New > Project” .
s “New Project” XHEHE, #&#FE “PHP” , B “Next” .
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1-33 New Project

New Project

& Groovy

Grails

Application Forge
Y Go
“ Go Modules (vgo)
T Dep
s App Engine

Static Web
(2 Nodejs and NPM

E Flash

PHP
K Kotlin
7 Python

= Empty Project

=3

PHP Empty Project

@ Composer Project

Create empty project for PHP

Cancel Help
£E|2 8E 7, ERHIXNEEPEEREFRISDKIRE, B&E “Finish”
1-34 IEFMEERRY SDK BE
MNew Project
Project name: | php
Project location: | D:\java\php
b More Settings
Previous Cancel Help

$I|3 eRIizClEfE, BREWUT.
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1-35 FEETIRRVBEREN
v Lgphp
b Jidea
v ApiGateway-php-sdk-
ahw index.php
ohe SigNer.php
m Php.iml
> External Libraries

Scratches and Consoles

“signer.php” ARG, BIRELFERENSHEER . BEAREIREIESERE
FAAPIZRA

-

iEAF3 API =51

1 ERBH5|Asdk,

require 'signer.php';

T2 Hp— 1 FHISigner, EAAppKeyFlAppSecret,

fé i)\i%ﬁﬁ El’\Jak*ﬁlgl{skﬁﬁé’éﬂﬁﬁ%qﬁiﬁﬂﬁﬁﬁﬁﬁﬁﬂﬁ RANRENGE, BNEREXHHENMNETEBREFH,
/| ZRBIL akFIskRFEMER B HRILMBHIIE RS, IETARPIRIESER MR IRENETE
SDK_AK#OSDK_SK,

$ak = getenv('SDK_AK');

$sk = getenv("SDK_SK");

$signer = new Signer();
$signer->Key = $ak;
$signer->Secret = $sk;

£E;3 Ep— P #FHYRequest, EESIER . iB5Kurlfllbody.

$req = new Request('GET', "https://serviceEndpoint/app1?a=1");
$reg->body ="

$R4 [iEKRNNheadersk, RENERSHEIRE. WREFE, FINFESZAIEML
15, Hfhost/aEIN, FEEAurRIIBERIMEIE, REMESI “host” 1ESHEA,

$reg->headers = array(
'host' => 'serviceEndpoint'

)

HIE5 HTER, PITHRBESER— 1 $curl L FXZEE . ARG RIBEKFINx-Authorization
3L, {E5AuthorizationktBE.

$curl = $signer->Sign($req);
$reg->headers['x-Authorization'] = $req->headers['Authorization'];
$header = array();
foreach ($reg->headers as $key => $value) {
array_push($header, strtolower($key) . "' . trim($value));

}
curl_setopt($curl, CURLOPT_HTTPHEADER, $header);

H£I6 iHITAPI, EFIHITER.

$response = curl_exec($curl);
echo curl_getinfo($curl, CURLINFO_HTTP_CODE);
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1.4.8 C++

Brin=

R

¥REX SDK
gz
SER2
SER3
SR
gz

echo $response;
curl_close($curl);

-

{ERC+HESRAPPINIERIAPIRT, RFEESIRENSDK, SEAPIERREIEBAPI,

1. CEIXEVAPIROE R . iBKurl, i5KFi%. AppKeyFlAppSecretZ 58, BEASIIA
IERDEES o

2. Z%opensslE,
apt-get install libssl-dev

3. ZEcurlE,

apt-get install libcurl4-openssl-dev

ZRDataArts StudiotzHl& .

BE “HIRERS” BIR.

BEAEME “E=hk > SDK”

B ESDKfERS | SXIFHENMNIESAISDK, TESDKEZIZI

HITSDKEZEMRIE . WindowsiZERAE T, IHAMGSIRTAE, WA TS
%, EAMERE TESDKERISHA256(E, HAh, “D:\java-sdk.zip” J9SDKEAIA
HIFHERZFISDKE SR, BIRIELPRIERIES

certutil -hashfile D:|java-sdk.zip SHA256
aLHITERTHI, WTRAR:

SHA256 fY D:\java-sdk.zip I8%5:
becff4310645f3734344897ffdcabb1853d4b7d93b59a6ea187c5ae40543b36b
CertUtil: -hashfile a5 RIhTER o
becff4310645f3734344897ffdcabb1853d4b7d93b59a6ea187c5ae40543b36b

XTELER F & SDKERISHA256/EFN FERFITMIES SDKERISHA256{E . TNR—E, NI
FR FHIREAEEEXRINES.

AEIESSDKE | SHA256{8

Java becff4310645f3734344897ffdcabb1853d4b7d93b59a6ea187c5
ae40543b36b

Go bcf8cf19a21226e247195f2e584c8414da39b8d05840fb02948e1
375d9bbb7e6

Python c3da3b5814f828d6217963e856563d558d938b3da28993a8a13c
8a7ebff5b95d
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BF API 7451

AEIESSDKE | SHA256{H

C# a880b47e63ab35bfe216592e340a8135b866aef8f756ef7738fff3
287885f33a

JavaScript 53261387f5fcf46e61d0bef5e890bea97952717f327¢356412¢c312
8389e848d6

PHP 29bf711144e77ad4adaeal1257cd6dedd2220e57b729a8fd000c51
e68ccb42ad4b

C++ f604c6386c62cccb7¢358007778037d5b15480987dc2860eef1b7
bad37cb21d7

C 7086012c2d0569d5938830926b19fbea0d46682a983e04e52924
978e8720c2f8

Android 89962b186707828b06b0c9f50c010b2f4cefd6a8e7ca9bdefb616
bbbf6e739c8

-

¥KEX “ApiGateway-cpp-sdk.zip” E4EE, EEREBEREEIUT:

ZFR il
hasher.cpp SDK{LAS
hasher.h

header.h

RequestParams.cpp

RequestParams.h

signer.cpp

signer.h

Makefile Makefile3Z{4
main.cpp ~ECES

F£1 fEmain.cppFIIANLATEIA.

#include <stdio.h>
#include <stdlib.h>
#include <string.h>
#include <curl/curl.h>
#include "signer.n"

SR — A HTRYSIgner, EAAppKeyFlAppSecret,
/1 INIEFRYakFskgmA3Z M CRIP S E A FEE B R AL E XK, BINERENHHENNETEPEIIF,

ERIIREE, WRES;
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gz

+£IR6

/] ARBILAaKFIsKIRFERBE L EFRILMSMHIIEG, ETARABISEEAMIRETRETNETSE
SDK_AK#FSDK_SK,

char* ak = getenv("SDK_AK");

char* sk = getenv("SDK_SK");

Signer signer(ak, sk);

H— 1 FAY9RequestParams, IEESER. H& . iBKuri. BiE=FfFE#body,

RequestParams* request = new RequestParams("POST", "serviceEndpoint", "/app1",

"Action=ListUsers&Version=2010-05-08", "demo");

ij(-,% #~ilheadersk, ABENERSHEE. WREFE, FIFEZZAIEML

request->addHeader("x-stage", "RELEASE");
request->addHeader("name","value");

HITER, PITHRESIEERINEE LI requestEEF . ARBERZFRI0X-
Authorizationsk, {E5Authorization=tB[E .

signer.createSignature(request);
for (auto header : *request->getHeaders()) {
if( strcemp(header.getKey().data(), "Authorization") == 0){
request->addHeader("x-Authorization", header.getValue());
}
}

{FERcurlFERBIEIAPI, BFLEIER.

static size_t
WriteMemoryCallback(void *contents, size_t size, size_t nmemb, void *userp)
{

size_t realsize = size * nmemb;

struct MemoryStruct *mem = (struct MemoryStruct *)userp;

mem->memory = (char*)realloc(mem->memory, mem->size + realsize + 1);
if (mem->memory == NULL) {

/* out of memory! */

printf("not enough memory (realloc returned NULL)\n");

return 0O;

}

memcpy (& (mem->memory[mem->size]), contents, realsize);
mem->size += realsize;
mem->memory[mem->size] = 0

return realsize;

}

//send http request using curl library
int perform_request(RequestParams* request)
{
CURL *curl;
CURLcode res;
struct MemoryStruct resp_header;
resp_header.memory = (char*)malloc(1);
resp_headersize = 0;
struct MemoryStruct resp_body;
resp_body.memory = (char*)malloc(1);
resp_body.size = 0;

curl_global_init(CURL_GLOBAL_ALL);
curl = curl_easy_init();

curl_easy_setopt(curl, CURLOPT_CUSTOMREQUEST, request->getMethod().c_str());

std::string url = "http://" + request->getHost() + request->getUri() + "?" + request->getQueryParams();

curl_easy_setopt(curl, CURLOPT_URL, url.c_str());

struct curl_slist *chunk = NULL;

std::set<Header>:iterator it;

for (auto header : *request->getHeaders()) {
std::string headerEntry = header.getKey() +
printf("%s\n", headerEntry.c_str());

neon

+ header.getValue();
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IR

chunk = curl_slist_append(chunk, headerEntry.c_str());
}
printf("------------- \n");
curl_easy_setopt(curl, CURLOPT_HTTPHEADER, chunk);
curl_easy_setopt(curl, CURLOPT_COPYPOSTFIELDS, request->getPayload().c_str());
curl_easy_setopt(curl, CURLOPT_NOBODY, OL);
curl_easy_setopt(curl, CURLOPT_WRITEFUNCTION, WriteMemoryCallback);
curl_easy_setopt(curl, CURLOPT_HEADERDATA, (void *)&resp_header);
curl_easy_setopt(curl, CURLOPT_WRITEDATA, (void *)&resp_body);
//curl_easy_setopt(curl, CURLOPT_VERBOSE, 1L);
res = curl_easy_perform(curl);
if (res !'= CURLE_OK) {

fprintf(stderr, "curl_easy_perform() failed: %s\n", curl_easy_strerror(res));

}

else {
long status;
curl_easy_getinfo(curl, CURLINFO_HTTP_CODE, &status);
printf("status %d\n", status);
printf(resp_header.memory);
printf(resp_body.memory);

}

free(resp_header.memory);

free(resp_body.memory);

curl_easy_cleanup(curl);

curl_global_cleanup();

return 0O;

}
1Z{Tmakefin$HRIE, SRIAIHITEmMain, HiTmainXEd, BELER.

FERCGESEARAPPINIEAIAPIRY, BFEESLIAEISDK, SEAPIERREIERAPI,

1. EIXENAPIROEE . iBKurl. 15KJFi%. AppKeyFlAppSecretE 58, BEARSIIA
IERIES .

2. Z%opensslE,
apt-get install libssl-dev

3. ZEcurlE,

apt-get install libcurl4-openssl-dev

ZSDataArts StudioiZ4$&

B KBRS B,

BEAMSE “E=hk > SDK” ,

B SDKIERS | SXIZENMIESAISDK, TESDKEEIAIM,

LUSDK@;EgL&C&LO WindowsiZ2ERA T, ITHAMGSIRRAFIE, WA TS
TZKMEEEEFﬁkSDK@E’JSHAzs&E, Hrh, “D:\java-sdk.zip” JISDKEHIZA
iﬂz?‘ ERRFISDKE S, BIRIELIRERIEX .
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certutil -hashfile D:|java-sdk.zip SHA256

a SHITERTA,

SHA256 A9 D:\java-sdk.z

LIRS

ip 1575:

becff4310645f3734344897ffdcabb1853d4b7d93b59a6ea187c5ae40543b36b
CertUtil: -hashfile 55 INTER o
becff4310645f3734344897ffdcabb1853d4b7d93b59a6ea187c5ae40543b36b

XTEEER T2 SDKEAISHA256{EF] FERFITAIIE S SDKERISHA256{E . INE—E, T
FR FEEEAFEENNES

AEESSDKE | SHA256(H

Java becff4310645f3734344897ffdcabb1853d4b7d93b59a6ea187c5
ae40543b36b

Go bcf8cf19a21226e247195f2e584¢8414da39b8d05840fb02948e1
375d9bbb7e6

Python c3da3b5814f828d6217963e856563d558d938b3da28993a8a13c
8a7ebff5b95d

C# a880b47e63ab35bfe216592e340a8135b866aef8f756ef7738fff3
287885f33a

JavaScript 53261387f5fcf46e61d0bef5e890bea97952717f327¢356412c312
8389e848d6

PHP 29bf711144e77ad4adaeal257cd6dedd2220e57b729a8fd000c51
e68ccb42ad4b

C++ f604c6386c62cccb7¢358007778037d5b15480987dc2860eef1b7
bad37cb21d7

C 7086012c2d0569d5938830926b19fbea0d46682a983e04e52924
978e8720c2f8

Android 89962b186707828b06b0c9f50c010b2f4cefd6a8e7ca9bdefb616
bbbf6e739c8

-5
FKEX “ApiGateway-c-sdk.zip” [£456, MREEBEREENT:

BFR 52ER

signer_common.c SDK{HS

signer_common.h

signer.c

signer.h

Makefile Makefile 344

main.c AN IR
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AR API 7=f)
SE

S$IR3

T4

RS

£I1R6

Emain.cHFIIANLL TS A,

#include <stdio.h>
#include <stdlib.h>
#include <string.h>
#include <curl/curl.h>
#include "signer.h"

Hp— sig_params_tZEBIRITE, IEAAppKeyFAppSecret,

sig_params_t params;
sig_params_init(&params);

[/ INIERRYakFskgmA3Z M CRAP S E AN FEE B RANLZENK, BNERENHHENETEPENF,
(FRRE, RRRE;

/] BRBILAakFIskRFEREZEFREILMBEMDINENG, BITARABIESEAKERRENETE
SDK_AK#FNSDK_SK,

char* ak = getenv("SDK_AK");

char* sk = getenv("SDK_SK");

sig_str_t app_key = sig_str(ak);
sig_str_t app_secret = sig_str(sk);
params.key = app_key;
params.secret = app_secret;

IBERER. H&. iB5Ruri. EEFEFEFbody,
sig_str_t host = sig_str("serviceEndpoint");
sig_str_t method = sig_str("GET");
sig_str_t uri = sig_str("/app1");

sig_str_t query_str = sig_str("a=1&b=2");
sig_str_t payload = sig_str("");
params.host = host;

params.method = method;

params.uri = uri;

params.query_str = query_str;
params.payload = payload;

ijzus_d?,ﬁbl]header;k RENEFSHEE. IREFE, MNFEZZRIEML

sig_headers_add(&params.headers, "x-stage", "RELEASE");
sig_headers_add(&params.headers, "name","value");

HITER, HITHRESIEERINE R0 requestEEF . AREKRFIIX-
Authorizationsk, {E5Authorization3kt8E],

sig_sign(&params);
char* authorization = sig_headers_get(&params.headers, "Authorization")->value.data;
sig_headers_add(&params.headers, "x-Authorization", authorization);

{FERcurlFERBIEIAPI, BFLEIER.

static size_t
WriteMemoryCallback(void *contents, size_t size, size_t nmemb, void *userp)
{

size_t realsize = size * nmemb;

struct MemoryStruct *mem = (struct MemoryStruct *)userp;

mem->memory = (char*)realloc(mem->memory, mem->size + realsize + 1);
if (mem->memory == NULL) {

/* out of memory! */

printf("not enough memory (realloc returned NULL)\n");

return 0O;

}

memcpy (& (mem->memory[mem->size]), contents, realsize);
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}

mem->size += realsize;
mem->memory[mem->size] = 0;

return realsize;

//send http request using curl library
int perform_request(RequestParams* request)

{

}

1IzfTmakedp$miE, BEITHITEmMain, HiTmainXd, BEELER,

CURL *curl;

CURLcode res;

struct MemoryStruct resp_header;
resp_header.memory = malloc(1);
resp_headersize = 0;

struct MemoryStruct resp_body;
resp_body.memory = malloc(1);
resp_body.size = 0;

curl_global_init(CURL_GLOBAL_ALL);
curl = curl_easy_init();

curl_easy_setopt(curl, CURLOPT_CUSTOMREQUEST, params.method.data);
char url[1024];

sig_snprintf(url, 1024, "http://%V%V?%V", &params.host, &params.uri, &params.query_str);

curl_easy_setopt(curl, CURLOPT_URL, url);

struct curl_slist *chunk = NULL;

for (inti =0; i < params.headers.len; i++) {
char header[1024];

sig_snprintf(header, 1024, "%V: %V", &params.headers.data[i]l.name, &params.headers.data[i].value);

printf("%s\n", header);
chunk = curl_slist_append(chunk, header);
}
printf("------------- \n");
curl_easy_setopt(curl, CURLOPT_HTTPHEADER, chunk);
curl_easy_setopt(curl, CURLOPT_POSTFIELDS, params.payload.data);
curl_easy_setopt(curl, CURLOPT_NOBODY, OL);
curl_easy_setopt(curl, CURLOPT_WRITEFUNCTION, WriteMemoryCallback);
curl_easy_setopt(curl, CURLOPT_HEADERDATA, (void *)&resp_header);
curl_easy_setopt(curl, CURLOPT_WRITEDATA, (void *)&resp_body);
//curl_easy_setopt(curl, CURLOPT_VERBOSE, 1L);
res = curl_easy_perform(curl);
if (res !'= CURLE_OK) {
fprintf(stderr, "curl_easy_perform() failed: %s\n", curl_easy_strerror(res));
}
else {
long status;
curl_easy_getinfo(curl, CURLINFO_HTTP_CODE, &status);
printf("status %d\n", status);
printf(resp_header.memory);
printf(resp_body.memory);
}
free(resp_header.memory);
free(resp_body.memory);
curl_easy_cleanup(curl);

curl_global_cleanup();
//free signature params

sig_params_free(&params);
return 0O;

R
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1.4.10 Android

Brn=

HEEME

(EFRANdroidiESEARAPPIAIERIAPIRT, IRFBELIKENSDK, REHETE, BESE
APIERREIEBAPI,

o CEIREVAPIRIIEZ . i&Rurl. &K%, AppKeyflAppSecretFHZE, BASIIA
IFRER -

o XFENHZEEANdroid Studio, UNERFZEE, BEEANdroid StudioBE A ML T .

ZEFDataArts StudioizHl& -

BE “HiERS” &R,

BFEAMNRE “EZhR > SDK” ,

BFHSDKIEAS | SXIFEXINIESHISDK, TESDKELEIAM ,

BH{TSDKETTEEMARIE . WindowsEMERA T, FTHAMGSIRRAIE, MAWN TS
<, EAMERME TESDKEAISHA256(E, EHF, “D:\java-sdk.zip” JISDKEHIA
HFHEREFNISDKE SR, BIRIBLIRERIEXR .

certutil -hashfile D:|java-sdk.zip SHA256
B SHUTESR G, WTAR:

SHA256 RY D:\java-sdk.zip I&%5:
becff4310645f3734344897ffdcabb1853d4b7d93b59a6ea187c5ae40543b36b
CertUtil: -hashfile a5 RINTER o
becff4310645f3734344897ffdcabb1853d4b7d93b59a6ea187c5ae40543b36b

XTELEr T2 SDKERISHA256/EF FERAPXIRIES SDKERISHA256{E ., TNR—E, N
FR FEHIEAFEERINES.

FEIESSDKE | SHA256(H

Java becff4310645f3734344897ffdcabb1853d4b7d93b59a6ea187c5
ae40543b36b

Go bcf8cf19a21226e247195f2e584c8414da39b8d05840fb02948e1
375d9bbb7e6

Python c3da3b5814f828d6217963e856563d558d938b3da28993a8a13c
8a7ebff5b95d

C# a880b47e63ab35bfe216592e340a8135b866aef8f756ef7738fff3
287885f33a

JavaScript 53261387f5fcf46e61d0bef5e890bea97952717f327¢c356412¢c312
8389e848d6

PHP 29bf711144e77ad4adaea1257cd6dedd2220e57b729a8fd000c51
e68ccb42ad4b
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https://developer.android.com/studio/

AEIESSDKE | SHA256{H

C++ f604c6386¢c62cccb7c358007778037d5b15480987dc2860eef1b7
bad37cb21d7

C 7086012c2d0569d5938830926b19fbea0d46682a983e04e52924
978e8720c2f8

Android 89962b186707828b06b0c9f50c010b2f4cefd6a8e7ca9bdefb616
bbbf6e739¢c8

-t

SXEY “ ApiGateway-android-sdk.zip” [E456, BESEREHWUNT:

BFR 15388

app\ LR i
gradle\ gradlef8x314
build.gradle gradleft &34

gradle.properties

settings.gradle

gradlew

gradle wrapperf{THIZ

gradlew.bat

fIFIRE

FB1 FJFFAndroid Studio, i%&#E “File > Open” ,
B R AR NEEISR R R FFHISDKER R .
B2 THIER, BREMUT.
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1-36 TIERREHE

h app
b manifests
v java
hd com.testappsignature
£ MainActivity
> com.test.appsignature (androidTest)
» com.test.appsignature (test)
w res
> drawable
W layout
5 Activity_main.xml
» mipmap
3 values

w (# Gradle Scripts

# build.gradle (Project: android)

# build.gradle (Module: app)
gradle.properties (Global Properties)
gradle-wrapper.properties (Gradle Version)

= proguard-rules.pro (FroGuard Rules for app)
gradle.properties (Project Properties)

#) settings.gradle (Project Settings)

_

local properties (SO Location)
"'

AR API =451
1 FAndroid TR “app/libs” BFET, IMASDKFErFEjar® . Edvjar8 v REiE:

e java-sdk-core-x.x.x.jar
e commons-logging-1.2.jar
e joda-time-2.9.9.jar

£U2 7 “build.gradle” XEAININokhttpEERIIKES .

£ “build.gradle” 3Z{F4H) “dependencies” TN “implementation
'‘com.squareup.okhttp3:okhttp:3.11.0'”7 ,

dependencies {

implementation 'com.squareup.okhttp3:okhttp:3.11.0'
}

I3 Blrequest, HIANAppKeyFAppSecret, FHEEIEE . HiEB . iEKuriflbody.
Request request = new Request();
try {
/1 INIEFRRYakFskIRiBEMAIB e E AN FEHE R AL EXE, BNEREXHHERETEPEN
FH, [ERREE, RBRES;
1] FRBIAKR ISR S R R RIS AWEN A, B TATOIRIE A RS B ETE
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1.4.11 curl

B’rin=

RIS

SDK_AKFISDK_SK.,
String ak = System.getenv("SDK_AK");
String sk = System.getenv("SDK_SK");

request.setKey(ak);
request.setSecret(sk);

request.setMethod("POST");
request.setUrl("https://serviceEndpoint/app1");

request.addQueryStringParam("name", "value");

request.addHeader("Content-Type", "text/plain");

request.addHeader("name", "value");

request.setBody("demo");

} catch (Exception e) {
e.printStackTrace();
return;

}

SHERHITER, FHEKRINx-Authorizationsk, {E5Authorizationsk#8[E]. &G
4 Rk okhttp3.RequestXt S KiFITAPI ,

okhttp3.Request signedRequest = Client.signOkhttp(request);

String authorization = signedRequest.header("Authorization");

signedRequest = signedRequest.newBuilder().addHeader("x-Authorization",authorization).build();
OkHttpClient client = new OkHttpClient.Builder().build();

Response response = client.newCall(signedRequest).execute();

-

B curlapSYERAPPINIERIAPIRY, SFEE S T E)avaScript SDKERcurlds s, RAE
¥Ecurlap S EHIRIBSITEBAPL,

EFXENAPIIEZ . iEKurl. i&KA5iE. AppKeyFlAppSecretF(SE, BEIRSIIAER]
b=

ERDataArts StudioizHl& .

B “HIERS” BIR.

BEAMFE “E=hg > SDK” ,

BESDKEAS | SXIFBEXIMIESHISDK, TEHSDKEFIAM

HHTSDKESTEMIRIE . WindowsiEERS T, ITAAEGHIRRGIE, MAN TG
<, EARMARLE TESDKERISHA256/E, HAr, “Di\java-sdk.zip” JSDKEAIA
Wb 7FIEEEFISDKE S , IBIRIBSEIRERIES .

certutil -hashfile D:|java-sdk.zip SHA256
B SHUTESR G, WTAR:

SHA256 RY D:\java-sdk.zip I&%5:
becff4310645f3734344897ffdcabb1853d4b7d93b59a6ea187c5ae40543b36b
CertUtil: -hashfile s8R INTER o
becff4310645f3734344897ffdcabb1853d4b7d93b59a6ea187c5ae40543b36b
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XIEEPR 8 SDKBRISHA256{EFN FRAPXINIESSDKEIAISHA256{E . WNR—EL, N
R NI REAFERSMER

FEIESSDKE | SHA256(H

Java becff4310645f3734344897ffdcabb1853d4b7d93b59a6ea187c5
ae40543b36b

Go bcf8cf19a21226e247195f2e584c8414da39b8d05840fb02948e1
375d9bbb7e6

Python c3da3b5814f828d6217963e856563d558d938b3da28993a8a13c
8a7ebff5b95d

C# a880b47e63ab35bfe216592e340a8135b866aef8f756ef7738fff3
287885f33a

JavaScript 53261387f5fcf46e61d0bef5e890bea97952717f327c356412¢c312
8389e848d6

PHP 29bf711144e77ad4adaeal1257cd6dedd2220e57b729a8fd000c51
e68ccb42ad4b

C++ f604c6386c62cccb7¢358007778037d5b15480987dc2860eef1b7
bad37cb21d7

C 7086012c2d0569d5938830926b19fbea0d46682a983e04e52924
978e8720c2f8

Android 89962b186707828b06b0c9f50c010b2f4cefd6a8e7ca9bdefb616
bbbf6e739c8

-

SXEY “ ApiGateway-javascript-sdk.zip” E4868, RESEFREMNT:

2R L]

signer.js SDK{tHS
node_demo.js Nodejs~HtHS
demo.html LA TR E!
demo_require.html NEEEEREIAES ( ERErequirefiNEk )
test.js Wizt ARG
js\hmac-sha256.js KT ZE
js\moment.min.js

js\moment-timezone-

with-data.min.js

licenses\license-crypto-js | E=FFElicense3 {4
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i3F8 API 7=l

SR ol

licenses\license-moment

licenses\license-moment-
timezone

licenses\license-node

EU81 (EMJavaScript SDK&ERLcurldps,

$KEX “ApiGateway-javascript-sdk.zip” [EFEEHAEE. EXILEEEHFTHdemo.html,
NETEFR.

Apigateway Signature Test

Key

071fe245-9¢f6-4d75-822d-c29945a1e06a

Secret
Method Url

GET = 30030113-3657-4fb6-a7ef-90764239b038.apigw.cn-north-1. .cam
Headers

{"Content-Type":"application/json"}
Body

E

curl -X GET "http://30030113-3657-4fb6-a7ef-90764239b038.apigw.cn-north-1
.com/" -H "X-5dk-Date: 20190731T065514Z" -H “host: 30030113-3657-4fb6-a7ef-9076423

Note: accessing the API from browser requires support for CORS
200
Congratulations, sdk demo is running

B Key. Secret. F5iER. BHXRMY. #Z2Furl GAERRYakFIskERAZEIMLIBHaE
BENXEFEEERERNZENK, BNEREXHSNENETEPENFN, ERITHR
2, BIRTe) . AnBINENREAN, (XBEFER, Fu:
Key=4f5f626b-073f-402f-a1e0-e52171c6100c

Secret=rrr
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Method=POST
Url=https://serviceEndpoint

$IE3 EAjsontEAYQueryFlHeaders, EHABody., EFRFTIATAPIRIIDAEIR, FTEIE
ANBAWIDER, LAS#E"x-api-id"EE AHeadersH,

$184 BB “Send request” , Epfcurldpd,
$ curl -X POST "https://serviceEndpoint/" -H "X-Sdk-Date: 20180530T115847Z" -H "Authorization: SDK-
HMAC-SHA256 Access=071fe245-9c¢f6-4d75-822d-c29945a1e06a, SignedHeaders=host;x-sdk-date,
Signature=9e5314bd156d517*****dd3e5765fdde4" -d ""

ZB5 FaSiniix-Authorizationsk, {E5Authorizationsk#8E, Beurl S EHZEGHS
17, BIEAPI,
$ curl -X POST "https://serviceEndpoint/" -H "X-Sdk-Date: 20180530T115847Z" -H "Authorization: SDK-
HMAC-SHA256 Access=071fe245-9cf6-4d75-822d-c29945a1e06a, SignedHeaders=host;x-sdk-date,
Signature=9e5314bd156d517*****dd3e5765fdde4" -H "X-Authorization: SDK-HMAC-SHA256
Access=071fe245-9cf6-4d75-822d-c29945a1e06a, SignedHeaders=host;x-sdk-date,

Signature=9e5314bd156d517*****dd3e5765fdde4" -d ""
Congratulations, sdk demo is running

et

1.4.12 HRIEZIES

APP IAET {E[RIE

1. HEEBIER
BERRIERABTIRIBEAPINXEELUENMNIEAL, BIREFIHESSE. API
WX G ATNERERINERAE—H,

. (EREIERINE M E IR FEEGR.

3. [ERAK/SKIFE=HRITESES.

4. BERNBEZERENBREELFNZIHTTPERS, ZEFATAFRTESH
HINEHTTPIER P,

5. APIMXWERNEKE, H1T71~3, ITEEE,

6. BE3PMEMIIEE S5PEMIIEZIITILE, REZTE, WHEEK, &
NEIELETERK

ML
APPEZ{X 37 Body(A 1 2MR I FAOERESR .

LB 1: WIEMEIER

ERAPPLIHITEZ SIANE, BAFTEMBITKAT, AEBHITER. BFinS
APIMK(EFBRIANERAGE, ALUSRE—THTTPIERAIBIRIRSEMERIIZRLS
R, NMsEmEnEE.

HTTPIERALEACREaI T :

CanonicalRequest =
HTTPRequestMethod + '\n' +
CanonicalURI + '\n' +
CanonicalQueryString + '\n' +
CanonicalHeaders + '\n' +
SignedHeaders + '\n' +
HexEncode(Hash(RequestPayload))

B LABII LA N fIRiIR BB IERAVEGIE L T .
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BRIRRIRIERIT:

GET https://serviceEndpoint/app1?b=2&a=1 HTTP/1.1
Host: serviceEndpoint
X-Sdk-Date: 20180330T123600Z

1.

¥HEHTTPIEK A% ( HTTPRequestMethod ) , LURITIE4EE .
HTTPiBEK7i%, SNGET. PUT. POSTE, &K &R

GET

NINAEURIZEL ( CanonicalURI) , DAMBITRFLEER .

BX:

FSBURI, BNERERIZRR, 2URIPIEITIRIZZBHAIURIZRD .
W

FRIERFC 3986FREELURIEEIR, FRRTTARFIENIIRRERD, BRPENEOUMR
FURIZRFG . ANRURIFBEZRARLL “/” &R, WERSEHM “/”7

ZE4:

BIFAIURI: Jappl, LERIHGEAIURIZRESSS:

GET
/app1/

(1 288
HEEZN, URIBERLL “/7 ERE. RiXEKRET, AJLAARLL “/7 ERE,
SIHBEERAFRFE (CanonicalQueryString ) , LUBITRFEER
BN :
EEFHR, TS, NRIETESH, WAEEFE, NGEEER
T,
B
M EESEFEFTEREIUATEK:
- RBEUTHURS SN S HETEHTURIZRS:

" J570%IRFC 39867 XA IIFFREEFFFHITURIZRD, XLFRFEE:
A'Z\ a-Z. 0'9\ TN N -*DNO

" ERWXYXIAEIFMEBFAIEI TR DRI, BERXFIY A+ HEF R
(0-9%0A-F) . fIgN, =AEFRFLMIRIZF%20, 7 RUTF-8ZFFFUAR
K “%XY%ZA%BC” &=,
- XTFBANSY, B “ URIREBRISHE = URIRIEBAISHE - IRSH
SHE, WUEFHFHRRE, EREE “=7 .
PIRILI T BN, ERE 1 SHparm2iIEN=,
parmi=valuel&parm2=
- EEFHABUAFINFENSHZHTHIE. i, UXEFEFFLRISH
ZHELUNSFBbF LIS HEZ Zh1,
-  LHIREERNE—SHEE, WEEERFHES.

2561

TEFBEER N EIESE: a. b
GET

/app1/

a=1&b=2
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IS EEESL ( CanonicalHeaders ) , LAMRITRFEEER .

B

WSEHESL, EMEREELSIR., BIREKEKRPNFAEHTTPEESLSIE,, HE
SLRE EX-Sdk-Date, FFIRIGEZATE], X AISO8601FRAEAIUTCHYEFE
=: YYYYMMDDTHHMMSSZ ., ¥N5RAPI& 7 EIIERELEASEIRERT, EEIENNEE
NHIIRERFR

&
CanonicalHeadersHZ MEXKEELIHEFEHRY, CanonicalHeadersEntry0 +
CanonicalHeadersEntry1 + ..., EfhEMEREEL

( CanonicalHeadersEntry ) E’_“Vfg‘tjjLowercase(HeaderName) +'+
Trimall(HeaderValue) + '\n'

(1] %88
o Lowercase RSB FREZIEN/NEFEAIREL
o TrimallZ IR ERIERIZSRTIEAIREL .
o ERE—NMEREENSET—METR . SI0FiE+CanonicalHeadersB S/
W17, EbEHm—1M=T,
255

GET

/app1/

a=1&b=2

host:serviceEndpoint
x-sdk-date:20180330T123600Z

N

ERRLFREREUTEK:

o RBELEMEIRNNEHR, AHIREISTIERIERTE.
o IRBEFFMBXBEELBIRHITHFHF
ELENEISS Sk

Host: serviceEndpoint\n

Content-Type: application/json;charset=utf8\n

My-header1: a b c \n

X-Sdk-Date:20180330T123600Z\n
My-Header2: "a b c" \n

FYINENSESE Yk
content-type:application/json;charset=utf8\n
host:serviceEndpoint\n

my-headerl:a b c\n

my-header2:"a b c¢"\n
x-sdk-date:20180330T123600Z\n

INEFEZRERSLERE ( SignedHeaders ) , LURITRIER
¥¥>‘4:
F& %E’Jig?“ﬁ'g%ﬂio BITAINLEEL, AP SEERPIELE S
EK%Q&E’J—*‘B y WARTESIEERATAPIR K B LA 2SI E B Sk . X-Sdk-
dateUERNERZHT; ﬁ%;k

Bt

SignedHeaders = Lowercase(HeaderNameO0) + ;' + Lowercase(HeaderName1)
+ n.n + .

7
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EK% AGHEAEERELUTER: BEEZRNEELBMERNNERN, &
BRFFHUBRSEELETHIR, FHER 7 kamSNERk.

Lowercaseiwvﬁﬁﬁ FREIGRNNE 5?— o
2551
LUTRREMRNEELS5%%: host. x-sdk-date

GET

/app1/

a=1&b=2

host:serviceEndpoint
x-sdk-date:20180330T123600Z

host;x-sdk-date

6. {FFASHA 256145 REIARE T HTTPEHTTPSIERIESX Ffgbody{A
( RequestPayload ) , SIZENEFHE.
BX:
BRIBEEN . BRAFEMMELLE: HexEncode(Hash(ReguestPayload)), H
FHashFRREMBESHERIREL, HEIZIFSHA-2565,% , HexEncodeZRRLA/

S8R EEERIBase-165RF3A9KEL . f5/40, HexEncode("m") iR[EHESS
“6d” A= “6D” o MANE— NFEDTEHERTIATENHNHFFERT

AR

& RequestPayload IS E{ERT, XIF “RequestPayload==null” B9ip=, BEiEERAZTFE
fFE"RITE,

256
ANRBIAGETHE, bodylk Az, ZiIIEFEAIERIbody (ZFFE ) T
oo/
a=1&b=2

host:serviceEndpoint
x-sdk-date:20180330T123600Z

host;x-sdk-date
e3b0c44298fc1c149afbf4c8996fb92427ae41e4649b934ca495991b7852b855

7. XJ‘*’JL&?ETJH, SBIBRIEITIRELIE, BiEA5%IRequestPayloadlaFAIERIEEIE
@, EIRAELEBAHSEBERGALUNG +HREHIF TR R

XS : Lowercase(HexEncode(Hash.SHA256(CanonicalRequest)))

ZPIEFIERIREEIE SRR
4bd8e1afe76738a332ecff075321623fb90ebb181fe79ec3e23dcb081ef15906

LR 2: SIESGEFMH

WHTTPIEREHTACHEVSIERIERER, BRSEERE. SEE—RamsT
BREFHH,

StringToSign =
Algorithm + \n +

RequestDateTime + \n +
HashedCanonicalRequest

RIS EIRABAT

e Algorithm
BEE X, XFSHA 256, EixJSDK-HMAC-SHA256,
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e RequestDateTime

IERATEIEL . SIERIEELX-Sdk-DatefEMER, &R
YYYYMMDDTHHMMSSZ,

e HashedCanonicalRequest
ZEIEHRLIENITEIEK
iR B ASRINFSF RS-

SDK-HMAC-SHA256
20180330T123600Z
4bd8e1afe76738a332ecff075321623fb90ebb181fe79ec3e23dcb081ef15906

LE, 3: HHEER

YGAPP secretiIBIBAVFSFRBIENMBIRFRYAVMA , HHEEE, BTHGIERE
2l AV il 2

PIBWT:
signature = HexEncode (HMAC(APP secret, string to sign))

HAHMACGIEZBIEXMINSFHIZE, HexEncodefgit+75it4l . (AP EuABEN
x£1-3Fi.

& 1-3 2HRA

SHEW SRR
APP secret BRER, INERNakflskiwtiD2U LIPS E B FMEEE

RANZEXG, ENEREXHSENEREFENF
W, (ERIEE, BREZE

[~V

string to sign BIRSEF RS

BRIZAPP secret912345678-1234-1234-1234-123456781234, Ni+&EFIAY
signature/g:

cb978df7c06ac242bab1d1b39d697ef7df4806664a6e09d5f5308a6b25043ea2

TR 4: HFINEZEEEEKRL
FTEEEE, BeianzlAuthorizationfIHTTPEESL . Authorization;BELF*E
BEEEZEEF, TERTFEMIUIE,
HLBWT:

Authorization headerflZ2{5%3 :
Authorization: algorithm Access=APP key, SignedHeaders=SignedHeaders, Signature=signature

FETFENRE EZSACcessZAIIZAIES, {BESignedHeaders5SignatureZBIFHE
ERESIEH.
BRINEZEEL !

Authorization: SDK-HMAC-SHA256 Access=071fe245-9cf6-4d75-822d-c29945a1e06a, SignedHeaders=host;x-
sdk-date, Signature=cb978df7c06ac242bab1d1b39d697ef7df4806664a6e09d5f5308a6b25043ea2
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BRIBZEELE, BESRILIAuthorizationFIx-AuthorizationSEZ INZIEIAHTTP
BREABER, BEREWAIXEAPINK, HAPIMXTREMDIAILE. BMIAEED
&, EaRFSRXERIRRSHITWSAE,
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